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AEANENRE? SMRERTLUARMNEMEEHEE? (KEMFEZENIIEELD
Mg EMRRARS 2RI ? I IEP AR BIE IR, FIZNARNESERE? 7
BEHNDTRZ[/EXNERER, UG ET R FZFNERBLASHEREL
ERREE? BETRAN S DA FETERIMK, UESBERNRSSFIREE? i
LA B R AT RERL IS R AR -

o Rt RE. W ERHEXEEXFREME;
o AR 55 A5 AR ANl i R ?
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o RSS2 EMMBEN? & E BEIFANEEN? W E B IHE
M?

o PR 55 B4R 4B E S AN {AT PR 7 QNI ER B T4 ? AfAiE T B F Y
HITRREE?

o B = Pimdt TR, N R WEZ AR ? BXHL K WA R E 2
AR 55 881 =2 B A 45 ?

o REFMZEBHIREEEILRE? EREETHEENNI?
o RS RRPTiRt S N ZMHIER L EME M ? MTEHBFNF
Wb &4 ?

6. YRERAPRILE : E13E SELinux SHHRAUR

FRRHRS R LR EZ S, REMRMRHOERBIEVIRAIZSL TT 000 |
HII PR3 %, FEFREEM, AREITEILE (R HABIER. . s,
#MBY distributions EFWIRESSN SELinux , ABRHAMKIE? WNRIRAIE
BHETIEEMWBR, IBZanfE/sbiE SELinux RIEIRR? Xanffittsa R BEF K
FHRHEZEE EERURMES ACL F) FF, JUHEFTERFNUSE!

ARG BRI, HURTHE 5 A2, HitSBERRS ST
ETHRI MASE—HOKRER! Hit, SELMORYAT, 8L, RREME
8 5 AREIMREOEMRE, RIMRSHE— T FRTSURESTHM | XA, IR
SEF R SRR IREEW! "

012 2 — MBS ZEEZHIH

FEHEEIHRERTRBEED R LRGN HER? SFXBRB—E
BRRFIRST—TET, RERMIZFLEEZEENHIEATREES S IXLIRIL,

. KT : RIRIRHFMERER PERRELRES) XARIITEN, X

AT ENFERZEA—E, BEA LTSN ;
XML : REVIME R B — PN AR, RERRRGEBIRITH

ADSL B 10M B9 iIX#ZE I R IE LRI A

. MRS : (RAEEILX AARHEN AL LW, M EHEBTEE—EBAI LA
PLEIRRNREN, REEIFHARAMEABEERSHZZ;

. ARS5EEETE : AT R REFERITTIZEE, FIIRX ARk S5 2RSS EF AR
HLALE], PULTAE T EAL A IABR AL B X ERE M SR THE SR ;

. BrEERE: FAROXMBMAERI ZRSF[NREREE, EIRFE
X 1P RIRZATEANDEES;

. KSEE: R, HTERZENBEARESHZZS, ARRESEREH]S
MREZENHNKS, BENKSEHAMEREREHRE;
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. [EimsH: &G, BTEOCRFHREAURSEILR G BaiEADITHEE
EHE. ERXHESHERFTS.

LRI T, (REZENARBEEML? KEANTT—HRIREIR D SERK
DHTRYIE, R REFERR TXLIEILNE!

1.2 21 THRRMEER

. AL

BAVEERF R EN BIZE—R, BREANIE—NAILXTINIEEHL, LHETFE
EWLEL%SE (hub) HEEIAHREE (switch) RRIEMBWIHENT. BEEXFHESR
AIARE? A switch PR ? FAVHIEMBLELMIRA RI-45 BIMLELL, 1B
BEREBFLRZT, INFREELANYE? TRFRNEMEEBREER? FEXLMHF
HEMTHEZE, RARBEHNREFERFITHVAEIT. XBHRHENFET—=E
BRNE

. BXHLAL X

HTRE—FINEKIME, Eitti@EHAIE R AT 8975 2R SRR
P 2% -

IPrrEis BURE
57 Linux {5 {225

1.2-2. BHHMEHRIREE

BT IP 5ESE, BAINREIBITENAREEBE LN T . LAHREETE, B LN
5 Internet BX, Internet FLEIEZH TCP/IP EIRtMN, MEETREMEIRS
EMERE 0S|I EEME. BINBEEREZEL Internet S5ATIBER IP BX, LK
A BT ENVTESE IP BERREEREUL? WE 2, P BRBEAEMA?
R IP PERBRARET, MRHX AT EN N EBEIIUES ? XE BRI
SHILEN T !

. o £ B Al
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MRFHIRIZF SR AMKIRIRGE, MENBR! RERSEMTA? BHL? R
o ? TEREZHWAEE? MRANEMSZEM (P HXx5¥, SIEEERE
R SUg 2 ZE % (ONS) BUiE, BE A HEEAFITEIMIRAY. ErRS, LtEHRMS
WEIR: [EABMPMELRBEEEBRNIKRMNE] ... PEFLRRIRG? FAESFF—L
! XEOFMIBEZT, B35 TCP/IP, Network IP, Netmask IP, Broadcast IP,
Gateway, DNS IP Z£5, #NEEIRMENE!

TRTXEREZE, RARBHITIRIE (debug) BIIIE, BN, $#HR—H, R
ARERSEIWRLRN! FERAERP, 2560K1E, WRIRENERBARLRTLUEH
ping XNMESEEZMERRIEN (ping IP), ERMEBIAER ping hostname X%
AT A EIEN, B8], XNMNEERTAalR? THEMEEMABLZ—AMME/LFEZ DNS
HEE T, NERSHAAAMRRERLEEARER. BRAMEL B, sEEwE
3% )0 2 A TR !

MEEMSFMERIMERERTER, XENREEMW, FXH, WRIFAIWLE
Til, MABMERSZF[ILAINT, HAFTUAERNRID? AR, BEuh, NS
MR AR IR T — LR A ITHY . X TR E X B RN ERMBHRERI,
UM E T —EME AL BiEm i RE !

01 2 22 B BASHRENN 555 E IR

wEE 1.2-2 Bk, Server imefEABRERITENZF, A Server WAMELEH
AR S 6T MLEIRFEN, FHINXIASIREMF (SAMBA) XAMPRSS, E AR
LAZE Linux/Windows 2 [BliBAZ . BHTEHEERHEKSHFERAE, URERIRKH
WY TR, ELFEATEER /home ik, BFEA LWM XNEREN, HiE
Bt Quota #LFIRITHI BN KSHMEFERAE.

FR YR, {R{5E0E Linux B3R THY FHS (Filesystem Hierarchy Standard) RIiR
o, BUSEIRELRERNBR, SEREEFN! BAFTLER /home MIIFHN—
MOEIRE? HBREA quota XZHF filesystem MAZIFE—HREM! &7, tAR%E
R—EEFMBEN, BIRZMATLRERBFRSGE?

TEE-EH TR
BERIRWLAIK (http://ftp. ksu. edu. tw/FTP/Cent0S/), M 5FK%
(http://ftp. isu. edu. tw/pub/Linux/Cent0S/) BX[EZKEIRMLEF>
(http://ftp. twaren. net/Linux/Cent0S/ ) T&iEFTEY Linux BRMELLEZIFE
(2011/07 R N &RFALSA Cent0S 6.0), HEKIE EARRIFERLREFIRE Linux
A (REEWHIMEBNEME, EMEAsMERTUERRKTEREER)
Z:
BT Linux MZREZR(NELEEMERNNENEN RS T, XEHNTHBE
RERZEORRRA, NEAXFRARNBERESNNEMZCENsEmE.
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tesh, BRIEEMINMNEZI, FIELXERE—BEN, EFHit, XEFHRNIEUR
{£F Virtualbox (http://www.virtualbox.org/) F{ABEH—IFLAEITH, UER
KRBONRAIME. HIFTFE, XBENBFSFEAERBHEZEIETMWR A,

Virtualbox MIZES®EIBEBITSEEEMLMEAY Documentation M43, XEBA

2a. AREEIENR, BT ()EEZNEMuLR LW, BN EAFEE
R, (bridge) , BMEREBFER Intel WEEITENEREEIA. Q) BTFHKN
RERESHS NAT FRBEE, EtHFAERKMF, —3K{FEMH bridge —skFERAAM
(intnet) BME. ™ Q) HEEERZIUFER SATA 8, BR=1K%4T 2568 L.
4 ABEEMNZET 5128 LA E, mFHE 16B KMiK. EipidESEEBMICH,
FEFEARAGERT . HAM, MRRBMIAEIRRRE, BHRELFT!
NEBSX—/NEXXFRIARIE .

BABCEWT :
. NEIRIBERNTHRHIT:
o / : 2GB
o /boot: 200MB
o /usr : 4GB
o /var : 2GB
o /tmp : 1GB
o swap : 1GB
o /home: 5GB, HEFEMA LW EXEE
S Hit S 1HRE, REKEREITEINGS]!
. BEPLERT, 1511 [ basic server | EENA;
. SEREEY, PHAEEFEEE), SELinux iEIFIEF] (Enforce) ;

. Rig |P DZRBENE 1P BITHEE, FIAMKZSHFEE DHCP H]
", ARBECEK.

LFRRIERBIT (BELL Cent0S 6.0 FFitER)

1. AT HRMNEALRFHNREZ LFRS, RLFTIHN BIOS , HEFELIKFF
Hl, FE¥% Cent0S 6.x HJ DVD FIAFIRAF;

2. ERhEZEMEEmS, %1% [ Install or upgrade an existing system]
KBRS

3. ‘B [ Disc Found ] F#f, LEATEEILAILUESE [ Skip | BIRTEEIT ;

4. XD EE ARARSIE [ Next ] ;

5, TBERBEIEAILLIESE [Chinese (Traditional) (32 (1EK)) | ;

6. #EEEARE [=XZFE32) BIF;

7. REBENEERE, BEEERAN TEXEELEE ) B,

8. EAZNZEHPER, BtSHI— M RAR9FRAEIR, HAHE

¥ T EFm] B,
9. HANMBENZBEIEE, FIRE [ localhost. localdomain] BlA[. [E]
EEPEE— [EEEMNLE ) BED, HATEANEM! FRRKXRBINEIZ
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EBRAIERN T ;
10. HENBTXESE, EIEEFE [T/ &4t ) B,
11. HIT root FHEEHIE, XEBEHNFTIREN [ centos | IB! XANERL
XEB, RESHIMESL, RiEFE [BEFER] B, REFTUETEER
fth 25D ;

12. HIM—XR L2 RKER, BARMNBECHDEIERE, L, FEEF
[N BENX S EIEN ) KA IENE !

13. HAEMOEIEETR, LSk [sda] TIH, ARESiE [E] 893%4,
EEMWEOY, Bk [#EREIX) E, A= TEMY] . T
MEOFIESES R, REFEEE, REBKRT (HEl B, xKE@8
BRI HE:

FiENEE

HERAHHM) |/ v
HERARLD) : | extd 2
7
O] {# R (D)
Ky (MB) (8):  [2000 2
FANKIER
® EEANE)
O EmSRERESR (MB) (u) !
O HEm R FEO{ERREAE(E)
O #HmATES8Ep)
) mE(E)
BUHE(C) (o)

E 1.2-3. HEINSHTIATEE

14. KRIFEIE B S MR, FEH T ERBIEE, B EN S B &R IR,
FBRT /home Zb.

15. BT /home T8EFM LW WA RENXH RS, FEbmik [E7)
5, %3 TLW sSofkEM ] B, B TEM, EHINSEEO0F S =EES
5GB, ~REEBSGXHE:
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mEoEE
TEERGHERL(M) :

EERFHHIT) physical volume (LVM)

{3

ol

A {# FRRIERERER(D)

K0y (MB) (8): [5000 ] ¢
FEHIA SRR
© EEANE)

O EmaIHEESR (MB) (u):
O Ea 86 E 0 {#E AR A E(2)

O MHmATESRE (p)
CJ to#E(E)

HUH(C) BEE(O)

& 1.2-4, SEH LW SEERS

BETREZEANDEERG, 12T [ ] FHiEiF (L EiE#4E ] W8,
AHMNEOF, EMERES [server ] , FREATHNIZEEMIS
BRTIEE], XSFSMEI—1E0, EBIEN /home HIHEXSHM!
AE, BEEMBITXEIREN myhome IE! EEARGK FXH:
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B VM EfEEE
EferEREN) SEIVer <Gu
EEREE(P) 4 MB

sda2 5000.00 MB

BN EEAR(U) 3
BIIEEAMH

L

1

HERGHTHILM) [;hame I »
B AR ¢ 2
fEs2oRg . |EERESEE(E) extd -
e BEAMEBL:  |[myh ]
i : m ome
EHERL)| - y
%\ (MB) (S) : [4995 |
RIFEME
L] ho#E(E) (A EMA 4996 MB) FE(a)
HUHE(C) WE(0) WEE(E)

& 1.2-5. By &HZH LW B LV 5 /home

BREEANSEEE, REANETERRKETXE, REFET [T—$]
?I‘_'@Lo BRTHESEFTERAML, AUXSEI—NMESEO! K6
o, EF [ ] UK [REEEEHE ] IE!

Ky BEEERY

&l (MB) | RAID/&M = BB
- VM &MEHE
= server 4996
myhome 4996 /home extd v
~ FERE
+ sda
sdal 200 /boot ext4 v
sda2 5000 server physical volume (LVM)
sda3 4000 Jusr ext4 v
— sdad 16399 HE{
sda5 2000 / extd v

& 1.2-6. DEIHNRARER
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16. EIMBEMEBIERFEL, &EEABANERR, FR I T—%5] ;

17. B LR, FEAKNENNAEAKRSES, ELLiERE [Basic
Server ] IEH! HMMBREBHIA, RERT [ T—F5 ) iARIFITRE
EF%!

18. Zd—EERTEINER, HIEFBIIE, RMEHBIE! E! Zidi
1% DVD EHRIE! (BRME, BAFE—IXRER, ERAXUHEEFEEESR
)RR, 1S7E kernel ALIENN noapic A RENRFIFFHLAE! )

19. LEWFHEHBINE, SHEN runlevel 3 WAXARE! FHERS
25 W !

012 23 BB BFSHERBERGIRE

BRI BENSZRMETEM S KERMIB CHMKZIERR, FLEFEE
SMMSW, ERMERE (quota) FHFH). MBARSASEUKSERE? RRFEE
HZHRRE? REFELETNKSH Quota FELEIE? AR /home HBEARET,
RENLMK /home WAEWR? BIRBENERRZHEER B R ER L EHHLA
BN ? XLEMBEANLEIFITAHE! FANVRTRLALDSEERIFRE I BERL
EAihge e !

HlE-K=EREEKS:

BRIEFHRHAENBBAKSSRE vbirduser{1,2,3,4,5}, BXANPAEARIKE
H=—NEFE, BEMZEMABR—NEEAHE, BRIZXMNEELHA vbirdgroup, BIXH
Mk SHIZRD A password » ARIZAATEE XA PIKS ?

K:

RAJ B — X I AT R T LR B TAENE !

[root@localhost ~]# mkdir bin
[root@localhost ~]# cd /root/bin
[root@localhost bin]# vim useradd. sh
#!/bin/bash
groupadd vbirdgroup
for username in vbirduser1 vbirduser2 vbirduser3 vbirduser4 vbirduser5

do

useradd —G vbirdgroup $username

echo "password" | passwd ——stdin $username
done
[root@localhost bin]# sh useradd. sh
[root@localhost bin]# id vbirduser1
uid=501 (vbirduser1) gid=502(vbirduser1)
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groups=502 (vbirduser1), 501 (vbirdgroup)

context=root:system r:unconfined t:SystemLow—SystemHigh

SEFA id XMESKENES, SOEHANTEZHHNT!

flRE-H = B RHIRR :

XENMNHENEZEFEET /home/vbirdgroup XPMBEZE, XPMEHFERREES
XEMNAER, BEMNAYATTFZBRRAHITEMNME! EEEMEANTEER (%
BR), FAzanfiEE XA BREI R ?

EZEIHLZEFE, ALBREES SGID KIINREAT! FNUANAEFEBIESIL
X B A A T A IS BT A R BHERY . Bt T X A

[root@localhost ~]# mkdir /home/vbirdgroup
[root@localhost ~]# chgrp vbirdgroup /home/vbirdgroup
[root@localhost ~]# chmod 2770 /home/vbirdgroup
[root@localhost ~]# |l —-d /home/vbirdgroup
drwxrws——. 2 root vbirdgroup 4096 2011-07-14 14:49 /home/vbirdgroup/
# FESFRFENBIMEREEIENBLE ! FFAFEB MR s I

RENE !

5@ —Quota SE{E:
BREXENAPHEEHITHERTRG, SMAPEEHN 26B (hard) LA
& 1.8GB (soft), IZAAfATALIE?
%
X—RESSELL B, EAVNEBRIENHRZRTFF. quota BIBNHEE.
quota B3, EIM AP quota EEFIRE. BNMNIREEREMBAHIT, XERIE
RV AR FIT—RIE !
# 1. BT filesystem HY Quota X ¥F
[root@localhost ~]# vim /etc/fstab
UUID=01acf085-69e5-4474-bbcb6-dc366646b5c8 / ext4 defaults 11
UU ID=eb5986d8-2179-4952-bffd-eba31fb063ed /boot ext4 defaults 12
/dev/mapper/server—-myhome /home ext4
defaults, usrquota, grpquota 1 2
UUID=605e815f-2740-4c0e-9ad9-14e069417226 /tmp  extd4 defaults 12

o (KTER. ...

# EARENIER FRHE, FTLARBIRRE /home XANHRRALTRAYMNT !
# HIb, Cent0S 6.x LUE, BRIAEA UID MHERSMIEFERXHZ.
# A, RIEZEEFEAAN /dev/sdal Z FEAYFLZ M !

[root@localhost ~]# umount /home; mount -a

[root@localhost ~]# mount | grep home

/dev/mapper/server—-myhome on /home type ext4 (rw, usrquota, grpquota)
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# M5TFER mount EHE—T /home FRTERY filesystem BiRB LIARF

# 2. HIE Quota ¥IESCH, HBZN Quota THF
[root@localhost ~]# quotacheck —avug
quotacheck: Scanning /dev/mapper/server—myhome [/home] done

(RTEB) ..
# Atl:'&).,—”“‘%alaeﬁ’lii =5, ERREERN! B EARNFHERIT T !
[root@localhost ~]# quotaon —avug
/dev/mapper/server—-myhome [/home]: group quotas turned on
/dev/mapper/server—-myhome [/home]: user quotas turned on

# 3. HIE Quota HIEHLAF
[root@localhost ~]# edquota —u vbirduser1
Disk quotas for user vbirduser1 (uid 500) :
Filesystem blocks soft hard inodes soft
hard
/dev/mapper/server—myhome 20 1800000 2000000

# FA Quota WELLZ KB , FRILAXBEZEA LEFZE 0 ! BHIREEHL T !

[root@localhost "1# edquota —p vbirduser! vbirduser2
# FREAEJLR, ¥ vbirduser {3, 4,5} @@ LEE!

[root@localhost ~]# repquota —au
*** Report for user quotas on device /dev/mapper/server—myhome
Block grace time: 7days; Inode grace time: 7days
Block limits File limits
User used soft hard grace used soft hard
grace

root 24 0 0 0
vbirduser1 20 1800000 2000000 0
vbirduser? 20 1800000 2000000 0
vbirduser3 20 1800000 2000000 0
vbirduser4 20 1800000 2000000 0
vbirduser5 20 1800000 2000000 0

£ 7

# BER? EAHNERMEELXIEIZER Quota B ' EANRE

O O O O O O

’

Hm
v

B

!

BIRR-SC R ERIAR (L) -
AEFERIZAY, FRATAY /home NEER T, {RIBZEN /home HAZF| 76B R AAI{T
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Mg 2

e

E A MBI EIRE, BT /home BAR LW HARREET . AT
MEKRMERE V6 BABHE, WRBARIE, PRI IGRERHT. MRABRE? K
Jf]?t?%EM PV EFF | ENRIEFA AR XERE.

#1. %EBE VG WEBFBH:

[root@localhost ~]# vgdisplay
——— Volume group ——
VG Name server
System ID
Format | vm2

oL (FREJEER). ...
VG Size 4.88 GiB <—=RBERXKX 56 LH
PE Size 4.00 MiB

Total PE 1249
Alloc PE / Size 1249 / 4.88 GiB
Free PE / Size 0/0 CERERBRENEET!
VG UUID SvAEou-2quf-Z1Tr-Wsdz—2UY8-Cmfm—Ni00af
t BB BREEZRN V6 ZEFLUFERT | Bk, FNEZEmM PV F17.

# 2. FFIREMEBFREER partition IE! £k PV FRY!
[root@localhost "]# fdisk /dev/sda <==1¥HRIEFZAET! B

Command (m for help): p
Device Boot Start End Blocks Id System
... (REEE). ...
/dev/sda8 1812 1939 1024000 83 Linux <=mfg—
MG

Command (m for help): n
First cylinder (1173-3264, default 1173): 1940 <==tEZEZ|H=SHEHN 1
Last cylinder, +cylinders or +size{K, M, G} (1940-3264, default 3264) :

Command (m for help): t
Partition number (1-9): 9
Hex code (type L to list codes): 8e

Command (m for help): p
Device Boot Start End Blocks |d System
/dev/sda9 1940 2201 2104515 8e Linux LVM <==15Z|
/dev/sda9
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Command (m for help): w

[root@localhost ~1# partprobe <==fE/EfIHl_ LHEEBZE reboot A1T!

# 3. 4% /dev/sda9 SN PV, HI%iZ PV I\ server X4 VG IE
[root@localhost ~]# pvcreate /dev/sda9
[root@localhost ~]# vgextend server /dev/sda9
[root@localhost ~]# vgdisplay
.. (ATEAER). ...

VG Size 6.88 GiB ==X VG mAFLZE 6.88G M
... (FRE|EE). ..

Free PE / Size 513 / 2.00 GiB <==B5% 4 26B W=7 HT!

# 4. EREMAK /home, FFIRH], BRAMB—TAIEM LV ZERLF!
[root@localhost “]# Ivdisplay
—— Logical volume ——
LV Name /dev/server/myhome <==1X& LV BIZF!
VG Name server
... (REEH). ...
LV Size 4.88GiB <=R7% 56B L£H, FEIEM 268 ¥
o RTEER. ...
# Biek, 2REEMAEW! HNEA Ivresize KITAKBFEMRE!

[root@localhost “]# Ivresize —-L 6.88G /dev/server/myhome
Rounding up size to full physical extent 6.88 GiB
Extending logical volume myhome to 6.88 GiB <==4IESCEERT!
Logical volume myhome successfully resized

# ERFHLEI KE| 6.88GB B! FIEA B HAGNE!

# 5 HARAMNHRS
[root@localhost “]# resize2fs /dev/server/myhome
resize2fs 1.41.12 (17-May-2010)

Filesystem at /dev/server/myhome is mounted on /home; on—line resizing
required

old desc blocks = 1, new desc blocks = 1

Performing an on—line resize of /dev/server/myhome to 1804288 (4k)
blocks.

The filesystem on /dev/server/myhome is now 1804288 blocks long.

[root@localhost ~]# df -h
MRS Size Used Avail Use% ¥EZEs
/dev/mapper/server—myhome

6.8G 140M 6.4G 3% /home
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o (HEER) ..

# BRI HAREHILARAT 6.86 ! XHTHRTE?

M LENEZ R, MEMRREITAEREMBNRE, HRi1—EBERE—LEH
RENTIE? RAPLEARAXEHANL! MRASEXEFHRELS, EEER
FLEEXLEEAAAENE, BEEEEEXREREMRE, F1EBSTET! I EE
EFEFEHRIG!

1 2 24 P& BABIAEEE S AERL

RAIFEAREE —PNEMERM R KT TR Linux 2fF, RRBIKRFHT Z LIRS
e ? XLRFAHRAIMIIEMEFAMIET? XERZERBFESEZRETREHET
MEALEH? XLRFSMRIBERET], BENREXA? I, XLIRFEFERIF
BAE Y RIKIBEERATMARITEAD Internet FFi? XHEFETHENRE. K RHAN
UL NRBIRILIR T B—T, BIRMPLBIER RO NERERITE?

BISF-AE runlevel HIRRSIZE:
BRI runlevel 2T, BUSTRIRBEHIIERSAMLIR? 1oh, RNFRLE

BTN E B E NS (autofs) HlHI, RFEEBINZIRSHIE, ZWMTLIE?
K:

ZRIRD runlevel TLUERA runlevel XAMESIRALIE, BRFULES 3 S

B runlevel, ELb{RATLUXAEM

[root@localhost ~]# LANG=C chkconfig ——list | grep '3:on’

FEESHBENER, 24 autofs RELSEBHNNRE, WRESLAME, 7
LA A -

[root@localhost “]# chkconfig autofs off
[root@localhost ~]# /etc/init.d/autofs stop

THRIFNNEZEERBARS, MRKEETHIIBENT TCP/UDP FEHIAR
% (MEHEBRATESKE), BZNALIE? ATUASZER XN H5E!

Pl -2 185 T P25 dx I B9 Al 55
FREEREHMRXBENSHNEM SR O O STRIARSEME, FEXAT
ErIER, 2 T?
S

(=]
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Mg EraYiR O 05047, ATMERIN TG X HE

[root@localhost ~]# netstat —tulnp

Active Internet connections (only servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
PID/Program name

tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN
1005/rpcbind

tcp 0.0.0.0:22 0.0.0.0:% LISTEN
1224/sshd

tcp 127.0.0.1:25 0.0.0.0:% LISTEN
1300/master

tcp 0.0.0.0:35363 0.0.0.0:% LISTEN
1023/rpc. statd

o]0 o1 Do LISTEN
1005/rpcbind

tep 11122 Do LISTEN
1224/sshd

tep ::1:25 Do LISTEN
1300/master

tep :::36985 Do LISTEN
1023/rpc. statd

udp 0 0 0.0.0.0:5353
1108/avahi—daemon:

udp 0 0 0.0.0.0:58474
1108/avahi—daemon:

o RTEER. ...

MERKILIBERXF avahi—daemon XNIRFZUUTFZIRIZARZ BoRREOR, MiZE
E] LB —4E, FIF /etc/init.d/xxx stop XM, B{EMR chkconfig FHAIEFFHL
AEEITA! FiE, BABHRIRSZBEMESXLFRESA A —H, FKNIE netstat
FEERB program TIHELFRREMITIM, AIgES /ete/init. d/ KTHIBRSS
HEARE, BrTFHEER grep AREHE, AEBBLBFEDN [tab] X
lERf%*H?&E’\JHE%ﬁ% AT

[root@localhost ~]# /etc/init.d/avahi—daemon stop

[root@localhost ~]# chkconfig avahi—daemon off

BINBESTIMERY, WRIINTRRERBEH, BHIELIRNE! B
M, REGEHSHEIEEN. 7 Cent0S A, HMNEEH yum KFFITELEHT, IR
SATUBCHAENEEXHRIEE yun ZEEGRIREGIE (mirror site), AT
XEEFEWERATKAIREERT, BARSSEFNFIBILRBRGE (BREE
2RF), AEBATLRE!
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BISE-FIFE yum HITRZEEF

RZIFHONEELRET, BaifEELIELREEH, RNEFEERRR 2:15
Bt TE R G EH, ZWAEE?
K:
REEFER yum update BIA], {BRHET yum update EFEEFEHEFahN
ANy EWAERNERE, FAE crontab BIAFEHEX(ESAT, MEEFEH yum-y
update 1!

[root@localhost ~]# yum —y update
# F—XMESHITIERE A AARGENBLEHRBEEZET K T E2E5FFH!

[root@localhost ~]# vim /etc/crontab
15 2 * * * root /usr/bin/yum -y update

T XELREFIMREERAIE, MRFHNRGEEMIZL (kernel) XM,
SWEEFEHN! BAtL2EFIEMER, —SHARTEERRARIED
EARART

ABA crontab HHRAILIE, LUK crontab —e BIIESNA, ABHNEEFEAK
—tf, IBETSEEMBERNREEMEESE!

BT T EIRMETURER, HA1M Linux REMIZELLERELT, BEET
K, BMNEFERZEFFRIFT ! BHlI0 ssh XMTIZAIENRIBRFZSZEIRFIER
BAH IP KR, URENTHAERNRIES. XBHRUEEABEXHREESEN
FHERS, BREERETERAE!

Tips:

EFEHhrESNEFHIE+2 12/, L, BRI gEaLith

F&BERITE, FMERREN [EEFRR] YW, ZFRREE
BRI ARE ), olREA] g RIS LAY, kl‘ﬂ%ﬁiﬂﬂﬂﬁﬁ’; \:\}

HEREMBNERIRINR, HEEMERER oracker BB, AL OO D ez
ERSFELAOFR, BFEORRADERERENERE NG LT i

HERFERRZ—T. Eit, RE BRI N IEFREHITIEA,
= MREZHEFIRE .

B1 2 25 MEBHEET: $IEERISSTHEE ST

XEMMEEITMSHERRFENEEART ! oi—/ I HHRBRT, ERFSHFES
SREEARATHIZHNER, BURKREFSEHRMKO. RINAXSRBIPOAETER
7B, FHAVERBM—DMLIEENEEN, AWBIRENF[IIEARINEIEHLR? =
RHIRR T MR D ZHEZIN, TEERHME AR Linux B9 NFS B (BGEE
THRWEIRE]) .
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AT R EEMNEANRIRIERGRIBIZE Windows 7, EEMITNMIZZNELE
BENHMENZFEE. BANFTIERSI T SOMEO? BRSNS HIEN?
RIEMNKSARERE? REANRIZNMARE? BEEAUAETEATETARLEGFERR?
X175 AR 55 RYIE Q2 A E B K iE ? IR FZ G R Bz EaERER? XK
B Linux RTIEERMHARSHKIER? XEHTEZFEF SIHITE!

BHESIFR, MEBFHELE Linux KT 2H Samba XERMHRKIZMKA. Samba AY
HFREERNSEREETNE. XBESIFRHZE, ER—IMNERSRHE, REIZ
ESHEMAINEWL? UREIRFR, RAULETRPEERES, BERENZES
THRL SIBAVT IR, XAEFRARRAIERSZ G ERT, B SEBF!

1. RHRESEN

NN EZRMENBTRERKMNZE Samba XERMY, Bz EiaEEE
ZRME? MRRBARENZIMAREE? AR RLIELIE,

e -
EHIFNARRRTHRE sanba XERM, HFX, BEITEBASRRIZNRN
o

ERENREAILUER rom EREEF, BARLZEMMER yum 6. FREAR]
LUXFIHITES:

[root@localhost ~1# rpm —qa | grep —i samba
samba—common—3. 5. 4-68.el6 0. 2. x86 64
samba—client—3.5.4-68.el6 0.2. x86 64
samba-winbind—clients—3.5.4-68.el6 0.2. x86 64
# BALK samba EIEFEARWREN! HRREEX A

[root@localhost ~]# yum search samba <==%c&F —THREHEEEH
[root@localhost ~]# yum install samba <==#kE|Zf5, FPRtLIEE!

# BLIAREECEXHR? EARNEREEENECE XA ! XA
[root@localhost ~]# rpm —qc samba samba—common

/etc/logrotate. d/samba

/etc/pam. d/samba

/etc/samba/smbusers

/etc/samba/Imhosts

/etc/samba/smb. conf

/etc/sysconfig/samba

3. RS ERESHERIRE
XEMD AR T | EARSER T B, RERFRIRS M4, 3RS
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FERENMEAML? XLREFEREFLAESREEXHFST. —MK
i, REEREEXTHRSHBRNMNZENE, AETEZNMZE, ETRE
WEFRCE M, IRIEEECE XA RIBIRENITHEX M AVE S RIS EMAI TR
Eo. UEMNZXBEMGAE, HMNFBEREIIEE, REFERETAERMN
SHEHRAEER, ETRBEBTELEEREXH. BEREFEES:

i. FfER vim E4REE /etc/samba/smb. conf HLEIHE;
ii. FIF useradd EMNFFEZERIMFSSIAHEF;
iii. FIF smbpasswd 7 A]FHMFHI SRR ;

iv. FH testparm WX — T ERIEE LR EIEM;
v. REEEENGTASZRNBERRE S ER.

XLGEEIBE G, AREBMREHITRNSWENEEY ! MBETHREZ X
F samba HItHXIRERIGENAH, FRT google K#Z 4N, /usr/share/doc
AEISCHEF, KUK man XNFRABIRAEARNE LR IE—EF!

RSFRNEHNERE

EREZEZE, BT RERRERINZRFZET . —BRIRFZF[HNEINAZE2F
Fl stand alone HYHRZ,, WMRZLLEDHAMIBRS, W telnet , FELIRAAEE
EFZ| super daemon BIBRFZEENHEE, FHAVXEIKIAER samba Af, KEE
RGN /3 Bh A IE !

1515 -

WTEE samba X NARFWE? H AR EF B!

=,

BETHRWBE, SEFR rom ER—TRENBHAR, REHBELIER
EHIT AN !
# ZEH—TRIINERAM:

[root@localhost ~]# rpm —ql samba | grep '/etc'

/etc/logrotate. d/samba

/etc/openldap/schema

/etc/openldap/schema/samba. schema

/etc/pam. d/samba

/etc/rc.d/init. d/nmb

/etc/rc.d/init.d/smb <==FFLLiiZ stand alone H#4&ZH smb, nmb &

/etc/samba/smbusers

# FFiaEsfe! BiEFIBBEEE! -
[root@localhost ~]# /etc/init.d/smb start
[root@localhost ~]# /etc/init.d/nmb start
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[root@localhost ~]# chkconfig smb on
[root@localhost ~]# chkconfig nmb on

# TR, UERNMNUE—THEREEIHNEXEOE!

[root@localhost ~]# netstat —tlunp | grep '[sn]mbd'

tecp 0 0 :::139 Dok LISTEN 1484/smbd
tecp 0 0 :::445 Dok LISTEN 1484/smbd
udp 0 00.0.0.0:137 0.0.0.0:%* 1492/nmbd
udp 0 00.0.0.0:138 0.0.0.0:%* 1492/nmbd

SARNAUEEREIEDOHE 137, 138, 139, 445 2!

& Fim BN

TR BER AR BAT iR, AREZIAER AR MRS ThRER !
R RS T RIRERMNIEREE! HXNEFRKI SRS [ RENRSEX,
Blan waw ARSSRAMERER browser KM, P75 HARRMISEE R NS Finis
Fi5! X Bt R AR S5 AR MRV E A A !

BERZEZ, BRHKINMNKAHRIIFAHIERRSFIRENERE, REERFRK
ERBFRL! BEFEFIKECSHEAER, ZPiRNKSNRELES
ICHEMISFR, EERAM! S4KRE: [HERW Client ERAERAER
EALAY Linux K-S BH4H. HENRFHS, 72— MIRBREBNGE],
Bt 2HRMENTS. ..

HxRARSNEREFRE

—fRSkUE, AR Linux EERIARSEHIEERN, BESERS LAEZESIFR
ERNVEEAM, FUREEIERSNE. 2SR, FRAREBEENEES
IFIRIZ AR T . RSP RELLTENE ? IRAT AR EFRE

o HEEHERXERNHEEREHRNE, 265K, samba BRTSE
/var/log/messages BEFILHEIN, KXEBH/EIRNENIZSIEHAE
/var/log/samba/ XNBFETHEIE, FLBRMELEIERN—TF. BEE
ERXHHANER, SHERSLHTEFHE, BEMRAUABITAIET
BET;

o FINEHTN Google Eif], BE R LUGRERIEHIMMEZREZE
A ARV EIEAE | IAARFEAIA 95% LA LB

o AL, BRESZXKITEXRELEIRE! EiYBEEFE
(http://phorum. study—area. org)
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BEHIAESE SELinux HOSEIRMI ! ETRRISEER SELinux BIFSSERSIR
LIEF! XBWERARSFFHEEESHHIEINAS.

233 FEAYRAE, RRUAT AELEML, IR F—ARENFEME: (1) &1 process 5
signal BIME; 2 MSSRHANNSSHEXMY; QHERSHRINR, XHRESR
SSHEXAFFE; @RGEERFS]; (5)BASH HITEES shell scripts HITE
%, BEBNMREZMN vim B! . (6) FNAURIESH, URIERERHIRES S
;s (DIESFIERNL quota MIRELHFFHME. BMENENRE, MALEAR
RE & BRI D BRIE !

‘31. 2.2-6 AERHPRES SELinux

MR BLFHRFERBERN, SREEMENMREZNE R, 26k, Hi1RS%
L@, MESE vbirduser (1,2, 3,45} LUK student FKS, MEZBEFEA
/home/vbirdgroup. ¥FE, vbirdgroup BUEFZAFEE (L student XA FPAILAFENIZ
HEB/RER, BERFAEBEMENERNESE, RiZE#HTR? RIGFRTLUXH#

18 .
TGN =

. it student HIAN vbirdgroup Bf4HENA]: {BaNtt—3K, student BEF
vbirdgroup HY rwx R, HFBAIUBASEKYE, FHIEXNGRITAE.

. 1% /home/vbirdgroup BYHRPREZF 2775 ENA]: ZOittk—3k student HBH
HEABIBR (rx), BNtk —REMEFBEMALTEE rx BR, XNARWIT
SR

RGNS HENRBESHIELABRMBRERENE, XTFEET ! HITREH
SEETXT student BHTIRIZE! WAIREZEFER ACL B~EHXANMIF, Filmisk

flRE-E—R P BEEANPRIZE ACL

il student AILLFH N /home/vbirdgroup H{TEf), {EARARIBAN. [ERT
vbirduser5 fE /home/vbirdgroup AN, TNEBEAIIIE.

%
HeefEM ACL 5! T REMMEHEAMUIMM L acl HXHRZEINEEZH,
ERATAEIZ BN TR EIES . MRRZERERIMIER partition 3k
filesystem , TIFBEL /etc/fstab FREIMEM acl ITFISHAITIE!

[root@localhost ~]# useradd student
[root@localhost ~]# passwd student

[root@localhost ~]# setfacl —m u:student:rx /home/vbirdgroup
[root@localhost ~]# setfacl -m u:vbirduser5:— /home/vbirdgroup
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[root@localhost ~]# getfacl /home/vbirdgroup
# file: home/vbirdgroup

# owner: root

# group: vbirdgroup

# flags: —-s—

user : :rwx

user:vbirduser5:——

user :student:r—x =R FRIT, BIMHIIBR S ENE !
group: : rwx

mask: : rwx
other::——

[root@localhost ~]# Il —d /home/vbirdgroup
drwxrws——+ 2 root vbirdgroup 4096 2011-07-14 14:49 /home/vbirdgroup

FEIRMRERIBIRIESIITA. BA—REEERARNEAA. .. F2H! &%
EEAATHEMNRNEEMR, FESEAFLEFREKR, MWEBIBRBER 777
BIER ! 2015kiE, MRE—NFELRELRZTHNEAR, ATHCHE. XXA
&, #IF /home/vbirdgroup RER 777 , X#E [ AKKE] B! LA, MRIRE
_EEEEYE, EE! XPMEERRTENRR, BETUBARAGNR, B2
Eay 1!

ATTHFEXMOAEENEIER, TRMAT SELinux XtE/L. SELinux FE
EEEHIMIAIABR, MRS R LEREFE IR RRIZIT SELinux 35, Hig
FEERNLEANESTLUEFER, ZERA B AEFIEE. mtk—k, SREE
XHERXRA 777 , BREAZEFSHERL SELinux BIITAS, FILUSXERR, BEXH
ZREFERIEAEIZER! FRARNIER 1.2-1 F=1% SELinux HYEIRGHIZ]
daemon 5 file permission Hha]f!

ESLE SELinux MEEZH), BERFNUMRNZREENAME, A4 SELinux Y
IS RBEALUE T ERERAE! ALl SELinux HIMEBAHSIEE X, BE2ME
AFIGEANRE R MRBIEZEANRIARENR. FANEERNEREETH
P4 AANE !

G123 mEneEEpE

E3i, EESSERSENARKE, B EREL IR RGS 55 TR
EE, MANEEY LEEEETE! 205, MBRMOZRBEDE: [RELOK
28 eric , MABMNEMBESR eric | XALLLBITION! | (RNIZEE 20207 ?
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[RAFTEBHE] | HEE? HEECH ! REBMIERERRERAZEE~FITIR
RS nE !

Eit, #REREHH, e ENTERETHEEENAENT, BIBEE—L
REFENEL, HREZR-LIITELZANGERES, XFERREBFHRE
ZEMEIHITT . FA BT AR RS R I AL :

[ B MBE— NN AI ZARINIE FER 15I4n SSH GARXT Internet FFALAYVIE,
R %BIE root HIBAPRXE, AT HIFRIEELL root SR BEANIRAY Linux E
M, INHEN A REENSBHRERHR root WERET ! AR root MERBIEE
AT 1234567 Jig g RN RERE~ TSR FEETHBHFER P EBAIRE T !
LGN A TE AR A BRI 2 AT LAFER (1) 182X /etc/login. defs HHEEMmAIM
N, MItAFREESEEER—XRER, BZRKEEEKT 8 MNEMFR! (2 FIA
/etc/security/|imits. conf RAFEEFMEAZHIERBR, 1EREY Linux AJLUEA

i, BAR TBHAELRIL] EEHIER, B2 netfilter (Linux B LHERD
XiE) ESMEMEENVLE. FRFRTERSHERBECSHENFEREITERTHE
CHRIBFALEAN, Blan EERZIAY SSH ARS Y, (RATLURE T EA Bl M o AN
E P FHEEHLIhEE R AT !

&fE, FNERAAZEEN—F. ADILRHET, BFELEERRHYBIE
FIRAREATRN, EEBAZHKE, MEEGAMHETFEHZUMERN RS
PIRE. .. R, FHbEiEd, FRSNEEESEN, RIREEY! MREFEE
EABEELSEYE [FEX], FUY, EHHEM X HEED!

1513 -
RS FEEREEMERESB /etc, /home, /root, /var/spool/mail =, {RINIE
MEAFXK 2:45am #HITEHD, BEZNEIEEFE /backup K, ZFWMHIZESNER

tar , FBizan{af b ?
e

=]

BEBERER shell script RFHITRPBIRAVLE, SEHINT:

[root@localhost ~1# mkdir /root/bin; vim /root/bin/backup. sh
#!/bin/bash
backdir="/etc /home /root /var/spool/mail"
basedir=/backup
[ ! =d "$basedir” ] && mkdir $basedir
backfile=$basedir/backup. tar. gz
tar —zcvf $backfile $backdir

[root@localhost ~]# vim /etc/crontab
45 2 * * * root sh /root/bin/backup. sh
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Fienfa], UMSHIMEINRER 4EIPRE, g—1 [ThaEMIR ) MEHN, &TF
MG REAREMEN] LEBEF—=! Bitt, N TENHREERRTFETE
HEKH ! MEFHMEKE, WRIFHENZRREMFRMRED, GIARLHREMA
A Cluster BEEMN, MARERE—NMEZILRRBRAGENGAERS,
HBEAENFER! BAENMENRRET , FHIEHGIE, W PR 2mET !

M EEMBANRERIERE, AANEIRE, ENRE. MSEERVREE., &
GneMERSEEUREENERITHESS, LFEENITIDEREE, THBKR
EH—MEAREMAIES TENRSSE. MLEENES— P TIEETREHELEZH
Linux ZARIESHEXRIBE, PRLUR, BEFRY, ENENTEERRT Linux B
Bz, XtLRATARN—FEE Linux FIFELE—SLRNEEBMAIGIRE S
RO RS ey ! nRRX T EERE R LD E MBS A R IRBEE, BARIIRES
JE TR AP 5 i -

o http://www. study—area. org
. http://linux. vbird. org

61 3 BRHMEREEXLEBREHIEE

MEANRFEZMFARENR? HE, RILDHBRE-—NHRIRHONEALR, HERE
mH! R, HER, E—HREENSR, FEERA—L—LMELE, —EWTR
ey B2, REABMARG [faIs2es ] Z0AmME) [l —rMospzs ] !
EALE, #iF—IE2LRRFHMENIESEE, BNELRE— I MEEnZ% T !
RSEMERAERN RSN, MBROIEESAMNRGREMEZHME, FERZEE
BEEMRFZHERIER (logfile) U TRAZHZERL! SHELEEBMAVEHE, 2
JRiE)E = = — 1!

EEaniR ST, AARMESNNMEEL? BIfERNE, LAFEEARBEL
RA1T. T, WREEHTERE, WART, BRT format + EEZIN, HAHMEES
BRAGHEATIZ RR? XLERRENEARFTEZIN, ME, BEHEFESR
WHRRA SHEEIEARRE! s, RESOHENUMBNEIEELZAHHNRER
B2ERFS! HFEAEZER!

o, HREENERZE, WEAREIEFENE BRRSHMER] ! FUE
ERISIREVNLZR EFR B AR EREMRIIEIEZ T, WRFEASHMELB/HEMART, |
MEXBZAMEG? Hi, MRRERERHVAMEA—TNE, "gEzkE, BALR
WTEH i, RBZIRSITRENLL T ie)&, [BERRLE, (f—E =S — M E2IR A4,
FREL, R1SRERTREN 4T AT RERERT 2 1% 2 MR [E] EN IR ATAY/ O IEE R !

EARAZE, MRIFIRFSHANES, BILDTEFVIHREKERINFZET —RD
AFBIRE, SHEEEEFI, GwHBIREIBZER [REY! REFHOHENEA
RXak=, SHAARETHI] BIEHE, REEESANEE, RS RIEMEMREIE!
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B2, MEARANZRZRRERAUT, [EEE) [FER] &6 Tiho) W
! E—aREAERENOLYE [XE—EEMMm! J

MEARRHA? FAURNERTHRAN—FRS, AFTAMBR: SERNINE
EEASXT [WEZEMHF] AR, SUTERAENERIIATE, HE
BANABRBRLNRPDERY, FUAETETHRIOERT, HABHN [HRETEHLA ]
AR, PRABUEEBANRITEN AN, ZRNERNENNSEE, RE5IES
ESENAN#H. ATEENITERGREAEEE ( RBNMERBIEER, RIEER
MERERXE. ) , TA—ZBXEROUNERAREF. XRAR—IFHEE,
TERNMEHEBEAE T —1MER, BERNOMNBEETEENEELEN, T
o, SEMENARATREANNEE LRBERSERTT ! NEREREEEN, R
2, ARBESRTIEM! MNNA, NEREEZNAE, NZAFEFARZAI.

FT, MRRTHT LESFAEEREINERZE, RKIHEEERETESL—
MRERAY N E A SIE !

1. =& EBA Linux IR
XLUREERZERS, HIanHKSETE, BASH, FPRAYHEL 2\ Process 5 signal HY
W ESHEHS Linux fHXM @0 mount) AYIAIR B FH4 R VAR  daemon
FIANIRES, BEEZEE—CREEN T #;

2. ERBEZEMMEEIN:
EAEMEEREELGE BERSRIE NERIMRE KR |IP, Netmask, route,
DNS, daemon 5 port, TCP 1 EAIEEAZE AT,

3. EEREEHLENRT
WE ARSI ERRLEEMSENAXER, XEEMERGRIEEA. MK
EAEHNERERBREFS, ©F, SESHIMENNERH, FRESE
ZAZ THMEEXLEERM [He ] 1e?

4. EERAEERSHRER:
MREREF—R 2@, BEE! "7, HIh, mRBREEFR [0

) B, FRREMGE, LHERXAMEZ AR~

SR, —HERIEN, 2R Linux RRE[ERERH, BER4FNITIERT S
LBZENK, HETERASENEER, /. .. .. Bl a2 A AT R — NG

61.4 AE

. ARERREHR samba IEARRESFERR, FiFHBR samba K, FH
BAREFIBMA KGR /etc/crontab WEEGHEH FEMIT) .
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iE1d yum remove samba ZY rpm —e samba A, RAfFF vim /etc/crontab
BRI TEGEME !

MRZE—FEESAE A TN LEARET Linux 25, E2|5—AEZMHEE
B B Al EEEXHITH, ERERTTEIRFIFH, FRAAATRENRE R A2

TREFNEE—REAKRTZREFZHMNE, MRBERIEAZBEET EHMERN
HEVHRIEIRAE. BRTET /etc/fstab El& filesystem #B{EF LABEL
name , FIANR B G XL XHEHWER. BNMRAREZBITFEIIET /etc/fstab
BIE, BRLNEITEHENEEXHRZT! BFER /etc/fstab LUK
/boot/grub/menu. |st BXIFRENBISE T ERRIR.

—MREYL, 7 Linux REL, HRRIANRBRERNIERT? H, #
B—NMERERN, ZAPRANRBERAZTREBITIERT?

£ /etc/default/useradd X/ MIARBEESMTEHPHRIAK B FLAKLE
INKBFHAZE, —B&KiR, APRIAKBRE /home , ETHEFHHER
NS HIFKIEE /etc/skel BE.

BUAREBH AT IR AENRE, BERESTRENEER, 27EF
—EHEHIFRKAE cc XMES, BRIRXZMFABM? AAIFE cc ? X, Kix
IRfAIARRIX AN B, SRR R DAURFI B9 R EAEFRAY Linux EE?

H ARG, S EERFREFRIGZERBEREFER AT AERE
Linux A% EEMIAY binary #4%, 7 Linux ELBVARIZIEFME gcc X
MNRIFFEF (compiler) o WRIREZRLE Linux BIRHE, £ Linux Installer
AR RE, PR E SR B RE gecc LUK make FEE, kBT, 1BER yum
ERBR R R IE!

HABMIB Linux REEER, UWFEHATHNBNEFEREFIS P,
HIZIRF XN ZIEFFR LR, FHESMBER?

WNREIRLFIZRF (process) BIE, BAILUER ps —aux SEREIZMAN top
k#5168 process By ID (PID), #% PID S8fE, BLL kill -9 PID RMipRiZ%
ERFENT.

KRBT EREEME, RANANIZETANREERN? BXEEALMR
R?

ToSERBEREMYR, ATLIEFER file IMESKBEH—TIZRENKRR,
514n%8"E /etc/shadow BIFER,, AILATIA: [ file /etc/shadow] , IR Z
XA, AR ERE, PBormugLENEERE IR MBI T . 7T
LUER Is -1 filename TWEEMR, HLL chmod Bf chown RIEITIZIEHEM
BURR. tesh, =R AT BIREEM, AILAER Isattr filename &,
BLL chattr RIETTRRRB M
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. RAR—PIRIRIIMNE AR NIZE & ABEN?

BENEXREEHS, W7 () BRERSEHEMAIR (RiL2
Linux/Unix/MAC/MS) ; (2) M4ZEAAIEIIR; (3) N7l Internet Services HJIE
fERIR 250, BFE (4) BRFESERT, UK 6) EGHEAESIZENEER,
RERSFEMRK.

. HEXE cron INIRS, MiZEAXEM? MREEMNFETLERARXD
BRSS, RATLMERMARZERKA?

E A cron — stand alone HIRRSS, PFRLARTLAGER
/etc/rc.d/init.d/cron stop KKH; MRALRTEEFE XA, AILUER ps
—aux | grep cron IRHIZIEFER PID , SRBELL kill -9 PID EXH.

. MR—FNBERITRANEF, NZERZEFSEABMTERER?

AJAEIETE /etc/rc.d/rclrun-level]l.d BEMAN S FLHEE, i,
EEBEMEEAREEEZIZIZEFB AN /etc/rc.d/rc. local , A3, IEFZIZIEF
WM BEBBRAHITEINRIE, B rc. local s EEAHITIE!

2003/07/30: FE—RFEAAHER!

2003/08/19: MIANTIREZS, MRARFTEEZE LEAIEIR. . ... NEREE, BEEE
B% Linux EAHE!

2003/09/06: MIANRBEZISERREE

2006/02/07: FRARIIBICFEE AL

2006/06/06: 1% SATA #EOMEENKSEXMAMETT! BRI SATA BN E S AFhIE !
2007/01/02: JF—LeHiRERE, BF—LHESEMNHIEEEE, FREESIH LK
2010/05/07: 4% Cent0S 4. x FEHIIAXERNE L

2010/07/22: EFHEITRSZAELERIE, HAEENEMEBIBSM ELS) ! LHEERSH
RHE—E server LUHIFER!

2011/07/14: JZEAET Cent0S 5. x AEHIIAT=RENE 4

2011/07/14: PBREGGENRIERIBIA Cent0S 6. x HIMAIE! FHERFI~0_0
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ETE. AN

RIFEFHHHA: 2011/07/15

TREVAR 5525 =AM B 4 EEREMARSSHY, PR, MRREMERERMETRE, BAIRBIRSEF
SRR RETAR ! 5N, BRS5ES L BRI MILE AR S5 ER 2 M SR0A BRI E R B iR isl, AR
A NERSZME. AT, R é?* SEMEX MR EMBIMER S, BN, Z5AkS[RE9RS L6
B, fRIZAAMATRERIT? FORxE! XEHREZRZ TCP/IP 5 0S| LEWMNAIBXEZT, XEMH
MR~ BHR~ EX—FH, '%—rlo(iﬂjlillﬁﬂ’lﬁ‘tﬂ% PR LML, FERETRIANR
RTINS, SR, BEE THRMEEXIENE, XANSEERNTUSEFEE!

1 MERNTLImEIL
1.1 AR
1.2 T EHEHERR A
1.3 I EHMEXIETEE
1.4 HEHMEHIL: 051 EEWME
1.5 IHEHLLEHL:  TCP/IP
2.2 TCP/IP Hy$ELEEHE KN
2.2.1 i MERENRE
2.2.2 BEMEFERNEE-LIRMLE, HRESHNE RIS Bk Bksk/HI1T75)
2.2.3 LAKMZERIfEHiTIL: CSMA/CD
2.2.4 MAC HIE 2R
2.2.5 MTU s K&
2.2.6 &4k, XRBFSHEXHE
2.3 TCP/IP HIMEEMHXFT B SHIE

NNNN NN

2.3.1 IP HaRF %

2.3.2 IP MiMtAYLER S 9 : s, IP 510 xE, 9% (Class A, B, C)
2.3.3 IP BMEEEIE:  loopback, IP BYERIS /A3

2.3.4 Netmask, FM5 CIDR (Classless Interdomain Routing)

2.3.5 BEEES

2.3.6 MEBEFHIH: route

2.3.7 IP 5 NMAC: $%%45EHY ARP 5 RARP #hZE: arp

2.3.8 ICMP thE

2.4 TCP/IP WRMIEHRXTHBSHIE
2.4.1 ATEEEHLAY TOP thil: @m0 O, 45HBEO (Privileged Ports),
Socket Pair
2.4.2 TCP BI=[E)31E
2.4.3 EEESEAY UDP MY
2.4.4 WM AIES 051 EEMY
5 &L Internet BIREREIN
2.5.1 B IP EM? E#HR&EM? DNS R ?
2.5.2 —2BA[LLE L Internet B EMNLEZ S
2.6 E &
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2.7 KEIH
2.8 SEHRIRSIE AT
2.9 SXAITRIEIL: http://phorum. vbird. org/viewtopic. php?t=25884

<}z1W%%¢ﬁ£ﬁ%u

SHFUAMERE, AREARESMHRB SR, FBUMRIRBEIRINEAN DR
B, BRTEEFRIBMZSN, REWMARMGHIE? RKMRAAERMHHRE, —ihEimi8f
Fraxy, —MUZHRNFMIIES, XEAEDERN. ZEHER LREBESTERER
THEEZRER, RS, TEZEAM, REFHFRY, PARREBHEL, HKiLH
BEMBIAIE T » MEANXBIRE, BNIBIPICREBR AEBES !

XYL HEWE A 2ITHEN, SHRANREREZNR, FTRRE
Windows/Linux T8, BHEERITENESHRIERS, Unix like BIIRIERSHIE
E% MLZHIRERE (AT ENEHITNEDE (B5) R? BREZHNHTHE
ETFTHAREAITT . XMRERBERALHTERN, RHNRZERRERETUMANIZ
FRERNTEFERL, PBEMEBEIIMUESHMBRZHITOIE! B, MEEE
AW, HARRAE Linux AXaf! Fit, XBMHOEIRMEZETRE, 2ATUNBAE
ERVRMER G L ERY ! W 2ERHE [0 !

Ho, B—NET B SR NREENMEHOEF, FASFERLEIX
B, EAE, TEENZEAHSERMGHREHEAEXREXESL. W
RIFBSKMMELBIAET, FBABEBITHRRESRESRECHBERAIE! 4
R, T UERYM EEKRERARENEIE. EAERENSEZHIETLIE—ME
Apg !

8211 ozms

HAEFE, WERZ/LEITENENSEZWEITEML 2 EXpZEORE, B
MR E BT EMERIRR, HXLEENNSRFERKER, FESEETLUEDTMLE
IR (B R AR SR FRE M) REEM—MAER. BFRER—T, MRIERE
HRAHEN. TEM. FENFNR, AREMEEREXLER, FBoERLET
LRI MREXMARBEFTELENDLEN, HEHNBIREITAERMEE
EBIFTENHLRATED, MR BRBMETE? XIE! R ERH S RAMIE ! RE/Z,
XLFRBIEE 1970 FRLFT, FHLEZFERIM!

. EBEABE [MEEHSERYE] HARLRE: Ethernet & Token—Ring

1970 KR, ATEBRIXNEBANBFEEREE, £EEZERHEXHNLE
HMEMREBRINBERTA, UEBRN~mAUED L EREIMER TER
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ik, HPEKARNMEERLFR Ethernet HAR, LUK IBM #i&HY
Token—Ring AT . ERXLEKZABMRABERE, I ENHLLA IR
FHIMEEAR! WHER, A—IRNHAZEWLTES Ethernet HARBHE
MLEN, BREMATENINZER BN BHEEA, HBEEXFHEEEHITH
EHAE, ERHRIEPBRANTTEER.

A T5fE ] HARIGREH2ES:  ARPANET & TCP/IP

AT R BIREREHEE S ThEE, FTLAE 1960 FRKREAZEE RSB
R—PNAIUERXLEAREHMEEH EEEERNRERR, EEAEARMNITE
HLECEHRE AT LUE S X MR SRIA R 1E . X MR A EE E G R imff st
B ZE (Defense Advanced Research Project Agency, DARPA) fatx, f{14%1%
W48 RGEHGH ARPANET, IXNEISREE EIRTHEIN TOP/IP RSN T | 7
1975 i A, ARPANET BRILAEE LAY Ethernet 5§ Token—Ring FHMHEE
JRTEBHHET . DARPA 7£ 1980 FIEXNHEH TCP/IP HiARfE, HTREEER
IR, E5H5ER Berkeley) KF&EAE, 1§ TCP/IP EANZERHY BSD
Unix BREA, BTREDNERKAABIEENEFRL, LA, TCP/IP XIiHL
AREWS M ZERERNRA, MXMERENENRARBEIRZA Internet
GEDo

REEMEENERFM:  Internet

MERKNIEDLE Internet FREFA TCP/IP HIM LS ERER AT BB kAY—
MR, XA Internet £ 1980 FRZEHTXT email BIFERKIAKI T
HERZORNME, AENEEETENHES. EE, Internet X
BEANEEEN? RAIGHWE, Internet E—PNEIEHEYMERE. HEMR
REME(F T35 TCP/IP FARMBEHSIRIERS, HEXLFREZE LEMER, R
FHEN Internet MR T . izt FHSP, REEMEENEFRF, REVEIRE
BEMREL Internet , HERARZIEBBEZESHRIFECS, &SP 7T R
545050 !

AELW Internet ZBEEE? XZEA Internet (NE2RHE—IMNERIZE
BEEO, FRUMREEZEEL Internet 5, &HREATLUERES, TEtHE
ANk, TEE) MRAOKERR T HENEH, HRR, SENERNER
X ITIN? EE2HENIRE (cracker) FIUEEINE Internet XHREY
FHHITEE, FENEEEFEAZEIMEXPT! SRR LLUESRZEREE
kFKME, T, ERBEEMMREEXFHM,. F, EROENEE
L Internet zaI, BEXARED, ENEEFEEL Internet IB? ~_°

AR ARSI E R R TRV :  |EEE FRERSE
MERNEEIEITRE LRI ! AMREE LMK FIE | TSZEEE] Internet
FITH! ] XAOMEFREHELAEL AT LA —MEEFME, £T Internet

Nj2XME Hinet/Seed net = EHMMZIRFZIEH /AT (Internet Service
Provider, ISP) FRIEMIMKSZEME, O, REMRAEIME RS Internet
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ZRE LMD ? MM ! HRAE! HEARIMNEEGESRETZER! i,
BERINBEIZLUKAMLE (Ethernet) 5 Internet , XEAEAR? XFHERE
ARELEIFIE? HRFR! XZREAXFHEEE [FE ) IXFNSEESCED .

UKME R EREF/AE (Xerox PARC) FRiEHIH KA, M/EiEE DEC, Intel
5 Xerox E1ELUAKMEFRENL. BLH |IEEE (Institute of Electrical and
Electronic Engineers ;¥ 3) XMERZEZMEZWALFIA—1 802 I EH!
EHFRE, ZFEE 19 ROBIEHH: IEEE Bk iy 802.3 frfE, H AR T
1989 FE PR ENLEL] 1SO (International Organization for Standard) I%
AKMLERAN 1588023 frfE, MM ! XFRIAKMEDE R — I AARIIRERE
A7, witk—3k, KRREBBALUKBXMUEREESHFAXBECHESY, REMRF
HREXMRE, B L, MREBMAUKMEIER, L, EEAXME
B, (NFEZEEBXNIAKMEA S HRL AR R BE 55 F8 X 8 A+ B T RE B WP
e, MADENEX LKW 2Bz 2 R ErbliE AN

Tips:

FEENEMEEENRT, EERSIXELHPATE RS AL,

LENFEEF LB, TS ER AL & 54

SR, B RIS, ZATRAEEH LS \
B AMLAE, FR ST R, e Es] "‘*

FETHNE, EAERSLMENR. SIFHREbaRE, 2 - i@%:
1 Linux EFLFBEBED TR POSIX X MREREHRLH, = S

WRES Linux EEATLITR ZHEARER ORI ! 7%, Fr
EEENRERT!

o BRTHREMEZAN, TCP/IP XA Internet BIBMMN L EBIRER, XLEFFEKX
ER4r#RBLL RFC (Request For Comments, ;¥ 4) BIERAImEXH. EITX
L Ha9imen, EMARESEIEFIEEHNE, RETRAREE2H TCP/IP
B, HEZFEEL Internet . BEHIMY Linux A TEZFEEL Internet , Linux
FBAFLECIES L TCP/IP MIREFREE, EEAFRE XL HFaFRERKTE
! Z&4505k35% RFC 1122 GE5) XN FRIEE —Le AT ABEME] Internet
HENRZEFTENHEXMUERERARTK, HEERSHNEFEIZITHIHR L
BE—MESIRFRERE.

G2 1 2 HEymsERaE
TSR, SRR IR AR B R LR TP R 7 S LA B R N S

W? FRAVSERFEETLRR AR ! FHTRAFIEBEN. AXE, HMNURTXKIK
NREERMBRGTT
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Switch/Huhb

ADSL i s

& 2.1-1. HEHMNEEINTEE
LAY, BNEEFTEIZINEEEMLR? KBBK R XLEH:

BE (node) : PEHIFEZEAMEHUE (IP) HgEZHR, Eit LEER
FEY—AZ PC. Linux ARS52%. ADSL VAHIRRIARE SMEITENHLE, DHIERATLAFR
HA—A node ! FRREFNELE (hub) BEXREDHER? AAMTES IP,
Eit hub FET S,

BRS5EEEM (server) : FAMBEAHIA SRR, IREHEIEUL (MW ) 4H
FPRIEMN, #AIAKIRAR—IPIRSESEE. ZEHIKIE, Yahoo =/ WW PRS588,
ELILUEI FTP (http://ftp. ksu. edu. tw/) BN XHIREEEE,

T1Eis (workstation) TEFim (client) : (BT A] LA T EHL N LE 4 N\ BY
WEREBALLETEY, BUBNARZHAERE, Ei&KEHENE EX] &
Y, AT AR AR EFim (client) . #45I5RIE, —A% PC FTFFNSEEEXT Yahoo
ERFEBE, AB—A PC BL_REFim.

4%+ (Network Interface Card, NIC) : NiEskEE2IMGETH L EI—
MEE, FTERHEMEBHENNFE, BRIKEFEHARS RI-45 FSLAILLK ML
. —f% node EEEBF—PLALERIMNEFR, LUARKMSEIAHIAITHEE.

Mg O : MR HRMERO, TRERBEMEMUE (1P) BE
Fo. —IKMFEDRLUSE— NI ERMEED; e ENLAERE St EH
B AIRIMEIED, IPFRZ loopback (lo) XMEIFMIAIZEO!

PLERLZSEAAFN (topology) : BENTIREMLE EHERVHERA N, —RRIFEY
EYEEEL . 26k, EEPETRHNE—MEMRAZREKN (star) B
AR, FERELI—IMFEERLSE, UBSRNARNERSTTRE—ME
s, XEm—Math.
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. % (route) ZiBiIflE (gateway) : EAR MU LERIMEIEO, AILUERE
AN LA FIRMEL RIS, flan 1P PERME—NERBNMXIEE. BB LM
BY ADSL EHIFR AR EREMNXE? HIIAKEE, BAEFRASBENA
—NEEHNABNFILE, FNATUE—R PC EEETKRSEKYE, FEHIHR
PR AERA—IKEENF (ppp) , BELLHERKEEE M K 1% i !

Mg HELEEZWIFEER, FTWMRLUNERIAERE, HEBTHLE
RERAZRENAE, BRIZBEBE! ETR, ERNBERITIR—TWEEE
HIR /B!

021 3 HENmEREEE

AT E NN RNESAE, BINEMSARNUEMER, BTEMHNERBSE
MEREAE, IEMEHEABEEA—F. RE\EXLER, FHRNIBGRE
HARNEREXIT: GE6)

. i 4% (Local Area Network, LAN) :
TR ERERESRIE, flan—EFAERN, I— M ERRXAN. ATUERR
ABRBIBEHMR, FlankABEREMLEL (CAT 6) F. MERFRIR,
BHREREATE, ARATRATHESENAER RS, SHREK. =
mAR PR RS F.

. I 1M (Wide Area Network, WAN):
R EROE, flantmSiHmzBES, FEtFERNBEINEREERER
FRE, GlNEEFANBIEERE—F6. BTHZMRERE, ELMNERE
RIEEATEMRIR—L, MENABFEAZAEM email, FTP, WWW J5TFIh

ok
BE o

BRT XN, TERIBRIERSMLE (Metropolitan Area Network, MAN), A5
ISR DR R, B AR REAIES LAN & WAN BDA]. XN RIRER S5 (R ER
AIUEREINE | EARREIREEBIRRKR ADSL FFIfFERSN IP 2 ZREEMNBILES,
RELBEBEEIE WAN 5 LAN pUiRFL, DIERMAEABBEXBANMIS 5L TIE,

—RRRIL, LAN $ERRXEBCEER/NEIIAEE, Blin—th Ak —EFER, PrFER
MNEERAEBEIFITEZEZR LAN FE. XL LAN HIbHREA—I, 25/ LAN &
E—RME—NAEM WAN 15! BRI, REXED.

g, MAEMMERUBIA—HT, 26IK15E, BI/LRNIRIE®R (2011/07), &
KRB LR LAZIE 100Mops/10Mbps BT/ B3R T ! BEEGIKEE, AEMER
WMEBERFAE—IN, SFESHRUBNISENTRKETE Cent0S BUKILAT,
RETHNEREEZR? S AISIE 100Mops £4 ! XELKE—MNABXMEIRE
T B, AR GRE, HIXNBRMMNEREESAHFIRKRT. Eit, Bal
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RATLMER [ERE ] EA—TMEXESERITE. SOFERNTUR, B4 EE
HIZEARMLE (TANET, JE7) AJRAMLAR—EEmsgE !

G2 1 4 HEMMEDNL: 051 LRIHE

WIE T MEFEHITTHIRE MERILAAEGURMERTEEZ G, ETRARE
HE, BAZIHRZEZMAIRNENE? HEpEEdimER@ERniE! 8
=, BOINSEENTIERSE R, SFEN KEREHESNAEFNEREEES
F, WREBEE—HKMEBINGEE HEE—RIIERF, 2SR PIFRTIHIE
AR, BRIEFHEELSH! B!

BEM? BRER, BATTLUEENNEEIZITESBRBAMNME (layer), BIME
HEFAEMIAIhEE, MEASIMMEMNREFKBAIUMMNES, BASIMEZIE
FINREHASER TR, mt—xk, HENNHHIEEE, REZERIZ
FRIEBEFESHA. FUEFESHRES, BEMNNESRSLHEZW! BB a0
REIR2IEY 0SI EE#Y (Open System Interconnection) HHLARE !

MRAEIRKG, PBLARXENNBEHERXMEE R GRTXE:

Fhix L sz 14

e | { S e | e A— 1

HE L g Bl Cil fj—|— Layer?
T | | T

Sy [ ] | - i - 1Rl . I

VAN F—rdd i IJHWW?er—- Layert
1 | |

oy o T — -

= ERal > e R | 5 T Layer5
1 | | )

F —+Jﬂﬁﬁﬁﬂmﬂ %— Layerd
i | | I

G i = —: LEE AR BT AR :'f:—‘ Layer3
1 | | )

e —+Jﬂﬁﬂﬁmhﬁﬁ+ﬂ Layer?
) | | )

e L et W B | il 1. Layerl

) A »l

) . I
A
& 2.1-2. 0S| EEMYEMERMEXM

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0110network_basic.php#ps7

WIBEE RN, BEIEBGMEARE (layer 1), BIFENAEFNUESE
(layer 7). ARZERBIRERLER, BT—MERINANGHE—MERE. ™
BRI RERFERANERBANIN R, ZNETNRAREFREEBRASLEDN
BE, BREtENEREBEIE ENEERN, KkF—EREIE—ENRANEENA,
RERELERER. FEURNENRSHE-— ARG, KFREENERFT,
RE—D— I REFNNATRHNERNE ! XEEANK. .. B! Z 0S| EEMNE
MEEXFEFEIENHE.

BRGEEER, BREMNE, ARRALANTEENEE, XEEEBEEX
BEME. ZXME, BRERESTS, MEREEAREENHE. RN, £tEF
i, EEHSEECHFNRLEIE (header) , EMMAXEAMERREMA, M
HIEMBEERMERRS ! ZNATUERN THERRERIXEEE—ENEF, UK
HIERWMAIHER E—ENEEN:

| 5 A | Application
e B et AH | el o o c
e | | &H | Layer
=55 @ | T | | Presentation
| | Layer
e | _ — | Session
=g Sl =i
o I | Layer
.y | | Transport
B I'H ZHE
f SEC I b I Layer
I | Network
i 4|‘-.II
s | ; i | Layer
P | =] — -1 Data-Link
G i c | &) | Layer
o |I_I-I_ | g T LR | I E]h}-'ﬁ'iﬂil]
s |-y (T
L BTG

2.1-3, 0S| EEMNEENEELIR

LERFREEN KRRV, LENBERBA TENEES, mEEmTm
ERXANEENRSK. HPUEBHHENEE"R, FEREE @UESER FTERM
TFH4HE (packet) LAIREHITIE (frame) FEH—IME, tMEFREER
MERBAREHEBLIENERT, BXNMEX D AR FRELERS MY
&, BEALEATHR, FAGHE, E_EMNHEERALRA—#E, BindHIA—1
1B RDRE ~

B—1TMERASRHESETAR? BRI, B—EARIESWOT: GE6, F
8, ¥9

T
I}

nE A ES

\
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Layer 1

IER

Physical Layer

Layer 2

HiRELE R
Data-Link Layer

Layer 3
4% =

Network Layer

Layer 4
&R

Transport Layer

Layer 5
SWE

Session Layer

Layer 6
=IME

Presentation Layer

Layer 7
MAER

RTFMEEARREEEZIE 0 5§ 1 X E, FIBEEHm
EMXFERANEREEZBESNSE, BIEAR T REY
ETAERE AL BRI RAS 3N, S /e IR SRR I H R /Fli
VA==
X—ERIEBIFHRN—IME, BAKRTEXAEMEX, ™
FENMZHGHENEN . BLE_EX RN FEEHIT
IR TI{E. EREGEAEES, TEHNTTAZE MAC
(Media Access Control) , FHNIFRXNEIEIRZES MAC L
HE (frame), MAC BMZFEAEELENFEHRBERE, X
ERAWIIIBE RN EREIE. MAC AREZHIEI
HSCREVSERARERN, BrixEfERAMNIZE EEE
802. 3 HILLKMILEN . 1LY MAC SLIKMEZIESETT
WiAR .

ZETREEEHES N RHIZETEIZE (logical |ink
control, LLC) FiizHl, FEAZERZAIEXRE LENFHE
¥HE (packet) FHEERK MAC BRI, HFEMITEEFENR
i, REFEH, KiROWMALIEESE,
X—ERR1&EAENT, EREI1EEE IP (Internet
Protocol) FIREX—EBENXH. FERHLEXHITENZE
RIBEAIESL . RIESHEFE, HREFTENERRERESES,
HLXNMNEREFREENRT IP 29, m2HEREE
ZEHBHAYESE (route) #EZT!

BR—NIBRENXT &ZiXin SEWERAIEAHLEA (40 TCP, UDP
BAR), BERESFEZEANHERN, SEHENEE. &
RRyiEE EMIRENINRESEREMEEFE, LUH
RENFRE ST LUEMH IR E)IE BB .
ERXPTEREPEEEX TR 2 BHERIEE 2 &
Sl s, TR NBAEF IR, REHE AR NEE
RSB EIR, FBFIR, MRZIEFIFF. MRFEE
EBREFIEFHMHAREBAIIAERNEILABR, MoKz
T 2 7 1 X P 48 AR 55 32 LR AL RV FAIA o

BINENAERF ERPSHELROBIER T —EFEMLE
R ERBIRINEY ! UL, ERXTERSF, TRHE
Esi R : R B AN AEFHNBIERER (HEZER
YRED) RAMBHIRERN, REBRERTHREEFHM
BORIEITAIE. PR, AXTERLEEEE XHIZMLER
% (BiEFF) < B BIER ARG R, SRBIENMEELE
AERXNE LEALE.

MNABASHTBTNREFRA, MEEEXNAEFN
MEANLERREZRD, DS REREEEE RN AERF,
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Application Layer mERTERRF.

EXE, 0S|I EEMYRE2—1MEERER (model), HEIHNEHSHEBMHAR
MEBRRIERZGEFER 0S| EEMMUAIBEMEZEFRE. . . HXAZTH? XEERA
0S| ErENX HRM-EEMNEBBEMEEMAFERRE, TUABBNIESESE, EitX
KEE 0S| CEMCRHMAMSHHESH SRR . ETLFHBEMIZEFKRE,
FAZLE TCP/IP XN EJLIE!

G2 1 5 HEHmEDL: Top/IP

B|IR 0S|I LEWMYAIRMIEE™E, BFIMENFME. BRUmER BT
MiET, AtEFEEHEYTES, RUUEREAELXRE LEEIFREL. M ARPANET
A RmSkAY TCP/IP XAnfalig? EHSt TCP/IP th2FEMA 0S| EEMNEIM A, BrLAE
HABPENENG, ARBEEHANE, EEM ELEEEEEXAM™E, EFEES
ELES RS, FRAE 1990 FEXET email, WW BIRIT, B TCP/IP XAMRAER KX
KEriEY, XtEHMBaRIIANMEL ST

BES2 TCP/IP ZM 0S| tEMINE KR, MARXREZEBREFTAMEXER?
EMNORAXMETUABRRNAT, REXEHBIILEEREXRMETE R RERBYL. #H
BRXSHEXRE:

OSI e TCP/IP OB P S
EHE HTTP FTP SMTP
I E g Y
o Sl ot P3 NFS 25
ik POP FS SSH
fitz ) HixE rce UDP

HESE i LAN: Ethernet, Token Ring ARP
- ‘me E i e e : . : .
SLch WAN: Modem, [SDN, ATM, Seral

2.1-4, 0S|I 5 TCP/IP tMN Z HE=M

M EEF, HATATLLLIL TCP/IP WA, RM. SR=EEEH—TMNAE, &
N AR _EE A U SS{ERIIEF LA HTTP, SMTP, DNS %%, EEENEAET, itk
BAEZHTRMEEHERA T HEZSEM TP RIEEZESEA UDP HEEK. M
BEMEET, TEABSRRMT IP HE, HAEERERBREEERR 1P i,
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WRBEESTIEENEESRA—NMEER, SREXERHNS. TR HAI4MmE
F3F, EtEESEH (NMEEXMEET =3 BX.

A TeP/ 1P BIMAE{ERINE? BATMELREFEE LAY Yahoo A MMk AifM15ERR
FT, BOBRNBRESATUIZHEE:

1. R FAFEFMEL: WRITHRIERS, ENSEEE EEmmAMLLS], 2T~ [Enter].
LERT LS S X BFES W R ER B R — 1N E, FHETE% TCP/IP BN
E;

2. RAE: BNAERMERN HTTP @I, FRENEF[HNRIERER, H
BF—INAERL, BREEEREESE;

3. FEE: BT HTTP AeJREN, FELWIEZEBIEEN TCP HEW, HEBF
— TCP HEMFEL, BNEEEL;

4. MEE: 1§ TCP BEGH IP HERN, BEAF—1 IP £k FEMEXR
BEBiRH IP 15, EEEEESL;

5. BEAER . WMRERLAKMEKE, At IP £1k#E CSMA/CD RUtRfE, B1EE|
MAC HAEHR, H4EF MAC Tk, BEAMFR, FAGMEAREEZZREEN
e

FE2| Yahoo WEIRHIERIGE, ENEHERGRIFETR, REXEIMNNHERE
17574, &AL Yahoo B WWW ARSSEREXIHSEIMRETIEZRMBIRE, 2RSS F/NEER
RIRHEXR, BSEMNERE, XKELRRE, —E—EBHEKER, RERE
ERRAFL! RERXED!

RIFXAEFRVRIE, BRINRSEHES NI EMFTE T MHEMIIR, XEAEFS]
2% EAHR ! FTLUR RSB TCP/IP MEEE. WMEE . RERRH#ITRA, &
RESHNNERESET AN EBRAS ! FERINTEHE, NEHEE—X
RN BIEER AR, BHMREFEAMNEIEAKRE, RNESENEERT, B
ERBBEAIFABEARNNEES, BREE—NFS, FiLERRMNENEEBER
REFSHEFBHIBESER! REBIE! BHTRRILKN—BE—BRNED!

Tips:
—fkiR, EANAREFSEFRRITIRtEEEXRR, MNEEUT ;@\
HOBUEN 3 ERIRE R G IR MRY, Eitk, AIE TCP/IP iy "/ f N\

BARMNERER, MR TH= R R RS AR AR j_

Hy

"

AN ETEERENBX =M ! = £

62. 2 TCP/IP BYEELEEME XN
TCP/IP REEHHREEETESEHILREXRAR, EETHINEEZENL—L WAN

5 LAN 95, RFEIFRSHFHENBAFEERY CSMA/CD RILLKMEHMY, UKHEXHEE
H5 MAC FIERNEE. FBmL LS SREEInG |
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8221 remERLES

£ 2.1.3 HRAVEEREEE, I EMERMRENBERER. I SMERE

MIRFIEENS, —RAPBESIEMBINEER ADSL FFIRERSERAARKE,
UK EEH) Cable BiHF. AXBERMNENA-LLKERRLE, MRUBRE
sEmBEtigsE, BERKESKBITEREXHEE!

RGRE TERTE: BT pop 1Y

FHAM LR KHRER R 5E1E T VAHI ARSI _ EEIR LU RITENB A B 1TIR DO
(LABTERARS MR ATRVIEFL) , SA/FIEIE Point—to—Point Protocol (PPP 1#3i80)
FLEHKRIFIZERFRESMLE IP S8, XHEMEB LENT AT XHNREIEFIE,
mHHBEIERER, BARBHEBEIET ! EA PPP X #F TCP/IP, NetBEUI,
IPX/SPX ZFiBiRY, FTLAEREIEE!

HERBZHFEMNL (Integrated Services Digital Network, [SDN)

t 2F R EEIELERIARMEHINEN, REFNNARTEES
ISDN HOiE&IfRESE SRIZHEEN INGE. ISDN pIEMm A M@ EaRER, H*A
AILEZNMEEREAENA, ELLRERLIRERK. EAH B FERENA
64Kbps, BINKEMIZER 23 MAERBEREREN, WAHRERA
1.5Mbps Z£H. PEEEXIEILELE D .

JEXTFRE LA BR B BE (Asymmetric Digital Subscriber Line, ADSL): i&E
iZ pppoe 1Y

B ERIESEIFERZIZERIE IP W—NE%, RTMEX N AR ERN 2B IER
SONERSY, 5—RHEIERSNEANE]. EIReTA—iifER ADSL EMI[E)EHE
HE—NEIESHERITHEIENX. £87%, BT L&/ THNTEAR, EitkA
MRAIETFRAIE BE . ADSL [EIHE(EAAFIEERE, R 2MiEIAI=Z PPPoE (PPP

over Ethernet) BYFFA! 4% PPP (AEEUUKMLE L, ERBENEFTEE
3 — ok R R EREAHIRRERS, B S REREFREEFHHAZED (ppp0) IZ!

4% #2825 (Cable modem)
FTEELSELZBEN (AZEMBEMNENS) EHMNSKIEAMBNSER, FHSE

EAZFHIRERERIEZR ISP, LIENVEMEESHEK EM, Cable modem HY
REEENEFEM, FFUBEEEEXEMN, A2 REXFEEREAE!

022 2 BEmEEREE- DA
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EREBMERIMEF, BIHEERANRBUAKRMEE . HARM, FERLBESEMLE
MAMMMEF, EARSAINEESSREAEERE. RENERImERER, U
ANEERAEEFENRT, BERELZRAHETERE, FU—RESHEIGF LKL
EZEMEEE, JLFEB2ERAURMEREZEHIMER! REXELARERER, ¥
Mgttt RHIENBUKNE X NMEGZOE! FL L, B THRENARMNEN A% K,
BIRAILIEZRESENETFSRRALETFEN [Switched & Fast LAKME | —H,
ZPEARTHEENER, EEEEIZHMW. KREIMENEEHNTEmE.

AR M 48 BOIR FE S A

UXMERRITEZER ERAERINAIFREERE B5% |EEE FrfliTAILAK M4
FriEJg 802.3 B9 IEEE 10BASES , XMREFEMENE: 10 KEEWMEER
10Mbps, BASE FRnKAEINESKRH#ITEH, ZT 5 MEREEIMNNET KL ZEHKA
15 500 AR, ]

HTRMENEZREEHRE 0 5 1 1, Fit, BEERNE L ABIHEZ L bit , 7F
BIZ Mbits/second, Mbps FIER. ABAAAHITTRA 10Mbps ? X 2E A FRHIH
W 4% 2% R BB 7 R A R R BHIME R E, BB KNG RHIEREARHRZ2REF, N
AR ERME RSB ERINEXAS, FTLL 10Mops ELRIUIFFEAXZHARNE
KT

Tips:
FMNEBIHMBIZEZE (Internet Services Provider, ISP) A&
FRAtb{i1BY ADSL fEHNRE AT LLUAZ] T1T/E1T 2Mbps/128Kbps

(Kbits per second) BF, FBAS Kb FERUAI AR bytes ME bits
2! FTLL 2M/128K FESEPRAVHE RA/MEMNRE FHE, RAIBILHIE ~

~
A 256KBps/16 KBps (KBytes per second), PFRLAIEE TNEHIRE fl,’J"r f : \\H
97EH) 1007200 KBytes Z B! [EIHEROIEIE, ML RRER @) 3 BE
— LB RRT & EE, tiE<ERE SN~ mAILLB PR = syl
EHIERE A 10/100 Mops ( Mega—bits per second), MJIA! %%

ELZBEBRIU 8 AREN—REANEEREETENR

bytes IE!

BHINME & EAN AR EMHES L, XMERENRE/LTFELEAR T .. MK
ZHIZ R MEZBIRLRIWEA % (Twisted Pair Ethernet) , |EEE Hi&iXFhekiAI1LL
KMEEH G EHITTR A 10BASE-T BYFRAE. 10BASE-T FRKIZE 10 Mbps £IRIE(E
BRALER NG UTP) BIMLEELZ. kb, 10BASE-T BY UTP K& RTLUERE
FBEMN (star), HERU—NMEZSFBAPORBEZSNEREN—NEE, 2.1-1
REERFNN—REE.

A EITREAA—FFIH B AR L AT AT EALEY bus BXHL, ELEREHAVE
B, FATAIARERMEEMRIZERESBREMEE, MASZRHTEDN
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FoM, XIMKIZFRY T SRIERN, #R2—DUE SRR ! WELE 10BASE-T
IEPAK 4815 & B $H & AR 1 !

f&3k IEEE EHIITT 802.3u XA HFE| 100Mbps fEHIEEZR) 100BASE-T #R/fE,
XNFRAES 10BASE-T ZF A K, RENZZEMIMEETEERR, RNEELYHF
A THENRERNMELZ T, WHEBERE LA/ \SEMELIN! XMHFmMELIEITE
MAFRT (Category 5, CAT5) HIMLELZL. XMYEMIREBILLKMEFMFIRA Fast
ethernet . ZTHBIFEITEEWZIR Gigabit MLEZIEE 1000 Mops X2t 24MN? B
T Gigabit ethernet IE! R 2 Gigabit ethernet FIMBLMEEZEMHBER .

e R P 2% 25 2%,
LKL (Ethernet) 10Mbps -
SRR (Fast Ethernet) 100Mbps CAT 5
BEELLKML (Gigabit Ethernet) 1000Mbps | CAT 5e/CAT 6

AT LB HEMREIEME, MELANERME ™8V ? X2 E A S EHEE ST,
M RBMSINEE TIiSEE, EEMEENFHERNREEER I IESMRR
RIARARBESEOZ BHESFEREES, WUWEBFRENEETIRERIRN, 7
BEFEMIRERAZINBH Gigabit o FTLUR, FELAKMEH R LS, MRRBELR
FHIEHBR fast ethernet 2l gigabit ethernet BIIE, BRTMBEEEZEHLZIN, =
MEENZBIHIMELE, UREREFI&KIENELZSE/ KIREEF, HMLNERAZIFTLL
T gigabit EEFREMEEZAITIE!

AR MR iEL (Bhek/H1T4)

AIERE, WEHRESEM BE—ERENEXMERN, BLAGMEINEER
E? HEEUAME ERENBELHME RI-45 BIMSKESL, H8/\FErEk, 8
RSB THBIEGIEL, WMTAR:

RJ-45

& 2.2-1. RJ-45 IELREE
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M RJI-45 1EENE AT EHENITNAE M 568A 5 5688 1&k, XMEiE
SN NINTER:

L AR\ SR LRI 1 2 3 4 5 6 7 8
568A B& % g8 & BB B =
5688 B B B% % B f 8B =

ExXtE, BARBRTMNUKMEZEE/\GEERBRY, EXRERNRA 1,2,3,6 &M
2, HENERLHHRARNTETSERD. EBRTENSENIKINIALEN
SE&B[REKIES, FrERRIMSEEGIE HAHEE, FEiBR TR RS
N A] 53 AP

. Bkex: —iiA 568A —iijy 5688 HYIESKRIFRABkLk, MAEEEERIE
MBI T

. FiTE: MLk EA 568A B([E]J 5688 BIFRAFITL, MAEEEENMN
B ERER B ;

02 2.3 LA EHTL: CSNA/CD

BANUKMNEHE DR IAKRME M ! Brplin, IAKMEHEMEEREMEZ R
M E Rz BB EEME . BRKUKNEREF, esBF— M H—FKEZ8F
S, APELEFFIBRY MAC (Media Access Control) Mi! IEit L, MEFSEIEEIEK
B, PERLERARERPIN RS 2REBIEAIE ! ALK MR < B4
SRR ? BB EIR—T IEEE 802. 3 BY4RAE CSMA/CD (Carrier Sense
Multiple Access with Collision Detection) T ! FH{IATERIEAE N, TEIHN
hibmAEZeR, BN ENHRBHENIELSE, REEITEEFNERABEENL
ECEEHLAY .
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2.2-2, CSMA/CD BX#L~E=[E, B A £EZKL D B, IEELAME

SR —MMEELZHE, tARMBLZHEAEN? BR—T EiRpIE R —

MFEO, MELASFUEAMEO! XPMRO—XIART—HERBTD, WRAWE
EIREAXNEEO, PLARSKEMIENERELHR! BRIAAIBNHLZHEEK. it

=W,

BT HERENEXE, Bk, RNRSEITIR, BAUKMEHIMKZE 2N

MELZE AR —BERAN, NEEW—EPEHNPER.

afEimae? HNLEEHR A EL%L D MRABIFT, BRI, CSMA/CD F&EC
Lixg9ErtE, ERRMBERAFEERUTHIRE:

1.

2.

SRR {ER BN (Carrier Sense) : A N ELEMEITEH], LN
WA FHITIENT, INEEALEFRE, FHEBAEHITE;

Z e (Multiple Access): A EHLEIEHBIRES B ELIZES—%,
RERIEATBERZBILELSENEN! Bk, A FEHE, B, C,
D =&+ EM & e IEWRYZ]! (B TE#RZ D £#l, Eit B 5 ¢ £3FitiR
EHIEEF, M D MESITTRAIE;

Wi4ZE{TM (Col lision Detection) : ZITIERIEMAICNEES], HHEMEN
fian B T EHLRIGFEFERE LXTERER, B4 A 5 B EFHIVEIRRE
AR (HFER) , KXETERZRE, Ba A 5 B RS BEMNFE—
AEHE, REEMEIE—THEEERIZERE.

THRXMEFREZG? FAIRKIKIAK

PLEACERET, SEL&ERATSANNE, BIRBIENPRERRBIEAMLE:
BT LiRpRERNSE, NMEM—ESENLELTE, FERTENHSEZ
WE! EARLBZSER—MM2BBEEEITEN. BEit, ERRE—HEN
AEXINRAL, (BERESRLHE LEAEHEIATSHEBSNIANE!
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. RO ENRARZBRAR, AZHNBESERENTENGE:
B AR, RITRAEE B HEIN LARE—ELETRY, XERTRE
AEZEZFRTERIER TRDH, FEMUUESR, FEBHEERERAR A XL
MET . XtRAFTAKMNBRWNEZRIRER SN LESE NE IEEES!

. BEARALZHERE—DENTLUER, AATRRATLER _EM:

RN EER AR T, BALZHE—RRER—DENRER, Boam—FiEm
100MB HItHR, RL&BJ[AGHIKER 80 # (KL 10Mops fZHRY), 7EXHAEHE
f NEA AT LAERIS ? A2, BT iRERTESHR ML+ 5 H LUK W45
fhk— Xk FRE(RH 1500bytes, ELLFEA 100MB 4 RFMEBEIRMK SN IEIER,
RE—1N—THMEE, BNBIEREERTERESZ T CSMA/CD HLEH]. FREL, X
PNEELRNERANEAFKICERN! BfE RE—EBENELEAMEEEE, BA
REBENELEENEHAE, WHIFEFH—REER (96 bit time) !

. TAEE 2 KELBEF? BENBEIZTUIAE? -
W_EFmR, ABATERIR/NEERRERNZEE ? FAMMRITEN S EREBIER, A
INGIERBERSRL, BEMNEEREERNSFHATURD T ! BREFER
g, 1BRUUKMSIRETIERRSIE XAE 1500 bytes, {BIfSRAVE =R LK MLE
BARB R Jumbo frame (EEUAE, )£ 10) BYIE, ABARMBEBIFHIEKR/NLA
9000bytes ME! (BERZREIWMARMEEESKML! AtANR? 2.2.5MTU AN
o

‘32. 2.4 MAC RYEF A8

L HE#RZEIAY CSMA/CD f&iEHERIERHE, E LR MAC Mi! MAC HLF 2 AT
FE—EHBIRTME (frame) F! ARXMUELAERNREZNHIE, SE2EHR
5XkiIEHMNFFS, ERHHBNXERMFEFSH MAC TE. BRI, RATLE MAC
BERERE—INMEMELZ EEERENEE, MXNMNEERENMEE S EEEEREN &N
BAT. RN, MEELTERE—5F [ —R/XTEE—MA ] B9MAKFF, T MAC
FEEXNMRAF LB AR ETE, KE—F MAC X/MERAEE!

HTPEES | BIALHE | AoBGot [BRAnER ik AT
¥ Bytes | 6 Bytes | 6 Bytes 2 Bytes 46-1500 Bytes | 4 Bytes

2.2-3. LAKMLEREY MAC H4E

L E ey E A SRIERIEIEIFE M FFS (hardware address, R,
HMeERRE, B—kMFEHE— I H—EZHFS, PBNFSHIBEBIFREXNTAE
BYFRSLEIRFE A RN ! FEEHhit &/ Vel 00:00:00:00:00:00 F| FF:FF:FF:FF:FF:FF
(16 H#AIZE), X 6 bytes &, A 3bytes A @AIKEE, [F 3bytes MEZ &
BITRENERERT .
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7 Linux R, {RATER ifconfig XMESKEFRIMERFSIE! 155!
AR, AR WAC BfFiET, tXERBNENEN, MREITERNME (X1/E
H 1P BESERISNE), BLKIBFESBHWMBEGIRSIRENET. XEEALM
TEMERZERIZR TH! FAARSHATRET ! A THR:

A B C

-

5 MAC-4 &

MAC-1 MAC-2 MAC-3 MAC-4
2.2-4, E—IEEREMSAENETER, TAERRLIEWL

FilE - MAC-3

fBlan EEREFRR, REIEESRITEN A Bid B FAEIA ¢, ™ B HENER
R, Hedb MAC-2 5 A HEHIAY MAC-1 EiE, £TF MAC-3 N5 ¢ HEHH
MAC-4 Hif. {BE MAC-1 785 MAC-3 5 MAC-4 Hif, AM? EA MAC-1 XIRMLE
*HEBEE MAC-3 & MAC-4 {FAREIFERY switch/hub FHIEMR! FRLL, HIERRBLST
A :

1. S MAC-1 fHiXZE] MAC-2 , IEBTRIER MAC-1 T EAIMEZE MAC-2;

2. B itEMZEWE, EEZINE, ZIBHmHESIE C &N, MATSE € it
BHA@E, FUMESIETAERREIE MAC 2R MAC-3 , M HEIZIA MAC-4 |,
WAL ER(RIXEEl C HEHT .

thp 2, RAEET B (FMEKHR AHHEEIZ—IWE (P BI2WH

EHRHE, IBATIEREE AR SWRE, AR5 HEB7ER— M 2 i
(TR FEN !

Tips:
HTME R FSRIREMEZFEN, HITSEAZTERIERGZM f@;}

T, FrLARG MR K %t RE 5 SR 4R SR g THE A0 TAERE ! {a"' f \ _
AIHAEM RN EEERBMNERFHITME, EX MAC THEE el ap_‘-;;‘.:?“r'.\‘ __
router Wi! ! = ﬂe’.‘f.é.-".-r’.-"

o AAHERERNE 46 HAA 1500 bytes We?

TAER B BHIRN SR AAIA 1500bytes XFENIMEIE T, BARERTEE /)
HIEH 46bytes WE? XE2HT CSMA/CD HFIFFE L RE! EX AU EEAT
HIEEZEGUNATE, NTERBIEER/NSES 64dbytes , FBFHIORR B HIHLIL
KRR TS FEISBEAR) 5, RASIHKEERINSESR 46bytes T'!
Wk 2, INRIFEEMPIBEE/NT 46byes , BRNNAEZG S EFIHIE F—1
HEFER, WENTED 46bytes A EAT!
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‘32_ 2.5 MTU S KfEHisa

Bt EmE MAC FHERAENX, IEFAFERRAELKMEINER s EERNBEER
KATLAZIE 1500 bytes , XPMHUEFLMFAIFRA MTU (Maximum Transmission Unit,
RAGHEN) . REEIENZE, SMHMEEORN MU #AHEE, EttBRERHMRE
RUERMELE LIRS EER 1492 bytes B MTU FF. AF, UKL L, #nER
ENFE 1500 bytes,

EFRILENARRIW 1P HEH, X4 1P HEHEAAILAR] 65535 bytes, Eb MTU
EERUE! BRI (IP) EEEEF MAC) K, AVEATREMAIEEMI? AT, |IP
HERALUFITIREN, RETEEME VAC ZHF! FZRHEHEZ BN, BHE
HOM R ENS AR BRI Z T . BT, IR MTU BEBSR—LLyiE, A4 1P HE
HIFREAMSIER, HESHAEEZENSFHFRE GEI—NHREIR 96bit time)

SR, FREBIE NS BRI E AT !

ATEXANEH, L Gigabit BILAKMLEIERMAA B $EF Jumbo frame BUWK! XA
Jumbo frame —fX#ERZE M E| 9000bytes. FRIR&SUL, BEZAANLL, FATEY MTU BEAEERX
FX 9000bytes WE? X#F—RAFLEEB R VBB BHIIREE, LUEMMEFERERLE? 2
X%, ME, (RUISCAILATE Linux R EE MTU 89! B2, WREZEREA
Mg, BAEMNAPRBBRERZINME. ATalk?

HINWHBRREERE Internet EEMIE? RIEFMAFTBHNEREATZE S
FABLKE MTU XFIE!  anRRAET 9000 bytes FEEIT—NAZHF Jumbo frame
MR, F—ERIRIZMREE (51aR switch/router %) S EFIERELLEM
HITEE, E—EmEREZENRINMHEEEMERT 7T ~ X MEHEAFHIRAT ~
ErL, MTU 3ZZEA 9000 XFHEIF, KER{NEEERIBMERIIMEPIE~26IKRE, R
ZHNIMERS (cluster) FRIFMAIBIAZBMEIME MTU &EHA 9000, {EZITIH
FERRRIE 2R ARFRE 1500 B! ~_°

R, TIRIRIIMSEASRE MU B2 X, ReMEZEIIRNEAFER
FErES, PTRERXUBIANEEE, RAREBRRER MU REFIT. BEHA
XA, FAAPEWARISEARAE LR ML) MTU B !

Tips:

BHIR LM EZER (Flan 1P 9F2R) TIFRIE 802.2, 802.3 #x
ERTEAREY MAC 3, BR NTU B2 1492 , MHERLEET -

L
SR SHTHEER, ELSHME EESSERLE, e/ D

ERLERR, B ELSBANTING. (BiETERESHEN MU 4 “ﬁ_‘%,
MR 1492 205, EMERERET. BESMHAR? %52 ki = A3

HiE, BNIZREERRTIE? T

., - -1“]
s
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B2 6 e, i siEL
HRHSREE, ELBTLTHE?  GE1)

MIRIEA] EERR] T, S—MRITERAMEASIER, S5 (hub) XML
HZ LA AT RES K ERIIERER, XZE 7 CSMA/CD WIS ABERBEME
B R X M SR B E B AHE R RIE ? AR, ARRLIE AL = H AR 3225 B AT
] !

THEE (switch) FRIEES, HANVXBMURITZIF 0S| F_ERIHEE. X
HBERS5EEB[/RANER, ETXRBAT—NEFINANE, XPMAFETLUE
FE switchport SHEHIZERER PC B9 MAC Ibhib, PRI, Z3KEB switch iR
B PC EEEHIER, B MEFEIZEI XinssAEREMmM A E R BiREMN
£ BFLL switch ANE2HEZEMAK, B switch IENMEO (port) HEHFIMIL

M BEE !

ZE(5I5R1E, 107100 BY Hub L3%#E 5 EBEHL, ABLEA 10/100Mbps B LHAIX
FEBENH, FFLUXAIBEND2ZLREEFER 10/100Mbps ME. APMRZE
switch B8? HF [ B port #BEE 10/100Mbps BT ], FTUAFEBERZAT
BEHEIT AR MES ! 2405k, WR2BE TR, SANEYIERZ 10/100
Mbps HY.

A 1533 D 5 B 1513 ¢ #IhEIEA 10/100Mbps KT, FIAHTESEE
2! A, mRE A S D #1544 C B, BT Cport HXE 10/100Mbps ,
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EFT A5 D #HFEEH C 558 10/100Mbps KAMER. Bz, RREEE
IBEHRE, switch BELRAR T EMIHERO, EAMBA switchport XN
MAC BYHEXINEE, FTLL switch HIERXZHEAKIE! FFEZEIZENE, IEDN
switch #1&R%, HEERMWAIRHME, TAHICHSEMAIAZFENT/FENT, L
KX Jumbo frame HYJ{E!

HLEBENT/FENT (ful I-duplex, half-duplex)

BIENR B LE 2% AT, A&/ ERMNE LR ERBERSHER, —xt=2RE
B2, B—3NM2EZEK. MEAHIHH PC R ZFENIE, RTR
Input/Output YAATIAZ] 10/100Mbps, IRBIEIEAY R IE SIZWERTIIRIAR]
10/100bps WER, SN AIAZ] 20/200Mbps 15 (L2 ERIERE, EA
Input AJIA 10/100Mbps, output AJIEA 10/100Mbps , T = Input AIEIE
L% 20/200Mops FZE! ) NRIRHIMEIMEEZAR EWITR, FERLZHEAE
Hub R FIRERY, BEIAMELENIXER, TEFRAEZHEARREBENIA!
WMRIREY switch B IFEWTIRN, ABATE switch FimAY PC A HEIXE|EW
THE!

BaithiEEE#HLE] (auto—negotiation) :

HANERFLEMAERUKME R 2R LAE T ZHFH, JREIZ Gigabit MLEFRAILA
S5EHARY 10/100Mbps MERiEEM AL E D). B2, LIRFIMNEEERE
HEFIZER? BHARY switch/hub AMZEFEIYIEE AT, FHY hub/switch
EABEZHF auto—negotiation XFRA N-Way BITHEE, fRAIBEzIAIHALRS
ROFEIIRE SRHIEIE ! GARAE Gigabit 5 10/100Mbps 7E switch EME, M
N-Way SEFEARSHNRE (gigabit) MIXEH/EBEIFF, MRAITHIE,
FFERB T —NZELKIRED 100 Mbps BYIRE RIE(ERY!

B P &bk si H 174 (Auto MDI/MDIX) :

MBLARNMNZREBFZBITAPHITESERE? 1AFEM! ER switch HEH
auto MDI/MDIX BYIRERT, = BENDPEMBLRIBIARIFEIRNAY, EFLAREL
T FEERNMEZ L RREEZHITES ! FEIE! 7

S RAIERRAYE] R

MTBTMSELTRAN, LML K SBE TSRS R ™ B,
HASBEHEENTRT. B, SHEEHENMEEKESBRHNE!
T, — AR, T BIBUAPILE CATS B4R AL ABEARTT LIS H 8] 100 4
REGKE, FINRIZTREELA 20!

BE, ERRSRANERFENEMBLKEMD ! tRIRMEZLEITSK™
EBIEMTaEERIIRE, SBER , EBRBITEHFNSELZESL, BR
ELMBON/N\EEEERENESHEETINCE, IERMBEBELINR
R HESBMRILHERLSS, B2SFHETFHISEENT RMERKIRETES,
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MRS R TUBTTATCUBEHL . BRI ERBALIEE T | B, M5
SR G PRI R RIPILERS,  SERESIN AL AT R RE B!

. LRk
FMBREE R e B S B REB R T AIFTE, T RESHERI IR
2B, MRMBERAMBREHF RN ERBNRLEMEIREZN, JAFEEL

PAECZLERINAELL, AR RImAIE EFEEFLS ENIgF R BLREBIA B B /Y
T.o BIANETHER:

[+ _;_l'.r.r.

= BEEE
- BE|EE

i TR L

7 HR AP

BCHk A

2.2-6, ik tnskis 5 EiR

AERANTEREREIE, EATE—METTRERER 5-10 FLLLEE! AR
FEIEMNERmE LB FLUARE &iRERSY. FSEL, XEEMHHL
B EIRFN MR EARSMELNFR, EEHIE. 2R, UAREUSEREMLES
LOMBIEFHE, URSERRELAFEIENSED, TAMEEHE. k1
FFREIEMITERNTESE, CAUUEHREE—FS, MEFXENNES
AENE—IHNENABENHEROITE, MUURR&ERAUA—D K
MANAZHRET (swrich) BRIERTAMERZH/NBEEREKIREME.

MR BEEERXEHERUHRENER, ATASEXNETLEIFER [Swtich
and Fast AN ] —BREFHE! ZTFTMELEMNESFEL? KA REEZE
1B# ZMAN (http://http://wordpress. morezman. com/) XKEFIE!

62.3 TCP/IP B EHXT B 5 HIE

HONMENEZEMWERNE, HNEBMEEXBEH, ™ERIRE AW EEH
BEORUKMLE, BIEMKZL. MK, Hub/Switch &5, MUK EEEEHE
AM&~FSREER MAC FHHE, BL4S CSMA/CD RUKR/ESRARIETAE, X2 .
EREERS, F(1E0E Internet ESEFLE TOP/IP XPMEBIANLAYEFR, Internet 2
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H InterNICGE 12) FR—EIER), BESMNERTHE Internet EMEHAY IP LA
FAREHRXH) TCP/IP AR HEHME . A1F Internet HEZEMFE IP ! FrLA, X
NN FILFRATRFHNEER 1P S5EEHE!

0231 1p Mg

BaIEfFMASE 1P BEMRA, —MEBRIER& 28 IPv4 (Internet
Protocol version 4, E4FMrEEA), —FNZ2FMEIRFKSHRITA IPv6 . IPv4
IEFERAMUERTFINE 32 I, FIHE 2020 ERIERES D A5, Mt—k, FME
KB BHBIME AT, BEEMETUER. ATEBREX ML E, ELtkgtE 1Pv6
B4 . IPve RUMBHERTLUKRE] 128 i, AILAZH 2 B9 96 RAEHIMILEE, X+
B IP HE/LFHAATH! B IPv6e BEFREN, BEERIEREFKXZTERER
IPv4 , EHARSTEZEIRZIA IP #45 IPv4a MSIE! CE13)

HBAERT—/TIRE] MAC BUETEE, A4 IP HEMNFHEHBERTHR—T, 18
Mg 1P BREBMMAEZERNBT! 1P FHERTLULE] 65535 bytes XAK, 7EEE MAC X
FIERT, BINBIRMERG ST IP #HTIREBNNE. ZET 1P FHERAFRLBRLHIN
T: (TEIE—ITAEINTEMN bit #)

4 bits] 4 bits 8 bits b;is 13 bits
Version |HL ;Z$3izz Total Length
Identification Flags Fragmentation Offset
Time To Live Protocol Header Checksum
Source Address
Destination Address
Options Padding

Data
2.3-1, IP HERFRIEY

ELENERFEMMAFETR, R [B—ITHAHANNEEA 32bits], &
NRFIHABRTH T EINT

. Version (iR 7<)
EHEXN IP HEHMA, FInEHENRARTRE IPvd IMIEAREXRESES
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IHL (Internet Header Length, |P FR3LEIIKE)
HHEXA 1P FHENRELKE, FRANREMNIZEFE (Word) , —PNFHA
4dbytes K/MIE.

Type of Service (BRSZZAY)
XAMBERIAEA [PPPDTRUV] , FTRXA IP HERRSFSER, FEHRH:
PPP: FT/xit IP FHBRIMMEE, BEIRDER;
D: HH 0 RR-—ARIEIR (delay), BHA 1 RERAEILEIR;
T: &R 0 R A—RRIEMIE (throughput), BN 1 RRASERE;
R: BN 0 RIRA—FRAIFEE (reliability), BA 1 RS RE.
UU: REEEIRMIER
ZEGISRIE, gigabit LUKMILEAIFFFAE XS AT LULX A 1P B NE B KT
1R, RS mEEXEIRAR.

Total Length (B1<E)
BN IP FHENESE, BIEREL5AE (Data) #35r. mABE 65535
bytes,

Identification (¥EHIAS)

FMATERER IP RFHLMEME WAC RFHP., F, R IP BFXKH
E, MELRER P BEARB/IHRFABHENE MAC Hh. MY IP #HE
R, FNRER—N IP /N RFREZERS MRS I BumnX L/ 5%
HZRBRE— IP #8417, HE2E, B IP HEHELE 65536 4
KX (@BI— Total Length BME), AR IP MEEHHEIHE/NIA IP
NEEAREEGH MAC HAEF. BAEBNN IP PEEEXRERE— IP &R,
Maria] ! AR L 2 X N FRIR T RO Th P i !

Flags (FF7RIEFR)
XM ARAER [oDM)] , EENXA:
D: BH 0 RRAILISE, BA 1 RRAATTE
M: BHR 0 RRit IP ARESE, Bh 1 XrRIERBEDE.

Fragment Offset (53 EX1R#%Z)
RRBEAXA IP DERERKBH IP HEHPHAHEHMNE. RESEGE2FSH, §
XNFSAREFHEND IP SERESHRARRE IP HEXNHIET Total
Length, Identification, Flags LAKIXA™ Fragment Offset FLEEOZAF/N IP
7 B W imtE & T kS |

Time To Live (TTL, 7E5&RT(E])
KRN 1P HEWEERE, SEEA 0-255. HixA IP Ha@id— N EEsE
Bf, TIL BiSR—, & TIL A 0 B, XNMHEBSWEEER. WA,
Eib 1P FEIBIT 255 Mgy, EMERN~ "

Protocol Number (1FE{LHD)
RERMESENEEASHHEMBENENEE IP IEHPH, FAIFTLE
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IP FRKIBHZXD 1P HEANKERRE, EX M FRASICHENEET 20
RAEM! AXNFERICHNARBESHEXHNHEH SN AFRIATRR:

IP RHISE5 MY EZTR (£2)
1 ICMP (Internet Control Message Protocol)

IGMP (Internet Group Management Protocol)

GGP (Gateway—to—Gateway Protocol)

2

3

4 IP (IP in IP encapsulation)

6 TCP (Transmission Control Protocol)
8

EGP (Exterior Gateway Protocol)
17 UDP (User Datagram Protocol)

LRML, FRAELEE RBIREZ AR TCP, UDP, ICMP 3!

Header Checksum (F3L#ERL)
BREEXD IP KM\ REIEZH.

Source Address

EAHE? SARRKIERN IP ik, NXEZ(ItBEE IP 2 32 fulZ!

Destination Address

BARFETFEZFBIRTRERE, XERZBIRR IP Hllk,

Options (Hfth&#)
XA ZEINITNEE, IRIEEFERELIENT. BBELFE. BHEE., mRE5ER
KIEEEF.

Padding (#5510 8)
HTF Options HAEA—EBZ K, BEH(1FE IP ENEIRHVHAER 32
bits, FFLL, #& Options HIEIEARE 32 bits B, N|E padding EEI%M5Fo

RAOEME IP TLBEEEEH: TIL, Protocol, EiEMtS BFritbitthstas 7!

XA 1P FRKKIBRSEFR 1P, URBIAIERL S DRREAER TIL , FEET#
XA 1P BFHAfEE B BRI, EESNTHERANENE 1P NERSERE, T8
IP HEWMFAEENE G&H) FF.

‘-32. 3.2 IP HltHYZER S P2k

IMZEFKATEE IP (Internet Protocol) EHIEZ—fMNEEE, MXMNEHERRL

REZNHMER 32 HKIFESBRRIE! ATHEIRIZ, FRUAERNBIRXA 32
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bits FEMER IP MEMIUHME T . EAMBZRALXELIAR, FUARZHSSHSH
e XA 1P HSIFAMETIB IS ) Mi! AL 1P BRfLEEMN
WHFERTHERE? KT HRABMAER—IKIE!

BESX IP BUZHRRR 32bits BIEE, tERA 32 N~ 0 5 1 AR —ERHF!
MLHKNBERAIR IP BXRPISHE, RN IZEFZSEIERZE 32 MNHEEE
g, BAAAESF Z#F ISR E LR, AR T IR AT 5 g ks,
Eit, 4% 32 bits B9 IP DEREA/NER, BERSH 8 4 bits , 45 8 4 bits itHE
RAtidtsl, FEE—ERFELNEERRETT, KT BEIKKAERERN 1P B EE
T . INRERR:

IP BYZRRIN:

00000000. 00000000. 00000000. 00000000 ==> 0.0.0.0
"Mttt A1 1111 11111111 ==> 255, 255. 255. 255

EFLL 1P E/NATLAER 0.0.0.0 —E % 255.255.255. 255 1B ! {BEEX—&E#Fs, Hso
BRI S AENEBSIE! FE4SH Net ID (MIFEHE) 5 Host ID (FEHSHE) FHER
4o FRATFLL 192.168.0.0 ~ 192.168.0. 255 XA Class C HIMIE 246 F ki AR 4F
T

192.168.0.07192. 168. 0. 255 X/ Class C BYiNAA:
11000000. 10101000. 00000000. 00000000

11000000. 10101000. 00000000. 11111111

£ FHEREHIEF, AIEA=AHF (192.168.0) FEMIBSHE, HEE—EHHFIFR
AENSHE. ETE—THEHEXE [ER—MIENERN, £ P BHHEE
HJ Net_ID , FEEBMEFH Host_ID], AAXL IP BBER—1MIBAL IP M

Ex i !

Tips:
A RYIEMERIR? LR ANENERERR— M NEHRERE—
£, BNMEXLENASGLE FEESERINE—EN, Ba ’F,, f \3\‘
BARAREENER—MEFAEAT! FMNHETE - j {00y P os
MIERELZ M, ATRIERER 1P BIRE, MEERES AN 1P H = i
Bz

FEBIFLYHAE 192.168.0.0, 192.168.0.1, 192.168.0.2, ...., 192.168.0.255 (3

256 M) XL 1P ERE—NMIEAE 1P B (E—NMEBiRAR—1ME! ), EE
=, F—1 Net_ID A, NEEREBHERFE Host_ID , BUBMSKE IP MK, AHES
1E R AR E N AR A 1 I F I 4% A o) @ !
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IP FERI—MERIEX
BAR—AMEIZEAKRE, 5% IP REER—INMIBZAFHAFLRE?

. Net_ID 5 Host_ID HIPRHI:
EE—NMEZA, Net_ID 2AZHY, M Host_ID MR AAEE, kM, Host_ID
AEZHHNRREYS, TAERA 0 UARAERKI 1, FASHR 0 RRE
NEZRIMELE (Network IP) , TIE R 1 MIFRRFI#BAVHIE (Broadcast IP) .
an EE A F 2R, 192.168.0.0 (Host_ID £&BA 0) LAK 192.168.0. 255
(Host_ID £EBA 1) FAIARIMEAMEZAENR IP &E, IR, XK
EREARATARIGEETHIA IP 2/ 192.168.0.1 F 192.168. 0. 254;

. EXMALET 1P B ER IR
ERYMPEMEE N EN MR EHEHERIME 1P SEE (RATEE), XL FHER
AILUEIL CSMA/CD BITNREEIZEXMA R B TMEEEEHL, TREIRT LA E R
WX -REIEEHE (BT MAC HAE) ;

. 8 E AN[E] X 72 [ 03 W B O 15 250
EE—MIEMEZA, IMRAEEBENIRERAER 1P WEZ, WETTEitit
MARE, SEIEEL BIGIOREI TR HRSEEIEHER (router)
SRIEATIAE A BEAF RN WIBUE LS E—iE.

. PO 335 B K /)
4 Host ID PTG AABYGIAEA, JRE) Host ID 3EMZ AT, BRE—NMIHAT
BALUEEEHR IP HEHE.

PR, RBMARANTENE, IERRESIXEBNAEITEN, SR
BREER—IMEARRAEN, EANME—kE—MITEHEATUEREIED MAC K
EATHIRAIZN, MALEH Router (BBHRR) REITEHEAIEER! (Router XFB
MEZENEX R .

IP 5 SHEaEE

MiFmREl 1P ARRRVARREREN, XoRMESEEENSE, ST ! 2,
R RGUHIT ! RIS RIEE . B 1P 2, AERMNELRHR
AERTERRGF T, BIOWITEZ: [EEHXKREXER 949 S, REREANK
BRER—IMER, BAKNXNENNESHE [ SEamkREXKXZH ] mMEAEN
SHHMEl 949 5], BAREFRERLEERAZEZFLAI GRATKRRAER ],
ERFAIE— IS | L5800, ESBEATEAEEZ 949 S XHFEFER?
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FN, Host_ID £ 0 5&h 1 (THHIMS) B, KEREFBTFHE—NS
RiE— T, MEB—NTERIMNLEARESZE T, PTLAXFRA Network IP, FLE
BF OB XXX BRIZEM! ZT&E— IP, WKETRETE, THAZFETHR
FE—11hE, BRERNAEETFTA BEITH&EE— IP, X#RA Broadcast IP HY
5,

EHRMNEXNEFA, BATLUEZRKELAR #BHARNRAFABIAE, Flanar/l
FRXTBKE R NKKARET S, EBTREL BEIRKEME/NKE, RV
BEEEGFT, SREREZEL! BUMRAZKREH/NKREKE? B ZNEEEEM! X
HAEBEEZ] CSMA/CD YL ?

BUAMRIRNBIETSRELAETAMIIERE? R FMESERRINELETAN
BRE (BXEER), MEP /A REE, RREMEESTFAAREEEMERR, i
FMILEE B S HBIREEH AL RN ! XHEENMXMETENEAEE! XEF
72 L BB MR ?

IP B4R

REIZERBE—NERE, BHREFHREE [ BFEamkRXKXEHE 949 S #,
AMEREFMBMERME? WMRE [armm) BEF, BAKWINERREEIFZ 2
SERVLERL, WMRETSHE [ ARamkREX] B, ARNBITERX DT = B
W, XN TEF]BXD, BEWBRMNENSEHOKE!

ATHRZA B, URAT 1P EBELBUEMAIGENM, InterNIC HEA IP
MWD ARFEFR, BWFEEEETES 1P 32 bits HEMBTE/LMIAX,
EAENUT:

IAZ B Network SE—MEFRIE X

Class A : OXXXXXXX. XXXXXXXX. XXXXXXXX. XXXXxxxX ==> Netl D BIF%LZE 0

Class C : 1T10XXXXX. XXXXXXXX. XXXXXXXX. XXXxxxxX ==> Netl D EHYFFLE

110

Class D : 1110XXXX. XXXXXXXX. XXXXXXXX. XXXxxxxX ==> Netl D BYFFLE
1110

Class E : 1111xXXX. XXXXXXXX. XXXXXXXX. XXXxxxxX ==> Netl D BYFFLE
1111

Ao RETHBRE:
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RIBLRADIRAR, HOFTLAEE, RREME IP BE—H3HIE, metmyng T
iz IP BFW—NEE, UREME IP HEE5%L. XUEABRKIILELET
192.168.0.0 X— IP MEZRIZAART, SBYBFENBNE=ANHFH. T, £
RIRREQIZ=FhEELR, TREIR Class A, B, C BIA, EA Class D 2AR{ERNEHE
(multicast) BUHKINGEC A (REREAHITENNMNEIRR), EF ClassE NE
RBEBFERAIME. Fit, EBRAREEE—MRZRZSE LER, ML2HE Class A B, C
=MFELE IP I

‘32. 3.3 IP WFESEERN

ETRERARK—AEEREZERAREMLB—1 585, BRZ 1P AIFHRE!
REPREZNRNMT4 [ESE IP, 24K IP, EBL IP, BREY IP.... ] W#ERGSE T ~H
SEREKREKMI! EFRE, & IPv4 EEAMREFHEM 1P B, FH2:

. Public IP : /N2t IP , 2H INTERNIC FRZGi—HIXIED 1P, XM IP A4
A LLUE L Internet ;

. Private IP : FAF IP k8 IP, TeEEEEL Internet By IP , =
EZRTBEEMEM B EN B .

B IPv4 HIXIBIEHERIED 1P SBTFENER, MEAR T M3 REL IR ERAY
MEEE, TEMBETFAE IP (Private IP) BIZET. FAF IP B9 RI7%E A B, C =
A Class HHhZRB—EAIEATAE IP WEL, AHi2:

. Class A: 10.0.0.0 — 10. 255. 255. 255
. Class B: 172.16.0.0 - 172. 31. 255. 255
. Class C: 192.168.0.0 — 192.168. 255. 255

HTX=E Class B9 IP 2MEBFEAMN, FFUHAEEZIEA Internet EEH
EiEZH, TARENE, FATEEHERELR IP B! BELAIT! MBSEEL? TS,
X=EA IP MERFER M ARG 1P Ai@zH. BEiik, mERETHILR
il :

. FhAE 1P MEHESNEXNINIER (REFERMLE) ;
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. ERMA 1P EARIFSNEMUNEE, RNEEET Internet RIFE (R
AMBIREL ;

. XTHE IP KISELER N ONS), REERTHMMLER (—HARE
ML)

XML IP Bft4aiFaie? AT A ERAAEIIINEIFREER, BT, R
IR EIE NS EIZW Internet EHERY Cracker FAXTE! 1BR, RUEFELTEUTA
B IPRTEEEN] D! FtEHES—LRKRES Public IP BIBNAEBARM
RIEMEZI&E! BUHREEEIEE—LLATEERE Public IP BYRIELSRAMKIIR L AER
I EiZERT, F——XERIZEL Internet T, PASNZAIEESIEMIR Internet
LFHEHA) Public IP ¥EEITHE?

AN, ERBUTRANATFMEFRT, MRIFEEREFITHIFEED? B2
i, ZEXMAE CItE S REKILEXR, WIRRRZICFMmBERFER—BMLE IP W
Eerh, BUBEWSINF AT IRAOPOLEML ! FUIX 2 (5] 2 e !

WL A —RX B XLEFAT IP E L Internet BB? XANEE, iE— B
A=A _E NAT (Network Address Transfer) BR%S, RELAILUER IP (A% (NESA,
XNMNEREESRES) RERNFAET IP FHHENHBAILUE L Internet 15!

Y57 HY loopback IP MEZ

FT, BARTXANTER 1P MEMEREZN, EHERBHLEMNERAVE?
LRZEML! TR TWREATEIRIE XX BB? &8, THE—NFEM Class A HIK
i, BHE lo XNFEANEM CEE: B/NEH o MAZREE ! X1 lo HIMLE
= SRR RAE MR IR E R FE RN EEERET B — N8, BRIt BE iR 4R R R
BRARFEERMEIZORIMRSS (daemon) FRfEM.

BRI, MRFETEREMERENVS LR, ERRXFERLUK—TE
REIHEE LR ERR S S IMBER R AT AR LURFIE/E, XNEHEE 4D, 1RIE! 5
2 FRXA BRI ERMEIA LS’ ! X NRIEZFE 127.0.0.0/8 XA Class A, MHAZK
INBIEHL (localhost) B IP 2 127.0.0.1 B! FRLARE, LMRBENTRE WW BRS
2%, RRTEMRBIENA) X-Window EMIMIT http://localhost FLRILAEIZEEEIRAIE
RE! MAREELEMEFRRE! MXRGEE!

tesh, PRESAEIBERRT mail BAZEMHNR? GIAMREIEN RGN mail 45
root XPAWE? BIE! W2 ERAX—MAERET M HEMNRXIRA TCP/IP HE5
RERBEER, ATLUERXME! (BRAB—XB ABIIRIE! REIFEH EEZ B ML
+, BARTLUMKIRE) W fRBRIRERBIEMRB? XNMFHMEASEIZ: HAALL
F! fFF 127.0.0.1 X4 Address BF! ~_ ")
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IP BFUENIS AR

RFET IP MIMASZFREFERNFEMSE, ETRRISRTE-T, B4
EHR IP BAMMRERNE? AL, EHH IP SEXMEBHNEEARNEES:

. EEFHRE (static) : RAIEZRIRMNEGEITAR IP X5,
AREEEEEREXH SEARLRGIIR) RIEMRBMNLEG. FRTRIE
MERIEFES, UKE ISP HIBEE IP RIBAHLIFE;

. EIRERG: [EREY ISP BHiFEM, BUSIKSER/G, BEiE&ES ISP,
REY ISP BN BSHNLE, ILIRRERGEISERMES . LA
FATFEFNERESRERRNMES M. BRIESH ADSL #&1E. 4
BRE AARTE, KB ME2ERRENS K. AERNAFFEKR, KL ISP
HIRBRZAEN 1P SECHLE]. BFF hinet, seednet FHERHIZM ADSL
EERBEE IP WARE! FHERIRMN ISP Aif.

. BENESMESH (DHCP) : ERBNENSAE—BENHREERAITE
MBS, (RMEEIHITMSENEDZRFRZER P S8, FHHISK
HKEXSHE, FHENMEBBITREFFERSFRIFNNESHT .. &E
ERTEILAE. IP $ERGERK. REMNZSESHE, RELEEFKILAG
o

AEZER EEMHGEEH 1P, REY IP HRABFAIBW [ Public 5
Private IP | 2! MEMMH2ZEHN, BES, HEXFFARLIEN, BRAESE
IRRXAS 1P BUISHIARME. 26k, GEMX ADSL #IFEFRRGH IP BEE
public IP, BEREFBEIIFEMARIRIS, M1 ADSL #IE/E, ESH IP B
Private , PTIASEIEZIZMuGIE!

'62. 3.4 Netmask, FM5 CIDR (Classless Interdomain Routing)

HAAIEIRE 1P REFEN, MEEE—MRITEN RS LEANZ Class A, B,
Co MAEFKNPKIE—RE, MRFNNEE—TXM, FFERHBIZ Class A , BAFKINIRE
PR, MEXAZIHTENALUEEER— Class A HIXEEA
(256x256x256-2=16777214) ? TH, RIEEAXAZITENF T, EFE—T CSMA/CD
g, RENEEEE—EIEEED, HANRSERE—T2ASITENXI R E. ..
KE2EB—TFZHERT #, REMETREFERLD? BIRE!

tesh, 995 Class W) IP FR, BRATEEFERERE, FLLE, RMNTTEENE
— Class A (XXIEA— XM, ZFIkiE, FAIEWEFHE) Public IP 2 120. xxx
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FFEY, BERESSFHNRAE 120. 114, xxx. xxx ME, HFEBRIFEA Class A IE!
ARNEREATR T XAZH ! XNEHE, HINREZBHE T, 52, EAY Class
A BIRERTE/N? ]ANER,  FAIAIEMIBTIAE M ? XAEARFAT LS HE LR
XMBERKRIZET ?

BIEFKNEER] 1P X4 32 UMBEF P AMBSEEEH S, HA Class C
FIMEBSEET 24 i, MESSHR(IETLUEXHFRMNETINESN, maitsEz—1
Host ID #ZE¥&{EJ) Net_ID , FFLL, ZEA Net ID HH 25bits , ZF Host_ID M
WA 7 bits . EXHEHFMERT, EXRE— Class C IR AT LA T 2 A
Fig, MBNFEME [ 256/2 - 2 = 126 | DNAIAM IP 7! XHE—K, FEEBIF
[RARE— AN ] A AN RN, 5 1E 2T TR 2R IR .

Netmask, EYFRA Subnet mask (FPNHEHRL)

MRKZ T L2SERERFRAYIANE? ABFZ Netmask (FRIHERD) HIF &M !
XA Netmask BAREXEMBHREEN—MNESHT ! Pttt m¥IEE T ~0 0,
AT BIAKEBREGICIZE Netmask BIRERTE, K TIENNB—INMERESZICIC
875k, RIFELL 192.168.0.0 ~ 192.168.0. 255 XM ATEHIF T, TR, X
A 1P MELATLL93 /9 Net_ID 5 Host_ID, BESA Net_ID BRAAITHY, ATk brrd
R bits BLWANXT (£3A 1), ™ Host_ID 2AEH, FIFMHLERZRE
(£EAH 0), BrLL, Netmask HIFRRFLALS:

192.168.0.07192. 168. 0. 255 X4 C Class K Netmask iiRB
F— IP: 11000000. 10101000. 00000000. 00000000
&fE—1 : 11000000. 10101000. 00000000. 11111111

Netmask : 11111111.11111111.11111111. 00000000 <== Netmask — il
. 255 . 255 . 255 . 0 <== Netmask —+i#l
YAl EENE, netmask 2 32 fiu, EHEL, T Net ID B 1 M
Host ID & 0

BhiE s E0E, BRARA [255. 255.255. 0 Mi! XHEICIZEAL TIE! BIXAEN
B1Z755%, B4 A B, C Class HJ Netmask FiRELERAIXHE:

Class A, B, C =1ZE%HAY Netmask T"FAI:
Class A : 11111111. 00000000. 00000000. 00000000 ==> 255. 0. 0. O

Class B : 11111111.11111111. 00000000. 00000000 ==> 255.255. 0. O
Class C : 11111111.11111111.11111111. 00000000 ==> 255.255.255. 0

net.giang@hotmail.com



ErLAE, 192.168.0.0 ~ 192.168.0.255 X4 Class C I H, fhfY Netmask 5k
7= 255.255.255.0 ! kK, FHANIWINIEZZ] T2 Host_ID £EBA 0 UREIA 1 BIAT
[FiZ 1P ERATLUERB, EX Host_ID £EA 0 HIRTGE, TR IP 22N
Network , 2T 2%A 1 WFEMETRZMERE— IP , HFRA Broadcast , Ff
AR, 7E 192.168.0.0 ~ 192.168.0.255 X4~ IP ME;EEAIEXEMESHHE:

Netmask: 255.255.255.0 <=MiBENXT, REENSH
Network: 192.168.0.0 <==F—1 IP
Broadcast: 192.168.0.255 <=&mHxF—" IP

AT AU ERAENR IP -
192.168.0.1 ~ 192.168.0. 254

FMN 5

77, WIRERE Class C EAJLAKEHITFIE (Subnet) BILISTM, LA
192.168.0.0 "192.168.0.255 XMERAH, tEWMFBES AN TER? FHi1E
225018 Host_ID AJLIAZERZHIE Net_ID, HB4 Net_ID EFAT 25 bits B, BLEWMT
Fi7R:

JEZABY C Class BY Net_ID 5 Host_ID B4 31
11000000. 10101000. 00000000. 00000000 Network: 192.168.0.0
11000000. 10101000. 00000000. 11111111 Broadcast: 192.168. 0. 255

PIRANFMZGEEY Net_ID 5 Host_ID Afa?

11000000. 10101000. 00000000. 0 0000000 % T—4 Net_ID T, H 0 (B—
DNFM)

11000000. 10101000. 00000000. 1 0000000 % T—4 Net_ID T, H 1 (B=

E—FH
Network: 11000000. 10101000. 00000000. 0 0000000  192.168.0.0
Broadcast: 11000000. 10101000. 00000000.0 1111111 192.168. 0. 127

Netmask: 11111111.11111?11.11111111.1 0000000  255. 255. 255. 128

BZNTH
Network:  11000000. 10101000. 00000000. 1 0000000  192.168.0.128
Broadcast: 11000000. 10101000. 00000000. 1 1111111 192.168. 0. 255
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Netmask:  11111111.11111111.11111111. 1 0000000  255. 255. 255. 128

ERUAE, HEHES LR, IS S2IAANFig, MmN FiEL T A2 TEE (Net_ID
e 26 bits ....). MAM]! MRREREEZIERR IP, Network, Broadcast, Netmask
BIE, REMR, KRPOBRSZ[FIZHBEZINEG 7T —FM! "

1512 :

REITEL 172.16.0.0, 1B Net_ID HH 23 Mubt, XM
Netmask, Network, Broadcast &
K:
BT 172.16. xxx. xxx =1E Class B FIEEH L, JRE) Net_ID 2 16 fiL
F3F. AEMBL%EY Net_ID HFAT 23 MulE! FT 20 Host_ID &7
(23-16) 7 NMUFATE Net_ID HeH, FRLAEEAS IP pUHbHE ST RIX A

Fis 172 . 16 . 0000000 0. 00000000
|——-Net_ID | —Host——|
Network: 172 . 16 . 0000000 0. 00000000 172.16.0.0

Broadcast: 172 . 16 .0000000 1. 11111111 172.16.1.255

Netmask: 11111111.11111111.1111111 0. 00000000 255.255.254.0

OFEXEEME, EAXAD IP BET 16 MIASWNT, AR
BIHERZ#HF (172.16), ERAFERR~Z ARSI RRE
host_ID [fq!

HESFMNHEEEMEEH, Ki1E 1P 2E2i#E, 8MFE 2 k5. XH
T IP HEMERFHINEEIENFME, FrLL, RFNILL 192.168.0.0 ~

192.168. 0. 255 XAPMELRIE, ERLET Net_ID 2 26 R}, SIS AJLER?
A 26-24=2 , FIABRHZEEANL, EE 2 80 2 X5, B2 4 ~RE. BIF 256
NP EHSEE] 4 AMEEE, ABFERATELAT LAFE X AW EL 47 Al 2

. 192.168.0.07192. 168. 0. 63

. 192.168. 0. 647192. 168. 0. 127
. 192.168. 0. 1287192. 168. 0. 191
. 192.168. 0. 1927192. 168. 0. 255

BEATEHRERREM? REEE, MREHE—IME, A Net_ID T 27
fiEf, MizanfitE? BCEREEIL!

FTZZ% IP: CIDR (Classless Interdomain Routing)

— A%V, WNERFL(IEIE T Network LLK Netmask ZJ&, FiAILAE X HiZMiEHY
FrE IP 7! EXH Netmask FLAJLAHEER LK Broadcast HY IP ! Fitt, FKAIEE
=LA Network LUK Netmask SRFRRA—ANWiE, BlanX+#HE%:
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Network/Netmask
192.168. 0. 0/255. 255.255.0

192.168.0.0/24 ==[EJ} Net_ID 5B 24 4 bits

FI0, BESRA Netmask ETEHAY Net_ID #i=2 1 , A4 ClassC 5 24bits B Net_ID ,
ER ML, FRAEZRMLEE 192.168.0.0/24 XHMEZEE ! XFif—RMIMRRGE.
EIERE, £ ERRERZ ST EMIE G ES, INMNNENSERAIILSK:

5 192.168.0.0/26

5 192. 168. 0. 64/26

5 192. 168.0. 128/26

5 192. 168.0. 192/26

HXE, ATHEESERK™E, ATHEOEBESETEARSEMELEER
£, Eitk, FEEFHRIBAT, FIIRMEIE Net_ID EHRIEA Host_ID BYIFR! X
HREEBIFZ NI B — 1! 26IK1E, FH114F 256 4 Class C B9FAF IP
(192.168.0.07192. 168. 255. 255) BR— N EEHIEE2HNE, BAXNMMENBEHRESTE
: 192.168.0.0/16, RMiF 192 FFkH) Class C K class B BIKEF T ! X
ER IP RRERWSR (B Netmask BIFITE) RRARIRF T4 88 &
(CIDR) BZ!  (GF 14)

FX, RENIBSEELEFRMEE AN ! FEME, AN Network/Netmask
ME%, BEME CIDR MWEZX! AR, MEEMEWNIET Netmask KitEH
Network, Broadcast REIFH) IP F, FAR{RAY IP BLamELxEET! ~°

‘32. 3.5 A&

ENMEER—NXMEE, ATLUET 1P TG RIAE ERHMEEr B 8. 8
MRZEXMANEER? XETMSEELRNFMEHENE GEHEER) MFITT! X
L EMERIEFEEZMNHSE! TREEFTLARXMIE!

=K

ila] 192.168.10.100/25 5 192.168.10.200/25 2&EER—Mim
R?

&,

WMRZTHE, 4 192.168.10. 100 A Network J3 192.168.10.0 ,
B2 192.168.10.200 A9 Network Z]Z 192.168.10.128, B3 F Net_ID A4H
B, AIASARER—TMEA! XTF Network 5 Netmask HIBIENIESE
E—hFi,
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o ERETA, BAXFAANMEMEBIE T EET T #BRA 2 BB EEN, BEH? 1t
FIREELRT IP BIBRRIEE (routing) IHREMI! FATLATNmEEREIGFRMIZA,
THEREPEERNFERIMEL, 752 Network A 5 Network B, XENMELZ
ZLH—IBEEEHEE (Server A) RFFITHIEREEM, 77T, A PCO1 XEPENIEERL
EHHEE] PC11 B, fthEY 1P HEIZINAIEHIVE?

Network A

B2 88

PC 1 PC 02 >
[P:192.168.0.1 [P:192.168.0.2 [P:192.168.0.3 IP:192.168.0.4
GW:192.1658.0.254 GW:192.168.0.254 GW:192.168.0.254 GW:192.168.0.254

=
192.168.1.254
| —
205 f | — |
72.108.0 & ]
Server A
PC 11 pC12 PC 13 PC 14
IP:192.168.1.1 IP:192.168.1.2 IP:192.168.1.3 [P:192.168.1.4
GW:192.168.1.254 GW:192.168.1.254 GW:192.168.1.254 GW:192.168.1.254
Network B

& 2.3-2. EESHEHATREE

FA1HIE Network A(192.168.0.0/24) 5 Network B(192.168.1.0/24) ZA[EM
Eg, BT PCO1 5 PC11 RN EEEEEBEHIERN. A&, PCO1 5 PC11 24 E01E fib
TIBEANTER—NMEEA? XYHREIET Net_ID KEINA ! IRA LY T HABE( L EHKIE
B, tEENSEZNE? RER! 2 [FHEFKX (route table) | , BRENEEES
BRI , IEBRIKE—FBFENIERT, PCO1 Ei{MiSHIREEXEl PCO2 IE?

1. i IP FHERBEFR 1P Hufit:
X PCO1T B IP HETFEMLER, FHSER IP FHERLAWBLR IP Hill;

2. ERR BN T AT B M8 2 B I E -

PCO1T ENSPITECHIEER, H&XIBHR IP SAH IP B Net_ID 1H[ERT
(F—MsE) , W PCO1 S ERIZETXMINGE, HHEBEREXHLBRBEN.
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3. THFIE A (default gateway) :
BEAZRfMIF, Pcot 5 PC11 HIEE—Mig, Eitk PCO1 SothigHRIEFE
BEHEMEMFENEAKE, WMRZENE, MEREZ P FEXEBFTULEE
FH2E (default gateway) b3k, EARRHIZF default gateway NMJZ Server
A X—ER,

4. EHFEE gateway 7, FESTERME:
2 IP B PCO1 3(%5 Server A ZJf5, PCO1 FAAIESIET KA ITIE. M Server
A FWEIXNMEHERE, SKIBLAMNRE, tohECRERER, REEE
e iR B IEFRR B Rt M £k

Tips:
Gateway / Router : M3%/BXFREEMITHAL L2 7E fa ik AN [E] g 2 i) <§££§i3

HETa145E (IP Forwarding), AT IHEEESH IPForwarding HY /;;,n" f ~

Ihee, HEEBERREMNGES, FLARTLUEREB A EMEZ B8 Nz

HEHITHRIENINEE . b, RIENSRENIZER Gateway @b Sy
& RAR— ML )

ABHEARRXHE, FFILE—HNEVEARSEFEEE—EER (Route table), #
FBHEBFRIBEXNMEARETEE! mM—EHEELLHEEHRERMANEEREEE,
MALAENASHEETABEHEHRE T, BAZFHEMNREERET—1NEN (i
ABER Router) RFHITIRIX, M Router FEFRIERT, tHEKIE Router BERIBEHERRK
FIEHZE BN IZAZRME A EHER ! BIRKRIR, BUBEREESFXH:

L
Y

: - - I

Internet

=/
: Server A Server B Server Bingo
GW:Server A GW: Server B GW:Server C

2.3-3\ HREAIBLS

PC 01 ZEIFFERIEZR] Server Bingo &, NMKIEECHIHER, HzEEF
Server A 2%, Server A 44X E| Server B , ARABEE— N —1HIENEMIET X,
mEE A EA Server Bingo Y.

LFHENRFIR—MRERNBEEMS, FSXLE, Internet LHEHAEMMILSEMN
EREERM, ER Internet EEAIEREH N ZFHSH, thr] LABERSE AR
ST SN HEEERE. 260K, BEMERTEALIKRETLSH SR
MELELEIhET. NEEIERMNKZALREER, Aftalk? BEABBHEEFEH
ARV IE, Fitith BEIRIFE &S RABRILERZ, BAMIL—RE T —KE,
mMEERMENKEE, TIHELREBERZT ! XMIFREREFAR, il
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LFHERAEBANE—NMREZNFSHEHRER, MREBEFRANTHE route , 1HH
TEERXBHEE! "

te5h, ZBT Public BY Internet MMEH, HTHFNH IP DEHECLEER
Y, MURBUNBHE—2REZYE, EEMNBENTIEECI! 1P BSERT IS
EZRTRIM T

. SEHX IP #ZEIHR:
http://rms. twnic. net. tw/twnic/User/Member/Search/main7. jsp?0rder=inet
_aton(Startip)

02 3 6 MEBEMBE: route

RARBARXAMEE, MA [BH—BRERR, BHIERREHGOTETE
EMRNELE! ) RN ESRFTEZFFIRUE—TRNENERBRM! E2F
BIE—T, S—HENHEECHRERE NRBHFRMNIESRESR, BE route
XMESHEER, RNEFEEHHRENNE, XEORRA—LEBRERNAE:

[root@www ~1# route [-n]
IS5 5%
-n: FENZL IP HARXETR

[root@www ~]# route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface
192.168.0.0 * 255.255.255.0
0 ethO
127.0.0.0 255.0.0.0
0 lo
default 192. 168 0.0.0.0
0 ethO

[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use |face

192.168.0.0 0.0.0.0 255.255.255.0 U
0 ethO

127.0.0.0 0.0.0.0 255.0.0.0
0 lo
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0.0.0.0 192.168.0.254 0.0.0.0
0 ethO

# FEWENBEERE/\NFE, REEIENE/LI M

# Destination : ESLRLZE Network HIER;

# Gateway s MBIZIEORY Gateway P4 IP Mi! & 0.0.0.0 RRA
=EZIMY IP;

# Genmask : T2 Netmask Mi! 5 Destination &R I—EREN KM
135

# Flags . HEZMERFRALISRERIZMESH ENRRIEN :
U: RFIZEEAETTA;
G: RFZMIBFTELZH Gateway REITEEIE;
H: RFZITEEBRA—EBEN, MIE—ANMIE;

# |face : B Interface (3EMO) WIEE,

£ EEBGITFEHFB, S PC o1 XEIPENAIEEKESRHITIRB. AT PCO1 A
192.168.0.0/24 XAMIE, FTAENEEEN TXNMEANEE T, B2

[ 192.168.0.0 * 255.255.255.0 ... | AB—1TARERAINE! HIRTRIE route AT,
FREERBATXHNE EEEE=Z/NREHN, F—EK [ BR9bmMIEE] , Flan
192.168.0.0 FLR— Mg, HE—FEErNE [EXIX)EahEFERAH—
Meg3EO ! ] flan eth0 SEME R RER SHI. WRFENEER XN EERBIN
BTEARY 192.168.0.0/255.255.255.0 2(#& 127.0.0.0/255.0.0.0 EmAt, FAE
Gateway A3 * , PRI EZEUGHEMIMBZIZEORMGELE, MAIET Gateway IE!

AF—HRNEERZNEHEBENM 1P FEBEMNERT, PormslBiiakixs
[default | ERZERIAB AN EEERALNIZE, LRl 192. 168. 0. 254 FBA™ Gateway WE! FRLA,
ILFE—EBENEHSE— default gateway REM(ILATRATBIEMIT AT B EIE !

XEREBNHAE " ETESMBANESRESE, RIEE/\SLUHLE
SRR RE !

{}2.3.7 IP 5 MAC: $#%5/Z89 ARP 5 RARP 1h17E

MAEHNFE Internet EEAKEZMFRZEB IP 7, S HEMIBREZIEMLE
5iH. B2, X REGEHIEMRAARZUARMNEN! IKMNEEELHAMNF
+= (MAC) BIWH! XFLBICIZML! ARXFEE (IP 5 MAC) BB —NXKEMEFEE?
w5 BB IAT1Z=IRZEIAY ARP (Address Resolution Protocol, MIZ&tbiit#Z4r) 1
W, VAKX RARP (Revers ARP, Jz[alpW4&ithiitfZ4f)

SEMBETREREAD 1P ESSRERE TRIKAKRMEEF K0T, HANBENSITE
MM &EEL ARP HE, XIEUWE ARP HEREMSEEMAY MAC H/IA], HMNAE
B BN 77 RERMF, HBixTRMEBTIAEEHIES. WREBREREERS
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EFHR—IBXD ARP MEAZREI? FHitk, HER ARP WY EVEEIF IP 51
*KSE, MEFZEILEEAFKIIENA ARP table & (AEFEAHIEIE) 2% 20
S GE14),

1511 «

WATES B S AN KRS (MAC)
e

= -

£ Linux IMET
[root@www ~]# ifconfig ethO
ethO Link encap:Ethernet HWaddr 00:01:03:43:E5:34
inet addr:192.168.1.100 Bcast:192.168. 1. 255
Mask:255. 255. 255. 0
inet6 addr: fe80::201:3ff:fe43:e534/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

& Windows BT
C:\Documents and Settings\admin..> ipconfig /all

Physical Address. . . . . . . . . : 00-01-03-43-E5-34

ARANETENS AHLAY ARP FTAZMAAY IP/MAC TN EIEIR? FiED arp XMNMESIE!

[root@www ~]# arp —[nd] hostname
[root@www ~]# arp —s hostname (IP) Hardware address
RIS 5.
-n : FEHNRL IP HEKER
-d : 48 hostname HY hardware address F§ ARP table Zffifg#s
-s : BEEAD IP 5 hostname A MAC F| ARP table Zjrf

efl—: FIEBarEN EmICER IP/NAC ITRAY ARP 3RiE

[root@www ~]# arp —-n

Address HWtype HWaddress Flags Mask | face
192.168.1.100 ether 00:01:03:01:02:03 C eth0
192.168.1. 240 ether 00:01:03:01:DE:0A C eth0
192.168.1. 254 ether 00:01:03:55:74:AB C eth0

SEfI=: 4 192.168.1.100 AREMENKIMKFSEZEAN ARP RA&H
[root@www “1# arp -s 192.168.1.100 01:00:2D:23:A1:0E
# XMESHIBEMAERIFHS ARP
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WE LEREIRY, SHIRAE ARP HEEUSHY IP/MAC XTR, XIERHY ARP table &2
HSHER (—RIRE 20 7)), SEERPEERMBERITENR IP EXIME
£, PR, BMEREEENIRRITEN 1P, NEHEL, EJ9 ARP table S BEIBIEM
XN IP 5 MAC HIRIEAR ! BINRIREFFHRERNE, WAUFA T arp-s | X
MR E XFRSHY ARP St Rz !

02 3.8 100 Hhie

ICMP B2 Z 2l Internet Control Message Protocol, E4EMiHEI=H1iL 1.
EAE, ICMP 2—NMEIROUNSEHREIE, SARNINEERZ R LUFRAFRRIIMNEIEL
HUARSEBRIERME! 100 BENEZENEEH G2 —, A, XNMHEHIEMT
BFE, MEMAR P (EEF! BEidiE, IO EHE2ET IP FHER#FITHIEE
EHIMI! ERTE Internet EEIBEMIENNEE IP SHEM! 1CMP BHEZH RIS
AT S5 B4R, KT R2EEEERALA ICMP B93ER (Type) :

EANKS KABMREENXN
0 Echo Reply ((KF—/MUR(EE)
3 Destination Unreachable (FR7xHEBIHATE)IEL)

Source Quench (& router BYTAEE ST, tbERNREA] A KL & 1X iR
EIE&IERE)

5 Redirect (AREFSEEHKZFENESR)
8 Echo Request (IEKNIREES)

Time Exceeded for a Datagram (HEIEFEAFLEAFIZMNIIR P
ERGERTIRES, R SRKRRZEE 2 HZBHNIEE)

Parameter Problem on a Datagram (Z—7“ ICMP B EE ZaIglE

4

11

2 lep, 2EERETHETSREZLONE)
13 Timestamp Request (ZERXTHIiELHATEINE, BALUTEEBAEMNE

5, LUBRRZ LI EX)
14 Timestamp Reply (LB LFE 2N Timestamp Request FHY)

i Information Request (£ RARP WM A ZwI, UtiEREREF

ATEIS LR (5 2)
16 Information Reply (FALAMIZ Infromation Request flE)

17 Address Mask Request (XHERAFREIGFMN mask IZEEFEZR)
18 Address Mask Reply (MO FP mask &8 EH))
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LN 2MAFIF 1CMP RIGIEMFZAVIRTSIR ? HERNIESHE pring 5
traceroute T, XEMESHILUEIL ICMP HERHHEIREIAS ERMEEHNIRTS.
ERERMEREHE, RINREBSZEHAMEXD ICWP HHET, BARSEE
TCP/UDP ME~ZEsE E, ICWP FERUFEEIARESER, BT LiAR 8 ATLE
XAz, EARLE, ICMP HEMTANIZE IBEFLHENE !

62. 4 TCP/IP HUfEMIEME XTI E5HIE

WEZER 1P HEIAATBIFEEZERNBERFRENE, EXMHBERST W
B2, AEZAREAHERRIE, AHTR 1P BESH! ABREEENESZ—.
M Bl 2.1-4 BNATUBRREEAERITER, —1REESER TP HE, —1 2
IEEESER UDP HE, XAMHEAREZN! FHETEEBNMEEERN, 5
A EE A KIE!

O 4 1 wrsEALE ToP PN

TERTEAD 08I EEHNYT, EMEKEN IP 2 ENZERE, MikxENHE
TART24? SERNRE TP HEAT. XA TP HEKBLAZEEBKE 1P 1
BORRUThAITIE! FrLd, BB E 2.1-4 &€ —T, 4% MAC, IP 5 TCP HFBH
XA

- MAC {8 ER
IP P48 T

TCP BRI

Y

A
L ]

A
L |

MAC P TCP
1) F= 1l E e T

2.4-1, BEBERHEXME

i R

TBHRR, TCP FFRAKERIERIZHVNEXEET? RiEH~ TCP HEH
REAB KX MEFHY:
|4 bits| 6bits | 6bits 8 bits 8 bits
Source Port Destination Port
Sequence Number
Acknowledge Number

Data Reserved Code Window
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Offset
Checksum Urgent Pointer

Options Padding

Data

2.4-2, TCP HERIFRLHER

FEFE—1 TCP FHBRIFLHIE, & NBHELL Source Port, Destination Port

K. Code BERIHREERIH, KTERMNMIHRX—RKRENRIBIBEHNASIE!

Source Port & Destination Port (RiRimOM & BfruwOdO)

ft 22380 (port) ? FFE 1P HEWMEEETERIER IP HUbEERIR,
BRI M AEEREHIMEER? %iE! MEEED port LkMi!
25k YE, SERMLEBFM W ARSEE, XRTSHMENLREZEZSH—
AL client imiZERERIRO, XN imOFE port (PIXENERAIED) . EHE
B, BFPunSEEER SN SN, MOMEE client EHN EEBH—1D
port , XHEXAMENABEBFAXE [BE] RKEEHBEIERE! XME
53kiE port MIER, ALINE TCP HE LREENSH T !

Sequence Number GIELFS)
BT TCP HEWMEFAN IP HEZHF, LR TCP HIEKRKAET (KT IP
HEWRIFEE), MEEHITOER. X1 Sequence Number HEIZFEENE
BHFS, AU REFE TCP MBIRASRER.

Acknowledge Number ([BINFE)
RTHANENIRFAZAWERIFRA] client imPMXHEBEIE, I client iF
LAKHERBWRI NS AN, AFEXA Acknowledge Number BIFHIRT o
4 client HWREIXNMNIATER, FSLEEBREZAfEENTEE LW IEMRNKT
I

Data Offset (EZR}4ME)
TEE 2.4-2 BBE_ITEA Options FEEXIE! AR Options HFERKEER
EBEER, MATERAZAD TCP HEHKD, MEBEXMr&RITAAEA
BIXERIEIRAIE

Reserved ({REZ
KEAWREBFE .

Code (Control Flag, &HIFRERS)
LBIEMNAEFITNEBHAEHE, DRZIRAXDBRIBIRES, FibiEs 7
MENEEE. XAR—NIEEEEMNARE! XNMFEHEEF 6 1 bits
SRRE 6 MR, BHR 1 MABEN. SRIHHANT:
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o URG (Urgent) : &A 1 NIRRTV ZFBVAZ2EHE, BBURNIZEER
24018, BE 2.4-1 HH Urgent Pointer FERSHEEA

o ACK (Acknowledge) : HA 1 KERXNFEAWKTFTE, W5 LEIR
FlBY Acknowledge Number HX.

o PSH (Push function): & 1 B, KFREKRIIFILEMEIXEHXA
HEMITNEE, MINFFERNXHET A

o RST (Reset) : IR RST A3 1 HIBHER, REBHISHED ELER, Mk
EFEFFRIEMAFE. XUFREIR, XENEHIGEROEKN, BRiXin

[
o SYN(Synchronous) : A 1, {IRKEinsH ENFEMEZAIE,
PEEKENHEN. BETAE SN HFENHERT [ E5)] BRI

o FIN(Finish) : &R 1 , "RaREEER, FILUBHX S HIEEE, 2
BRIENZ, RELARXELRESFENANMEME.

HEFGMMEHRERE, FIKIIXEMXT ACK/SYN BHEME, XHER
SREERBIT JBHIEHE, (RA SELBIERE A EAD TCP HAEMAMMBMI RS ]
! BRREABNARNAERBEMN! KTENSE—SIILE! ZETH
VIR, BSEERITERMEEXRET!

Window GBEIEO)
FERAREHHENREN, TSNS EI ARG EHNE HHESE (Receive
Buffer) EJLUENEIE. 2 Window=0 B, XFREMEEZEH, FILUANIZE
HS(LIEIE. Window BYEAIE byte.

Checksum (FIATL ZE D)
LBEERLERELE, SHIT—MEEENE, HEZHENRIEEREE
XANFEE; MBEWHEWEIXMNEZE, SBXNNHEHITIIUE, F AL
SHEAEH Checksum EEEMES, MRBEFMES, EAFFRSBRZIHEE
Mm%, HtmERNHEMLAZ LTS !

Urgent Pointer (Z2&R
XNFEERTE Code FEEMAY URG = 1 BFIASZE/ER. AILASHE2BEERR
ERNE .

Options (EEHER})

RNt F BN A TR AR RIS ABERREE, St FRIER,
R UEREEREXEIR N XPNFEREDER.

Padding (%M & FER)
wE 1P HEEEBEER 32bits FTL—HE, Options HTFERAIEEE,
FrUAtEEE Padding FELRMLAKNE A 1T. RIHHE 32 bits RIEEHL,
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WSET TP RAHIREE, BRUKRNTHE—TRXIFIEAZREZNKOARBE
g !

18 im0 0

£ EER TCP FRLBIES, REEMNFEN 16 MNAIENKIL, JREIKIES B
MisO0.BTFRE 16 i, Bt Bfr5RIEROORKAIA 65535 S (2 B9 16 X7 !
MXMEOBHLHER? EEEMIERT, MEENE, RSESEFimEILAREE
MENE, MANIZER—NSRARORERBENGEE, FiLBETIEDX/MEE
SRIFITIHE.

BLXMEOEAITHE? BE2EIEFRNIT! 260%iE, ST E, &5
BERE— W BRS[RM, B PRSF[RESENRIE port 80 REFRHZE i
HUERHL. PRIBEERMuG ERVRIE, BGEFRRYEEE, BEAMLE, AENEHEES
Bah—MEO, FF TCP MRKEEBMRKmAMOAN 80 , MkiRimO O ZIRENBEH
BE—MEO, A TP HEHKE IP 5, EHBINE L. FEhEEEE
REANEEGE, BREREDS TR,

RAWARSOFAFIRRE, FAVRMFEGF T . R 1P ZEWEEFAE, o
MEOMZANIESH LEEFINEER! SNEFDEE 1765535 B, REEM
2MEIRS, MSEEIZNNWEEIRSEMINZER. BEIMEERRSRBAERS
RE? BMSEERRBIEFENAENITH. L, IP 2, TCP Z#E, HIEE
HRBH, REZEEHNBIA GEF) !

Tips:

BEE—MRREEHKR: [—HENLEEXAZRS, BHRIER
XEBEHHITERAAT, ZENELAMERNENHKER W T2
FTP M? | sA2iE IR O ERAEH Client REMIIAEEMN
WAREAHERE, Fan EERZIMNEEEMEENEIER W, Frid
R EBRIANR S EARSEH port 80 FREIE; MINRIREEH
filezilla RFHITESRRSEH FTP HIRZEKRET, filezilla R
g2 EARSSEEH FTP HAXIEO FUEFRE port 21) #HITIE

HEHENIER ! BRLLY AR AT UE M TIRAVELE Client SHEFEERY ’F, [ \\:Q

BIRT ({0 D =2
BEAMITRE, —SERIFIEE—E2INEERT, ZRITHN S

BMABRARMSHE O FEIBERIKOO, MENRARFHR
= Client UmRMIFE. HIRENRITEEZHNERFWER, —
FTORZARRSIERIRERINIZE O XM, SR, MREE
B, BRZIARRSBERBOENEORESHIE, RETRNH
SEHIXIE! ", AR T EAM? WH! HRZEOMSHIF
R IFEA RTINS, RIFEIE! |, W ETRAZOR AL

L

r
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= [ TSR ) %!

FPIEO (Privileged Ports)

RMETVTIROMNENE, BRER, MEMARNEH, —EBF—IM XL,
B R, FRERIBRSZMEMRITEIL? BREIR, WXERFRNIZEW KOO
1T, LUERREHIEZIRE OAMBREMNRS, Wik—k, AFSERT KA FPHE
MUK! FTLARS, Internet EHEIEBABRZISEHFRIEE port (wel l-known port), iX
Lt port number BE/NTF 1024 , BRIREA/IFZMBHIMEIRFZHKEGRAN. FEHN
B9 Linux IFET, BMERSFZS port number RIXTNERINLMEBEZE /etc/services
HEAE! KTESFIHILNERR port number S5M4EARSAIFTRL :

¥ RS BHRERE

20 FTP-data, SCHFf&RHITMSER{ER B EIEIRL MmO O
21 FTP, &ML BE

22 SSH, RAREMILIZEKILIRS R

23 Telnet, FEARYEIZEAHLAR S 2R

25 SMTP, f&j SEREFIEIEHY, FITEMER mail server HYIE[]
53 DNS, F7E{E A& FRRTRI SIS 2 AR 5525

80 ww, XNMEEIR! EEIKEEMARS S

110 POP3, HBHFUUEININ, HAZERMBIEREHEHISED it
443 https, BREMEHLHIE WWW AR 5525

B —m L REBTFENE, MF 1024 UTHIROZBEE, BiiEMNSHD
MERZ root 1T, FTLAAMEBEFHUEOM! XMRFEIBEEN, ARTEIETE!
AEIRE client imiYiE, AT client InEREENME server inZEHHE, FILL
client ¥HAY port number FR{FERAFENIEN—NKT 1024 YU EBHEBEERR port

number .

Socket Pair

HTWNEENER, ZXRENESERSSESRZmREET IP SEOF1T.
FHit, FEBEFXNEITBEIEFRZ S Socket Pair T'!
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. kB IP + KB (Source Address + Source Port)
. Ba) IP + HEYE[ (Destination Address + Destination Port)

BT IP SEOFEEAE—IHA, ALMEIUEEFERI IP:port ]3RiHER,
BNt EE F S EFRIMuEES, EFMISEMNEESENIZZ: [ linux. vbird. org:80 |
73!

6242mpmzmﬁﬁ

TCP #FR AW ERBKNEE, TEZBITITEZIHIRIARN, EFKREENHRE=
[FEAZIERNINGE. PR, TOP EEBIBRHNBIFEREE R, BHEBMAAZIERITSEMEX
MEHFE. OK, ABANMFER TP MIFRSRIIARX M EH BB SIFREA U, FHiE—
FEXNFENIERERN?  FRATLUR TR ERFAE AR

i
||}/_-'-.I-l"i' s _!.i; ]J“ E[E HiE

|- Ak
LRk i

1. GHFEY = 1024 [ port
A |2, SR TCP $:400
1 SYM=1, Seq: 10001 S Y W, :
a. 3YMN=1, Seq: 1 —— L. RS port
2. H3iEm) TCP #8 -
A ACK=1, ack=10002 B
R e h, S¥MN=I, seq=200011
N '.\'- Al B
4__._..-‘-.\
L | TCP i -
C a. ACK=1, ack=20002
™ IR TCP fHu ]
* L IR AR e e 5 D
RS I
iSqnt st

2.4-3, ZERXEZHEEEEN

ErENFHEEEERNSS, AR Ca#EenERET = MANEE, AR
PUX FHEXHL 5 N B ELHEFR A = B3 18 (Three—way handshake) o AR A TN TIEEEANRIZ(K
#E E@EA/Y A B, C, D FUPEERIEEE—T:

5 AFHELE
LR P in B EX RSB mEVLET, B EEE — N EKRBEINESE, HHES
in MBEHLEVE — AT 1024 A BRI O ORMARFDBNED. REE
TCP ByRLY T, HHEFH SN BEFNELAL (SYN=1), FHHIB T A& HEHE
A RS EIRFS (Sequence number = 10001) .
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. B: #HEIFW S AT EI&E
HRFZFFIXNHE, HERHEERWXNHEE, siesFREE—NER S
A SYN=1, ACK=1 Eh¥{El, HPAA acknowledge HISHEEEL client iR
WAH, BTLLUZEFSEE (A £ BEHEAY Sequence Si5%—F (ack = 10001+1
= 10002), FBFHAIIRFE BB NERAT P imfaser] LUEW RN EEF1T,
FRAt & & ixH— Sequence (seq=20001) A% Fim, HHAFBRHFEEERIHES
AR 5525 imAY Bl NZAE !

LE PR EIRBE RS IR ACK H=FRE (10002) FLEEWAAIAZAIABANEK
HEWERNKET, BETRNREFPHUREESRESH[HESLREIEN, s
BRHEE—NRIATE (ACK=1) #4BR%5=S, JFBI=R acknowledge = 20001+1 =
20002 %,

. D: BiSRETHIA
H—UIERIRF, RS R[IRIEITAE ACK=1 B ack=20002 FSHIEE/E, Rkt
538 L IXORAYERIL T .

thE 2, ROMETHE [MEENEN] XPMESE! AN LIRS [ imit 2
B Fin, MLMBEEIT—IR SYN 5 ACK REIZEH, FAIASHSHITZRMIR! &
WERAIEHE BBEMEHKIAEIEE, X4 [WE]) BfSRE2H2H, mE
B FHEIEEAURINRY B ! 1 Y)iE !

Tips:
L& ERiKE TP REMMERMZE, M— I RERIZEEXR, LhRFE=

B EAARE! @

1. BE: ARFERERE? /f;,f f \:“\

2. AR RIE! IBSFRERAE? z
-

3. BE: Rk idh
BB AN A Sk B A 7 L0 AT LA B 75 ZE S0, 33X 3k 2 ] S B AT ! S

Hy

il

o

r

‘32.4.3 EEIZES @AY UDP 1Y

UDP B2 & Z: [User Datagram Protocol, BRP#IEAIMN] , UDP 5 TCP A~
—#¥, UDP iR AIEMEEIE, EAMA S mEEREN— PG, X2F A7 UDP
FfEX IR, BRImEREIIFHEE, FSEEMmMMTE (ACK) H&iXinm, Frd
HEHEEH TCP FHEERATEZENKENF. ZT UP BIFRLERNNTRAK:

16 bits 16 bits
Source Port Destination Port
Message Length Checksum
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Data
2.4-4, UDP FHEMFRLFR

TCP HEIfHSRELBIAT /Y, FuilE = mAZEW | F~d, b T = E3 RS,
TCP HEMEMRERKIE. £ZT UP HERTAFERAXN L EEHEMNEIHK
1, BERELBIRRL, Bl UDP FRATLAZE Data ALIEANEZRIKIE T . [ERT UDP LLER
BEBAFELN RN —LHIER, fIIRGCEMEERGE, BAMERRXENHE
1%, hpl2lt, UDP REMMHANEEBIINER . KL IESRETHIFHFE, P
UE R BB R S EERM ERRME A REZRIB L, GRS !

B, REMWREHSEEEHRME TCP 5 UDP WL A, 28Ik, EifE
289 DNS ARSFLEIRTHEE T UDP/TCP MY . BT UDP HBIAMRIR, FRL A1 client
iR A LASEIER UDP SRS ARG =58 M. 1BERH{FER UDP BX#IZNE R T EBS IEfFARIE
ERT, EEEHR A ATER TOP (HithSCRHAITHIENEMD ., XAER] AR A FR IR
RS AT AR IR !

Tips:
WZL&NEZﬁ%lMD%?ﬁﬁiﬁ!E%ﬁ%ﬁ:FME%W§§§E£§iL\
FMEEHIT UDP 1R, EAZIN—EH—EH#, #BHEEIE a"'\\‘

FRERENE, EAEESERMMNEE! FoxE—Ei Y A E'P_‘%_
R, RBEREISTHE, R FamE. .. | = A5

02 4 4 WEEAIES 081 EEHNY

et = _iu‘l
s

HEEARBE D, HRTMERENEEZRESIRETENLE SEZTHEMER ! 3
BAEHHE EEEHBELR—HNERL (header), Lt4h, HE FHBREHSEFHNE
AHES, AFZ socket pair BEMEIREIM [KIESBER 1P LIEKIES HRIRAY
port number | . ZHFAMi, MRIFBAIEMEYIA TCP €, BB E Control Flag B
HEH SYN/ACK FEEEMNERR! 77, Fasi—snikes, B%BEE [ MR AE ]
B = BR I 2

HEI BRI KSR LIRS E— AR R E, Linux RELEER
BEoatiimHane? Xkt 2IRER, RAHENRILACLAXAZHNERE
2, MAEFF AL AENH SR RETHEARLNSH, FERESTHIR
W, HEIMRLEFEN IP « HEMEOHEZHENHEESR SN/AK FFH), Fa
MIFZHBLET, BARHEEFRPPHIAEFRET !

ZHIRG, KREBHNE Telnet XPARFHFZEBIAY, M Telnet fEHHY port
number Jg 23 , FTRA, SENEARGESTREZHBNENNEHSE, RELXIZ
HER B EHAENR port 23 , MPFZTBEEE! BRRREFHRHAER
B! R 0SI EEWMERIE, B—REARENRIES:
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. FE: ATLEXIRIES BFREY MAC #HiTHES;

. BB : EFEZHXRIESBRRE IP , LUK ICMP BI25] (type) HEITHIH;

. FMNEZE: §xt TCP/UDP RYIE O #1THESY, tBATLASHXT TCP BUIRZS (code)
FKALIE,

BRI AEERERNSERNERNES B LRNRANERE L PHITESH
15 ARz !

62.5 ZE_LE Internet BIBYEREIN

HTXALL, EZRIEZENNZR[EEL Internet [JMi! ABPATE Internet E
EHEEFEAMZ TCP/IP XNBERMYL, EAAFENFAEE Public IP RiEZEL
Internet M! {RIFXIE~ AT, REZKBELIU—HE, B [ AEFKAFE Yahoo
BIEHN IP ,BEBEHENAFTLUEER] Yahoo EH E? | MRAFBE LI a)EHIE,
B! R LUER B REMET~ =~

‘32.5.1 B 1P EM? EHZ EM? DNS FR%G:?

HW5E T ERMEARYKE, NERMEEZEL Internet ZIFEHR TCP/IP A1T! L
HEPEER IP ! @R, HEHMEBRRIFBALNETERESH, i AT
F IP X—EWHFEHRNEGHRM, BMfE IP ELEEHATHET, BERALHRZE
SBFREMEN! E4h? RER, REVTENHEENZW! PBLoEFENSZ
5#he) 1P sfRkER, RKREEZELIZITENAR, REMEZITENNENZMET,
EA IP BEEXMNEENG TH! FAAARBEZICICXELNENS, ITEHBATL
FEENT RSRIR B b N EEERT 1P, ! B 2R KIREM !

XANENZ (Hostname) XN IP HIRSG, FERREBEZA Domain Name System
(DNS) M&!tFhZLE, DNS XNARFZMFRAINGERBEHITI ENM B SZEHNE IP B
SRz ] B9—Tatil. DNS ZEMLEIME L P RS ERER B —TmE! 2E40MF
ki, BEIFREESEDNTERELN W it EERINHE, PaR—EEER
FTEMEEH) WWwW XuERY IP BTRRE? XN, EBFHSMXAL, EATFEER P &
Tk? | A, MREEFFEENENZETRNE, BRBIZHNZT! T2
http://tw. yahoo. com 13? MEEARITEMENZIAIR IP ME, EitkHILEN RS
E#INT [http://tw. yahoo. com ] BIBT/E, FHIITTEN EELFSFERE DNS FHEf
tw. yahoo. com B IP 5, BIEEiAZIM IP SREINAKRINEE, BATHINE
SRETLAEERIZ IP SREFE_E MM

RIMTIE? FHAHEHNHIZEE DNS fRZEEEN Hostname XN IP RIERE IE!
ARAHBER DNS EHAY IP S NBERVTENEMRESF AT, HFELIEZRRA
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http://linux.vbird.org/linux_server/0250simple_firewall.php
http://linux.vbird.org/linux_server/0210network-secure.php

IP BE, TAFLBIITENELIZEZR DNS ARS[EEREIER? Md! 7 Linux 2,
DNS E#l IP BUIEEFETE /etc/resolv. conf XY E B!

HRET&X ISP #RARMEMITA DNS fRBZ2[H IP BiMNAF,, FREFZFBC
THEHLA DNS EFEN, A, MRERTIETHERRERIFERH I BRM DNS
FHMR? MI! ZHXR, PBHIEKE Hinet AR AAR DNS FRFZH|[ME! IP 2
168.95. 1.1 I§! BIGFELHF NS Zf&, ARKLMAGTE, AREERENRE! FARMES
—EFEEMR IP AeELMIE! DNS ZREZM, HAVFELIIE R, FiFMRIE
HAESE+NE ONS RBH[EMHEITE S FIFMVUIAE! XEMNREINKRN!

<}2.5.2 —2AATLLE L Internet BIWNEMLE S

M EEBIERBREAZE P, FAIAE—IENNERBERANLE, HRNESF IP , M IP
BNEESH P, FAAMES IP, Network, Broadcast, Netmask FES#, b4, TE
ZEZEHEEMA Default Gateway A REWBIEFARFIERIMIBT A MIEELE.
FHh, ZEEEIENRE IP BIIFRL, BRLART AN ELLF RS — DNS PRFESHY IP
1T~ B, —AEBAINEIEES EMLEL R ? ! ma:

o IP

3 Netmask

3 Network

3 Broadcast

o Gateway

o DNS

Hrh, B§F Network 5 Broadcast AJLAZRH IP/Netmask HITTEMESE], EtE
BIHETR PC inlIMNEESH, ETEFE IP, Netmask, Default Gateway, DNS X[
M= T!

SRR BRI RREMEA ADSL RIER FWENE, FEXEHIESREH
ISP BEIFALRH, BRREFERKRFRFHITRIZER ISP WIEzRE, XLEHEME
FNERNEN EmEETR T ! ERNRZEESH (WEARMLE) 89E, BamiBE
ITIER EEMSERIEERA NS ! G—AAE! LL 192.168.1.0/24 XA Class C
ABIEIE, BLARMLABEROEN EEREFR TS

IP: 5 192.168.1.17192.168. 1. 254

Netmask: 255.255.255.0

Network: 192.168.1.0

Broadcast: 192.168.1. 255

Gateway: BNIMEEHARE, HEITACINEERR
DNS: AJAEIEIRER 168.95.1. 1
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http://linux.vbird.org/linux_server/0350dns.php

62. 6 ELOm:

& 7R B ATHI R IR 22 LALLK N4 A FRAE, (BREEARN R BUUKMEME ;

Internet EZEZHMH Internet Network Information Center (INTERNIC) Fff
HE4P,

PUKMIZKHEY RI-45 WI4RL, BT 568A/568B 1ELMIARIMN 2 AHITES
Bk ;

AR F e EEREmEIES Carrier Sence Multiple Access with
Collision Detect (CSMA/CD) ¥%ZAR, ZETF{(eindiEdich, HE=EZER MAC fUIE
R ATEEEblE (hardware address) HIBmAEE;

BT /\ERIMELZ (Cat 5 LU EFR), HMEMUKMNEA U FHEN TR
X;

0S|I EEMNI— 1N NEFEE (model) , HIEBEMEME. XEEWNUATLL
BN EERFAXE—NEREN, BE—o2E&BMIN, AEFERAEFL;

MR R E A2 287 TCP/IP XAMBIR MY £ ;

BIREEEEEENEEAN MC (Media Access Control), JREIFRAMEMH
ik, T ARP Table RTLAFISRXTRL MAC SERfitbtt ( 1P ) ;

EMEEATHE, Hub AHZFHEE, ETgsEHeMEr @S, =T
Switch FHITFHANT switch port 5 MAC BIXIRZ, EEBLR=AR T HEAIHER
o)Ra, tWEiEit, Switch HARHZEE,;

IP 5 32 bits Fr¢ARKEY, A TIERMALERICIZ, BEtbiEakUE 3RO EHE ;

IP £ZE454 Net ID 5 Host ID FEBM?, fNL Netmask XANE#E, 7]
LUZTE T3] B9ME=;

RHEE 1P RSHIK D, T8 IP BIFERSDA A B, C ZMHERIIFLL;

Loopback XAMMEZEE 127.0.0.0/8 , AEBMRMERGAIAIMEIFMIX F .

PR} AT 4R 455 43 A BE /RO X3S, (subnetwork) , T EZI1EITYE Host ID {B{LAK
5 Net_ID EOFEAR;

IP AEM, FRE Public IP 5 Private IP , XX iZEIFA o IP
5 #B GRE) 1P, FAF IP STAERBAALIEEEZE Internet E;

F—BENHEE AR, XIMEHRRIE T HENEEIRE, A
=EP, REEZAEAREMNE ( Gateway/Router ) ;

TCP Y HIRLBIE L B, A Code (control flags) FimARY ACK, SYN,
FIN FAEAGERR, TLUSHIEERNEIRINISSE;

TCP 5 IP BY IP address/Port HJLAZHAK—X} socket pair

MLEELAER XA, 7E TCP AUBKHLE P, FEHITEinSRERimA
RHY SYN/ACK HBAZESHIA, FrLA—X TCP EXHL#IARY, FEHIT=ER
ERRIZ;

UDP BN B T A EZBHEIA, BEitbE& A TR LR MEM B A TERIE
AIEERYE S, BHIansERTi@E R ;

ICMP 3361 5 F EHI TN RETE Bl R L& B UMK, &IAZEE A B ASEAF MR 5T
5
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—R%RiE, —EBEHEEAIMESHNIZEEZSE: IP, Netmask, Network,
Broadcast, Gateway, DNS Z;

FEEHB port H, KRB root AILABMA/NTF 1024 LITHY port ;

DNS F=EEBIETH#IT Hostname X IP BYIHEE;

62.7 ARESRR

£ ISP RIS T, MANREIRHERE N 1. 5M/382K , iFEIX
EHBEAL A ?

WIEER{LA bits/second, SIBEAHM bytes = 8 &,
2.2 MAC (Media Access Control) , MAC =ZEINEGERTA?

Media Access Control BI4EE, JLAKMEZEHTAERIMIE, UAKMEHE
2L MAC BB TEIEHIE .. HAET MAC LEH A AUKNE KSR,

HLRHBMIE? AtAas LTI EHE?

W HEFHWER, SRESFIT CSMA/CD MEITMILE, s (1) ML A
ME Q) MEKEMRAA, NAgESE4 BRFEREENFER, BLXHiTE
BEAREEZ LA EFHEANER, KEENEHAMSZEMIE, EREIERE.

ARP Table BUMER AT ? AN{ATAEFLAY Linux ZLEFKAY ARP FRAK?

ARP i EZEESH MAC 5 IP BIXTN, MBEMTEEENBESEERS
MRED, TREEZIEEN IP B, SieEFNEREZ MAC £i%, MA
KETBEEanEAMIET .

FMA arp —n BIF]

[EB& LB Netmask BUTERSHE;

Netmask AJLAFASRX 4315, B Netmask AJIAHEMAIIEINMLEHIRIER, X
2E A Netmask AJLAE X H—MMIEAIAK /N, AB4 broadcast BYRTEIREAT LARE
KRR ! —fkiR, HNWREZ—NKWGHEES AN, tLEEHER
Netmask &iFHIT subnet HYHIZEI.

BE—EHMIE A : 192.168.0.0/28 , iHEIXNMIFEAEY Network, Netmask,
Broadcast & A%/? MAJLUERM IP B=e5TEEEE%ZD?

EAELE 28 4 bits 2AAIEIAY, FTLA Netmask itMIs&E—1NEEFER
11110000, tERE (128+64+32+16=240) , FrLA:
Network: 192.168.0.0
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Netmask: 255. 255. 255. 240
Broadcast: 192.168.0. 15
IP: B§ 192.168.0.1 ~ 192.168.0.14 £ 14 A~a[FH IP B!

& ES, WNRMIHE 192.168.0.128/29 Wg?

EAZE 29 /™ bits NAIGN, BALAEE— Netmask AYibBiEg: 11111000
HEt R (128+64+32+16+8=248), FfLA:
Network: 192.168.0.128
Netmask: 255.255. 255. 248
Broadcast: 192. 168. 0. 135
IP: FH 192.168.0.129 ~ 192.168.0.134 i 6 ANATHR IP IE!

FHENE 192.168.100. 0/24 XA Class C HIMIE YR 4 AFiE, EEIX
N FEENARR?

%%%ﬁ%m%mﬁ,mﬁ%E%E%MNamM<Mﬁ¢bmstzm
HFHR AW, BT Netmask 35RR 255. 255.255. 192 , BNFIHESH 256/4=64
AP, MAASIZESIFE Network 5 Broadcast , FRABNFIHESE 62 MNATH
IP%.I%,EA¥HM%TH$ﬁ.

192. 168. 100. 0/26, 192.168. 100. 64/26, 192.168.100. 128/26,
192. 168. 100. 192/26,

AT EE Linux 4 EEAIEEREER (route table) ?
REEENUEALTIE route SREERE! siE I TIE route —n JRA]
TCP 8 EMEAY SYN 5 ACK fRERERIE X H{?

SYN RFIZFTEAZRIIBFEINE—IHE, FEREFEINHER;
ACK MK FRIZFEABATE, THEREINIHE!

FLR=FEE? E—MHERR EEASBE=EE?

£ TCP HBEASH=MATIE. TCP HEW=EZIBEE—MHATTEIER
MHEELE, Bid SYN, SYN/ACK, ACK =ANHEMMIATIRE, FHEWBEN
BHl. ZF UDP HEN&HE=m3iEE!

NERAIBEME? TMER switch ? IE4Sh, XL switch HIRBEHNEE
0S|I EEMNKIEILE?

EMEE, &7 switch AERMAEMA/NE 0S, FELUEE IP 3¢ MAC By
TR ; ﬁ%%ﬁﬁﬁ’] switch {UAEE MAC , #(h 0S| E_E BIBEEER)

Af] 1P BEHMELKE [EIFEE 8 A IP, HFREAE 5 MAA] ,
REFREAME? MRUMBHZRKE, ) netmask TEZD?
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EAIMRE—MIEETE, B/ IP G Host_ID £/ 0 5 1 #%
%) A Network A Broadcast , Jfl_E—ANfE ISP ARY Gateway , FRLUNE 5
ANAIUA. ARE 8 A 1P, BFLHE netmask JF/\ bits A 11111000 , #K
255. 255. 255. 248,

Internet MY LB ZE "Network Access Layer”, "Internet Layer",
"Transport Layer", "Application Layer", HEXMUES 0SI tEHYAIA
RiHITESE (BITENEEHEXIEIRRA) ;

Network Access Layer: jfiZ& Data-Link & Physical Layer
Internet Layer: tB=2Z Network Layer
Transport Layer: 2 Transport Layer
Application Layer: jfiZ& Application Layer, Persentatin Layer, Session
Layer.

BHEITEMEIAXTF NetBI0S X/MBEM MU A XIS EA, FHiFikiA
NetBI0S =& AJ AR ?

BRITS®E XE
242 Socket pair ? & HFLe B AHIE?

B IP #EHK IP address 5 TCP FHEH) port number AR, 45K BRI
uREY IP/port 5ZAHbIHAY IP/port.

IP H—E AClass HIMEZERGMANINA, BEZMER? REH
7 ?

127.0.0.0/8, loopback
ICMP X MU EERI BRI A ? B MR ] BRI HEILA?
MAMERMZ FH, A% 8 2 (echo request)

IP HERIED TIL BIFRE, BENZARSNERRA AR ? ABIRAMEFE?

AZEHBRNFERE, ZEEEZ2Ed— node HSBP—, H TIL A 0
B, ZEHBSWBBARMER. ZBIEHRKA 255,

£ Linux 3, WAEHED port number XMTFARFZAIFTR (filename)
/etc/services HEFRFLFE

HLREMIRI? HaAfm?
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http://www.study-area.org/network/network_protocol.htm

FA— hub/switch EREFIARNMNEREN—MENGRN, RRNFLE,
B [MKIRES switch Z[8]] R, PTLARTAEANENEFERIFR
SN E th EHAIERH -

. 151AR CSMA/CD HYE{EERIE?
EiERE

1. ENMRERAMER, STBmITMLE, EMEREHERN, T2ES
fRix, NS ;

2, HYEAE, RIBMHERLER, WSEHGBEMNLE, FEEHL
E—RIZEE;

3. EEEREME 16 R, NMESHERE;

FEWURAE

»

FNMRRBAEELYE, NS EITMLE, H B EHERBARPRTET;
HIEWE—MEE, FERIZFRELFAEH WAC AXSHMRFS, M
IRIEPOZEE, BURZHEER;

o

6. YIRS P AMRELEHEME, N2BMRLEENMIENRE;
7. HEEWGTER, S WC RAABKERMSTAHEOKE, &

KE R, M@ EHEE.

62.8 SEHIFESERIRIE

3l B -
A 2002/07 ktizfE, WRIBSZAANXLD, UAMAMTECRSH—LE
REEOMRIRIS, HEWEKETTFARA Netman U5 ZMAN LEY$ES | X B TS — AAt
(2003/08/03) M T HHEKIBERIEIT, SEXHXE (LXEFHHER 2002/09) B4
EF—EREENERT, FZMRXEHMNENARTSFIZIRFETEZE (2010/08), HEM
EZ(nRERTEANE, BEBERIREE, UES—LERESIE!

. E 1 ¥ERER, [Internet MEFIESESE ), MEARL AR

3 ;£ 2: Robert Breyer & Sean Riley &, M{EF, KR AIFE, [Switched &
Fast LAKMZE] , FEAREAREE

. ¥ 3: |EEE #rERIMNEIZESS: http://standards. ieee. org/

. ¥ 4: Request For Comment (RFC) F{ARICH: http://www. rfc—editor. org/

. 7E5: RFC-1122 #R/ERISTH IR
ftp://ftp. rfc—editor. org/in—notes/rfc1122. txt

5 F6: FARFEITEM: http://www. tsnien. idv. tw/, E4FMEXIRIE:
http://120. 118. 165. 46/tsnien/network/index. htm| GRZVIE I BITESR)

. E7: BEFAMEKRE T (TANET) :
http://www. edu. tw/moecc/content. aspx?site _content_sn=1707
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http://standards.ieee.org/
http://www.rfc-editor.org/
ftp://ftp.rfc-editor.org/in-notes/rfc1122.txt
http://www.tsnien.idv.tw/
http://120.118.165.46/tsnien/network/index.html
http://www.edu.tw/moecc/content.aspx?site_content_sn=1707

;£ 8: Study Area Z[M4EEAL:

http://www. study—area. org/network/network. htm

E9: EEFRXT 0S1 ERIER:

http://en.wikipedia. org/wiki/0S|_mode

;¥ 10: Phil Dykstra, Gigabit Ethernet Jumbo Frames:

http://sd. wareonearth. com/ phi |/ jumbo. html

7F11: Hub 5 Switch HYERE:

http://www. study—area. org/tips/hub_switch. htm

F12: B3 IP BRALSFXIEAA: http://www. internic. org/,

http://www. icann. org/, http://www. iana. org/,
http://en.wikipedia. org/wiki/|Pv4

SF13: T8 1P B9 http://www. iana. org/, SEMX IP #ZKXIFR:

http://rms. twnic. net. tw/twnic/User/Member/Search/main7. jsp?0Order=inet
_aton(Startip)

E 14: HXSEREE

[TCP/IP Illustrated, Volume 1 — The Protocols] , W. Richard Stevens ,

Sh e AL
RS

AL ERITIE;

http://en.wikipedia. org/wiki/Classless_Inter—Domain_Routing

PPPoE

http://en.wikipedia. org/wiki/Point—to—Point Protocol over Ethernet

2002/07/18:
2002/09/26:
2003/08/03:
2003/08/20:
2003/09/06:
2004/03/16:
2006/02/09:

FE—XSTRHER!

BT I I RES | IR FRRI L EER 9!
EFHIRE, FEEFRUXEARR, BITXE!
EINE S ERSIREEES

MASEZRRE

{&1T N-Way B9$81%, ITIEA Auto MDI/MDIX BYThEE!
BIENXERZHE

2006/07/12: &% T HBURSKE T ABBEE, B T RSEMBUERE | T HEFEIE,
d, KIEARERH

2006/07/16:
2007/10/21:

AN S B2 S !
& 14 BB UDP BYRSLEBRIA, 16 bits iRHEA 16 bytes, ERETEX

ricky. liu BY9&E0!
2008/04/21: ZEHMA chyanlong SLEYtE M, |HL BOK/NMNBEALIRIEAN byte, NIZ2F
2B (word) X,

2010/07/22:
2010/08/15:
2011/07/15:

EET Cent0S4. x FiEHIBIEE T ILAL
BETKRIE TCP/IP HHXBIERSFINDE, BEXHIRER/NE!
1EET Cent0S 5. x FHiREHISTEBENE AL
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http://www.study-area.org/network/network.htm
http://en.wikipedia.org/wiki/OSI_model
http://sd.wareonearth.com/~phil/jumbo.html
http://www.study-area.org/tips/hub_switch.htm
http://www.internic.org/
http://www.icann.org/
http://www.iana.org/
http://en.wikipedia.org/wiki/IPv4
http://www.iana.org/
http://rms.twnic.net.tw/twnic/User/Member/Search/main7.jsp?Order=inet_aton(Startip)
http://rms.twnic.net.tw/twnic/User/Member/Search/main7.jsp?Order=inet_aton(Startip)
http://en.wikipedia.org/wiki/Classless_Inter-Domain_Routing
http://en.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
http://linux.vbird.org/linux_server/1000results.php#0110network_basic
http://linux.vbird.org/linux_server/0110network_basic.php#n-way
http://linux.vbird.org/linux_server/0110network_basic.php#auto_mdi
http://linux.vbird.org/linux_server/0110network_basic/0110network_basic.php
http://linux.vbird.org/linux_server/20080421
http://linux.vbird.org/linux_server/0110network_basic/0110network_basic-centos4.php
http://linux.vbird.org/linux_server/0110network_basic/0110network_basic-centos5.php

B=E, EEMERIGE T

RIAEFHHE: 2011/07/15

EX—EBYP, RNSBETeE— NN ECIVSHHREEEHNEEERERAK], YILBRATENE
HLERRT A FEF A AR B A THUIRAOERI | —RRif, AR EEMEEAEERERTLE 1P KX
EVRBING, B ENERRKNBANERTHNEEXE, KRTHRXRWARKIRENEER
BRHLPT MZEMERIRTS . RATABIIL A B EEN BB MBI 2R EE !

1 EEME B

1.1 g E T Ak

1.1-1 Linux BE¥EM-5 PC [Ee{

1.1-2 Linux BEEEMN-5—#& PC 537

1.1-3 Linux E#EBM-iL Linux BEEFEE LAN

1.1-4 Linux BERFNIEF-1L Linux {£FH Private IP
3.1.2 MLEEEMEIN

3.2 AEFERARIASELHNES K SE RN
3.2.1 B SHEBEIRMmNY
3.2.2 Windows ™ ATTEALMLEIEETES

3.3 EXARSCHIE I : http://phorum. vbird. org/viewtopic. php?p=112104

@ @ @ @ @ e

63. 1 Eig M Lg BRI

WE TR _EMEEREME, INEMRILFRNZFIREGRESE/NEEWATHE
I EN G MERERIE!  HARM, FNXEBEFENEANE/NEFEMEREEM,
RELERBWEAAE, BN IEKE. &%t EENEFL] 93FHFEL
HEMEHEASEEREY., A, SMUHEHIERCEREELH, MREALS
BEKIIE, AIAEEN AT RMEN, 26kiE, BEFE
(http://phorum. study—area. org) B ZMAN Rk BE—(IRIEHIMEHZEER. L,
SC 4% B A5 B ) £ 1 44 B AL RS SR A !

O3 1.1 BEREmHLTL

MBT—ENEIRERIT S, RAERIZEZLMERFMERNENT . KEBTIRHIE
X,  #REEMEEME—NAZRENERNSENE S, HiEL 1P MERE
BEE—ENER. M, MR EAEZEE—REY, UK IP MBI
B, MERIFEEED!
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http://linux.vbird.org/linux_server/0120intranet.php
http://linux.vbird.org/linux_server/0120intranet.php#connect
http://linux.vbird.org/linux_server/0120intranet.php#connect_topo
http://linux.vbird.org/linux_server/0120intranet.php#connect_topo_dir_1
http://linux.vbird.org/linux_server/0120intranet.php#connect_topo_dir_2
http://linux.vbird.org/linux_server/0120intranet.php#connect_topo_dir_3
http://linux.vbird.org/linux_server/0120intranet.php#connect_topo_4
http://linux.vbird.org/linux_server/0120intranet.php#connect_hw
http://linux.vbird.org/linux_server/0120intranet.php#protocol
http://linux.vbird.org/linux_server/0120intranet.php#protocol_parameter
http://linux.vbird.org/linux_server/0120intranet.php#protocol_win
http://phorum.vbird.org/viewtopic.php?p=112104
http://linux.vbird.org/linux_server/0110network_basic.php
http://phorum.study-area.org/

ICFLARIUT ZMAN XEFFIDRVRIFHZIRE], WMEHERE [HTHEXT ] PREE
H—IR, BEATRSZB[ENEDNBEHRENILGF T, Switch IO BRI switch
MEFT, BURGEIR, MEEFREETFRELIZHREMNRRLE? JFAUR, &
X 2 M2 B RS R E R R ML EY 5370 15 5L |

FrEAit, SRRIREYEl [ BIFREFEEHRML ) i, ERNIFERNRZSLERS
EARZHEERBFICIZIHTAL, ERE—NINPBNBELEEHA A F B~ iTH
RIS, BRAMZAENERLR, BERELATIRESR! MAENBIE LHFLA
EEETNRE, HIPHaRAE! LREIREM! A, k—K, MKk
MENEFEHRAEBAAERN! MANZHELITHXE, BEERHFESEIW.

BEANITIRHNE— LB/ BB E, XENRETUAZRE—BHLEAN
me, MAUENXBRENAZSLEREENHERTS, HREZREDAEINGD
R, HMUSEANE, BB EXMERME!

FEIRE B AEHOTRE AR, RATATIARIR —ANEL switoh J9rhilsR & EERf AR & HOE
BEHL (star topology) ZEHIFIRIHRMBIBHMENT ! ERKAIEHIREEIRL M
2 [ HHM Linux BRSBERAERMES? | 2EE Linux BSEZEENSFBIZR
EEARHBSEMERIIEH Internet FHMEHRS ! M Linx 2HEE
Public IP SITFEHME SRENEREGRANEN, FULATELZEE! K
TOFUBRTEABERITI ADSL FIF B IEL K E AT R8BS .

AERTHIMES S, BEHRIRENVRAE—F ADSL HIXSIMEKAL, thatzEid, kA

B Linux 5—f&% PC (MigafiR(ERS%) #RELRE—5FZ%IEZ] Internet FHEX
1,

‘-33. 1.1-1 Linux BHIZFM-5 PC [EIHI{L

INRIRGEMEY ADSL 2% 1P BIFM (BIand&iEmT AL T 2-8 4~ IP BRI ,
PBoruE RN A AR TEREAHRR :
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ADSL P

3.1-1, Linux BRZSEEENS public IP BN AR Z— (BEBEZAAH IP 1BER)

EXFEARERN LY P, Linux 5—H% PC SITENHLERREE ML, HIRBHELLE
[RE! 1™ mRA2EEL Internet B, PATMEEEHBETF— N RNBHFAE
IP SRR DU TR AL AR T, (R AT AR IRREVE R FTENHL 2 B 4% ERYFSS
FEIE. s, Linux RSFHJ|UATLUMEARBBIXHIRS AR ERFTEMIARS HFF
Fo

HEEZEL Internet B, BEMTENL (B3 PC 5 Linux E£#) #HuLIECE
BREI®EEL, MATHRERESEHV S LB FHIMEM—P AR ppp0 O D,
AT, REIRGRRESER/NATLUERE IP T (—2 public —PE private IP),
FHit, #EENMzZEESHRENLTEAILUERARESHEBEMNER SRS, MEIRNE
HERNZEZEHMNFAE IP . XHFEHNEANT—REREFRAEXRRE, TUERREN
AR RM! ERMRMRE Linux ENESER, HMEPAR PC ZERSHEFMAY!

AR FREMER TN Bl 3R, ZAFEE. BATEEESNIRTISEMRLE
MEYER, MAEMNTRAERGE, [RABRZ—RBHAENRE], AU, =X
BIEXN R THEITEMSEFRMEHNZEIZ, F BB TGRS AN SHMERTRE) FF
RAERBISTF, MEARNTHEARFHENHEZREEMERENESN, FRUST
Mg R R, SREEITH—FIAEN! Eex Tk, FEBXFHIRGE.

‘-33. 1.1-2 Linux EHIZBM-5—/% PC 5 F M

MRFRBEZANAAHB public IP , HFEMRA Linux FRBF[IERREM Internet
B WWW 3% mail BRE, WMARIEANIREISCHRSIZH, BAW Linux BRBHRS
AEREI IR S FF B ENATITAIAE, TMH Linux 378 public IP, HIRESYIF LE
WAREYE, MTRFR:
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0
G

ADSL it

3.1-2, Linux BRZ5EEENS public IP BN AR ZZ(BEBEZAAH IP 1BER)

FRAR) LAN BT ENSAXREMER—IMMIEA, FrlE LAN Fa9REE

ERRAERA, i, SETHENEELE Internet B, WHIEIET IP 5F=5,
FRLMRBRIE 1P R & EERER SR AERL, MR P 2FEHFALURES
PrENiR &R, PBARMATAEIZIRE EEZEANE AT NG, TREBEN

BHENEENEIE, FRFYHEFN!

63. 1.1-3 Linux EIZEFAM-1E Linux EIEEIE LAN

MRENEEMEL 1P SZR[0E, BLAEEFA Linux RFZIJ|HRETERLF T !
ABLIRAT LUR AR 2k :

0
G

ADSL i

3.1-3, ik Linux &2 LAN B9TZKIER
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RXMBERT, NMEEEZLA IP MALLEAR, TEHEZISIRIAF—1 public IP
B, BAEBFERXFHARXAAT. ik Linux {EX IP DERMINGEHELMNE S, FER
Linux &EZMKMLE, TAIZXIINESA, BT Linux KIEEA public IP ,
FRAEARSS SRR E SYER EAASRE R, FRET Linux ARSSES AT AM 9 AIARRY SRS
HIRTASEZH, BT Linux BRAGERVGIEERAEM EIREWRE R, NEEAHBRRT
e Eitk, WEEEARUBREITEENERR, #H, Linux RE[HELS
MEEHRAEERES 7! "7 BFNAZHREFX MG AN !

A, BANBHE [ARFZB[RGEHIMERSBPLEMEF ), FERRXE—REND
FRAIUTLWENMEFAER, FoEEFM0, MASENHKER, HERee
MENT BB T e, BRWEE 3.1-3 RRRKRIERIE, BTFHERE LAN
EEE@EII Linux AEEBEHLEE, I Linux 3SR, BAIMENRIET, 1o,
Linux BIBRSFTEERRERT =, FlRe G EREME . BT/ NREXME,
3.1-3 IXFNZRAGIE 2 AT LARL A B SR A M !

63. 1.1-4 Linux FERFNEEF-iL Linux £/ Private IP

HATRTLAE Linux BRSFBEIAFAE LAN FEIE! BEZ? AU Linux EHMTE LAN
Em? BREHREN? &REN~ RAENMIEESFMEINNRSSIZEVNMELE
BN, TEZ# LAN BMET, BEISHAMENHEENS I, FkE
Internet BIFIEISEETIRG NIERAHNRIIRS R, Wit—RAIER AXiEimFiiE—#
EZEWHITN SRS, SASKEZEW! XMEETREEAENSEMY A9 A
EFEEX OM2) HIECE, T, KRGO T ~TEVFEEZEER. KTEINNNNE
BB B A ZR SR AR -

i lm@&

O

P ADSL SR

3.1-4, Linux FHMFE LAN BEENHEIBER

RXEFRMNUA—MEEBIERKIRA, TIAFHNLERE 1P 728, TRerNE, R
AR 1P S ZREHEL Linux EARINZIAE, BR—DNEREEN! RIEHAE
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WENAREAR, AREVIRERZESERALUER Linux FRREZAT! RIERRX
BYAEEFL2BESBYMERHE CPU, REFTENMEIROMEEBILEITE
HIBG A SRR RE

A XEBEFERRENE, Linux FRB[ENEME LAN Bl (EA private IP),
MHREST Internet RREMLEARSZET, FFAERMMNIPETNHELEESR, BATEH
ITHEEENES, ARELLBROTYETR, TRSEREEFEBEL. FrEL,
ERFFERR Linux BRS5ERRT, AEVGhFERAXMELHZN, #ehTFREEOmE
B NFS]~ (0_0).

SMENMNAFRBEEHERNFEREE, LUSERINRERTY, T2_2ERE
CHMEIMEMEE! oK! FMNIMEMEEZE EUUKNEEBRNWEHEMNE, RSES
PR Mgk, MEERER (hub/switch) . ELE Internet BUAFIREEREFE,
EXBEFEHAE. REFFFRTEALAEN, BEIEARL, XLBEHFRR—T
SEE—ITNEF, RERERZNBEEESRENENIRHMET . MAXLEHR
EERMERE Xz A AT HE e ?

0312 msmpamEy

AFER TN B ZE, ROIZES T, H1T. RI-45 MLk, Hub/Switch
MMEFFE—ERENTH, SENTE_SENEEME—F. I, TERNE
WWEARIRE, GIanEHIREERS, ARSERE ISP @R T ! —AR, EHIRRE
R ERM G AP, RAMEAT [ FEREEAREHNR R R AEGIEEFER
TR, FUSEA—HREZRSEMLERN! | GHSHTENERE! ) FALUE
FrAIEIREY ISP BB A 1T, RTEZHXEIHMBEARIMEGEAEREITTESUA.

. ENEMG RS ZEREAFR, H8. ERREARF

TEREMNBRESIHOHENERRZE Linux , /EA— Linux server EAREE. BREF
20, RZIBHENELELBEFEAFIR, HEFEHABLORE, BABFEHRBESE
AT RKAWIEIERTE. TH, FLRZIE~HENESTIERTFESE ! MAERNERBPETRER
B! ERLL, ATAME S BB EHLEMN, H B CPU SBEIMLEENMESL . aitk—3kK,

MBLbig&E, mE—BENTLUEEELLNINGE, HELZSMRERZRRSIENT
i, HIEARZTeERKENER, L2 RFAEREY!

AF, EM L ENEESIZENEREENRSESIRBRRL, GIAPAERZS DHCP
FMRBHAITFTERBHEN, 1BERE Proxy K SOL FHRFIJ|AGSERMENNENRL,
HEESEHMBETNHISERT! BSRERENELMENBRIRS, AZRELLRA
B E BIMNBREBRHIRS , AR EMF QBTN RS, Eitk BATHISUZ DN TR,
ERIEEET! UG, EXZHEBENBENEGRTHRAHTLAEX! (RAEIES,
WL ENET, HFEBHIESER CPU BT,
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Linux #IERS: ZERE. AIMEAR. REBIREIGHENSHF

RETLVIEERIRY distribution SRR, —RK 2L INREFMEELE, B5I40 Fedora , —Fh
MR E B e IBRI I AR 5%, B3E RHEL, Cent0S, SuSE & B2D %!

—iRRYE, BINNSEWRMREERGRSZ R[N, REER [REMRSVEILR ] BKIE,
EAThREFT B RAARABIIA Fedora HITASRIFFEELS, B AR O SR ENE R BN
%, BRREZER—LRIL, EARS AR BITRENRA AT RETTATENRNZ L LR,
Frd, RZRL—FR, ! REFERZINREALBFTEBENRED | BRRORZ T -

HTESFRAET RPM UK Red Hat BRZHIEFR, FRAEX BifEFEIRIER
RHEL/Cent0S/SuSE 3XJL4 Linux distributions, EAMbBIEAEBEE FERHE. T,
BEENREMATSERT SRR, XSRUERSESTLES! LLESINE
Cent0S, fb RN {BFR#ESEEMERITF RHEL , HERIAEESET yum XMNREHITERERAR
WMEHE, BASEMBIEBRE, ARAEENAMNEINE, L, BHIISSEE
XA R AR 1T AR 5528 OS2 180 !

Mek+: ZERS[MIE. AESE. RIFEFHEIGSH

—Mskis, BRIMFEN/LEBEANE gigabit FILKMERT, LR EEHINGE
Mg+, AT, ERRZNRERE, RESEEIEINZNEFEE RIS, R
BUENEE, NENNEFRERT BN, PTUAATEESH Linux FUZAIRRIRE]
EF T EIRF B IR RNZ &, AL R T ~ B ARG AEGINI R EMFRIEF 2 /T,
7 RE T IR ) £ P2 SR 48 R HEE

MRBEEIEA Linux BRFZERINE, BAIRKINLE A BEL B L IF— = 89 25K %,
REFTINANZEER gigabit MO, BEUMEENMNSEEOTREIIGEMIRFERZH CPU
TR, IREEBIYL AU Intel /3Com FHEZ MR gigabit B+, MEAMBATRE,
FAAHRAGFRNRES, S —EREENEMN. F5, MRBFESENE, HE
A LUER PCl-Express BIMLE+, MAEMEGH) PCI 0. E% PCl-Express HIfLH

T E .

Tips:
YREMEM? Byh (http://linux. vbird. org) {ERABENELHEIE

Y AthlonXP 2000+, M7EHINAG 1.56 , FHHMNEENLE ,;{ r =

HARY 3Com 3¢905C T Fr, EEE{NFA 10/100 Mbps. 1EZ, EMAZEIE ﬁ Gi 9z
BRI RRINGH ! TERRIERE, R ROANIES S St
&, REE, S
i, MR2—MEA, IBREFHARIEAFZINZHBNEN, BaA—MBZFEERITE
IRENET, IEAETNEEE R GRE 2 Real Tek 8139) REALSIZH, EH Linux K5

I FF Real Tek 8139 HUtNf, RAFRHFSNVENIEF, XHSHEFIW! MEIZM
FZRWRER (KAZFH—HRAE 200 REM)

net.giang@hotmail.com


http://fedora.redhat.com/
http://www.redhat.com/
http://www.centos.org/
http://www.novell.com/linux/
http://b2d.tnc.edu.tw/
http://linux.vbird.org/

Tips:
WREGT Linux XABLLRITHEARIETFE Linux B, BAEREFER

Linux 3RTEIRORIGR I BMIFRALBALNE ... RILREER 7 /7 . @?
SREMTIESEOI~FEFRFANRSETREA LEET {00 Des
RIMBER Logo , UAIBFELEASLS EEMEAHH, T [ s At

] I-EHAEE R~ FEIERAR EME~ 00
Switch/Hub: EEFHHE. FMHE. WENESEF

MUEE —EMREMBEEZZAEIE, Hub 2HZHAT Switch EEFMIHRAIE
HEZEE, FRPBIREEUARTRRE, AR switch LLRERAM! g, REE—K
KEMRF, AREFEERNLENETE, BRELEMIKRIFH switch B9, BIUERA—
AR RSEAARTIAEEIRY 5 port BY hub BIA] (EAR% 500 REMMEMAET) .

AR EEERXMAEEXRENEE, Hla—X LM EERIE Bytes FIHERT,
2GR EAREFERIFANEEE! OEMETRGFFER gigabit , HAPEBIELH
BERIFLTIHT gigabit FKER switch Mi! EJg 10/100/1000Mbps HYJ switch ZELb
10/100Mbps B IR L+, FHERARERZHIN ! MRRWIEETEFEZE RS, FHlInE
B Z AR FHILIEEA A cluster (MEXITEMER) , MMALH switch EEFELH
Jumbo frame XM FHFAXIMEREEHZEA 1T, TNEE £ AR !

Wiksk: ERGEERENFR. GMER, RIEKLSF

A HREMKZNRELETD, MELEREE, BRAEREZWBI~FR T MELIFR
SEMBERRESN, WEEXMELEEEZRENR? REASANSTE? BCEFIH

RU-45 AR BBENIR? MELRBEFRIFNTE? BT MBIMEREMMAE ! FLL,
BREMNEEREWAENS Switch ERHEEMINAUEF switch LRI S, BRRE
FHE BRI SERH, TEBRTMEEFHRTENCRE, BLSSEHIRETRE!

—RRE, [MEP ] S0BEINEEME LR ERMEINDE, IMBRIRLIMEEE
HORY, ATDAEEERERE. T, MRENEHRECWENELEZEAENRERE
ELkEt, LIEIEE, ERREEI~ FTAAFEZ A A BB !

Tips:

— R, HBZHNRES, BEREETHE, ER— N 5@\

B RJ-45 HELROES], BATHRLEBEENTE, magmame "/ 'b \\;‘
= i

Hy

e
=l
i3

FRBBNEMNS T . Cat 5 FRNLAMETTUABITES, HEMbT
SFRN, RFEEXIMAAE! "7 —

., -
s

TEMEBEXIRE: ZREE. fNE, RENSF

IMERMBIMER THRENAEME N, ASXEF— M tEERELHE, B2
Mi! TEMESRITEENRRERTEICAREMENBRLE, EERSPEAERUEIL
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AEFRBREEITENZIN, TEMEHREBRIEERLUAZ] 54 7 300 Mops AFART
(802. 11n WUFREMS), MNT—MRIARLMNEHE SR LYK, XHARESSE
BIEBIRT (—HRAY ADSL X2 2M/256K bps TE), MUBEILELMERE (SEME
57 client imHIFLEMR) REMKEHEME, HEHLLERTLML! mMEZTATIEEMELk
RHE e !

Fit, FEFERANEEEEET [ RENRLM ] 5E, BREXEM0EE, FUTE
M ARG HIF NS, HEASH LN MREMNEIRRTR), XUREEA
MIEEEE! TTARENEXNEE, LEEIEEEMTRIIMEREN! TEMEL
SEEEI AR, STEMRTE [RE WAC ), tl—k, EOMUSME, RiHEEHN
FANERROTARIBE, HiRTLH!

. KT EMBECH

EXE, BOMEMEAA L ERBRX LIS, EEEEAR AR, BHE. Wik
FEH, SR, XLERFEMNEFLELEAN, BRNTEREFTEMRIXAFNRE,
BRI RER~ 5, ATIMENERSEEFNER, REFHFEELRE LHEWBLEER
%A, BIRERAMBLAEIRSHMER KSR, SR ... .. KT —HE $§ B~
FRARS, FEMLE LR AW AT A EB LM IR, AETEM ENFEZHAERESRS
TEE, AFELETHMMEREBIULEM GERANEZET LNREYM, WLMERT
BLIEARMEN IS, T IEmTIEARmR MR ="

e, T B EMERE HIESTE L BURT MAETHFE | 25615k, ITELIPRE, ARHIA
AMEHEFERENE, HL. .. RETFEFE! BA 3D HKilirk R EZNREMI X
BET 3D BR] MAZME. XZEAMBEREZ—LERBAROEN, MROENE
AEHCHESEMSERRE, FAFER D 2EFEERSHETRNERELE. B, B

RNREHER CPU FBHRY, FLEBRIIRAESR. S 2HIENARS = A S
A8 (loading) XK, SHENMNBERESER, Mi™E lag i) HYiE]HRH!

B, BREFRENEANSHBERETEGRRNEHIIZEOLE L. 265K, WRERMENGE
FA USB 1.1 (A% 12Mbps), {BMLEIEREATIL 10/100/1000Mbps , FAPHREETIZRE
FAIXERITEHLAY USB R EBMNMIHIER, SKRESE 12Mbps |, U2 RIEAF—A
. BTLAN, MEEREIBHRHE, FELCAREEMMESRRGT T, EMTIAE L EM
gl

EXE, EMNEHEERFELZENSHIERE T, FERE—ENKIE, T2
SERAENERMESRRINGEMEEX. TF, MRERELGRFEHRE EEAIE,
MBLIEMRE R [ RAMBREIEZHRMEEZARM? | £ZEE! WRITERD
HiE, BRERE [ RNFEFTESREMRERER? | HitH, BRESERRBCE
X

63. 2 ABERBARPIRINES HSE RN
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FBRIEMREZBEB/HELEREN Linux RESRFBHFRIGHEPZE, SURERE
R LEEE 3.1-4 P ErEXHUR, SHTHHEM Linux ARSSERIDIRSUEIFRIARA R,
BIRR BRIV E R E 3. 1-3 MIZR NP ERNERE, BRT A LULIRE R AR S
BRANLARINZ SN, WRTELUEIREL Linux AMER LAN BUBIAGEERF L, IFRE
MEII MK ARG "

6&21&M§&5ﬁmmﬁ

FEIRIRS 38 D 2 REAE R, Bl ST REEH 2 ERENRMTEN
3.1-3 JfH, RH—ER, SIEAAXOMES TR

Router A

1P public 1P

[P 192.168.1.254/24

IP5f: 192.168.1.100/24
PP 192, 168.100.254,24

SR
centos. vbird

)

2
workstation § i
[P: 192.168.1.101 §
Ciateway: 192.168.1 .354;

i clienthnux WINxp win7
{192,168, 100,10 192 168, 100,20 192, 168.100.30
: Diefault gateway: 192,168, 100,254

e B 2

B 3.2-1. APAEANXMNIFESSHRE

EEERNMET, BINEENLBAIZ www. centos. vbird ABEP Linux FEHL, 1Z%E
M MERS router BIAES, FAAMAMIMEEREMNED, —MEOS Internet
BB, B—NMEONSAEREY LAN aif. BAAFLETFHNE [AIMEEO] ™
A THskMER] 2?2 RERER, EA—KMEZRATLUZESZAD IP F! Fit,
7£ Linux Hh—skMEEATAEE—NULER IP B! BAF—1 IP BlA—IM%EE
O, FttREmNMMEIZED (MLEJLsKMLEF) BIRlgE1iT NAT Gl IP 9 =E5ThEE
BRI EML! FTABA— 1 MEREIAIIT! Nid, BENMALEZEERERFHF BN AR
WREM, FRIMEIFETEN ST, ILREAIRME SRR E— !
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http://linux.vbird.org/linux_server/0120intranet.php#fig3.1-4
http://linux.vbird.org/linux_server/0120intranet.php#fig3.1-3
http://linux.vbird.org/linux_server/0120intranet.php#fig3.1-3

XTF5 Internet WEXHLAHE, FLANE_EXZM, BRiESEmENAIAE ADSL,
Cable Modem, FAMLEHIEE IP F, XLBENHAXBEITEEREETHRENBH.
ZTAHERAY LAN FRATEEILER Private IP RiIGEEE! EBFEBEERER
192.168.1.0/24 K 192.168.100.0/24 XJLA Class C BT, R 245%EREE, R
2EA... . KE®R! ~ " IEIEZET Private IP BIMELE, RAMES [ IP, Network,
Netmask, Broadcast, Default gateway AKX DNS AR%5z3HY IP) FFRZEE. /&
Ik Linux EHLAOXTA IP H 192.168.100. 254 , MIZE 3.2-1 WHY LAN RIES PC
ZMEHEXIZESHN A

. IP:i&EJ 192.168.100.17192.168.100.253 , 1B IP FAIEE;
° Netmask: 255.255.255.0
o Network: 192.168.100. 0, Broadcast: 192. 168. 100. 255
o Default Gateway: 192.168.100.254 (FEREHEERY IP)
. DNS: EEHEM 168.95.1.1
Tips:

REEEMLEE 3.2-1 KASMHHERML (RAIRS B FHEG 7

AT AT A | ABANMTAR LR THENE ? BB AR ©F

RO virtualbox SERIRABEABEREFEINHRES 7 ™ TN
d
A

iR, EEEREEAIFES www. centos. vbird, clientlinux, ﬁ ﬁ 23
winxp, win7 XPUER, ZEFE=HE, www. centos. vbird BTk, ‘7? 52

—IRANINKALEIER bridge R, —KSHAB=EPENEXHA
THIELE [intnet ], XHFFFLBERRE (RED X IR 1R 5 SCL00E !

LI 2RI

BHRIMEHt S RERANBERNHERE TCP/IP T ! EILRINREZEL Internet ,
RORRMISESFF TCP/IP F1T. BEBBMEAIE, ESX TR LUED &S
BRI SCRIE R BEEMA B R, a0 NetBEUI 22— NE ILAVE Zi@ .

£ Linux RGEYF, REBEMESHIREZY, 4 TCP/IP RELEERT,
FRAR A FERIIMIB R EH MBI . FAid, MREFEFRE Linux REF
RS2 E ) ZAFMIEAY Windows PC B, FBARMEEZIMIINEE SAMBA XMARS
A 1T. HHXH SAMBA HIEHNSEREANETRK. RIEAEEAR, HEl
Internet FLRLH TCP/IP RH#ITERER, M Linux KEFZHEFT TCP/IP , FikAF
FETIIMNIREBRIZAIR !

ZF7E Windows IAFELBRHA—m, EAERKEMMIES, TEEZHIMNG
Z[EF] Windows Server FTEftAIARSS, FBATE Windows Clients imFiiSEHENAE
ENE LB A 1T, —RRKiE, 7E Windows Client RGEME, &5 WA NER N
WELE TCP/IP AR NetBEUI XEMNEMMML T . ARIRIIBIL Windows 5 Linux
REMEFER M LB MEE BT, BLBsh TCP/IP tHEifE T ( EJA SAMBA ZFEH
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http://linux.vbird.org/linux_server/0120intranet.php#fig3.2-1
http://linux.vbird.org/linux_server/0370samba.php

NetB10S over TCP/IP SRiAREE R ) , i, WAILUEIRT/EEN NetBEUI XANE
W T -

'63. 2.2 Windows ™ ATHEHMLZZETEHI

BATXABRLHRLL Linux ENIRMAIARSZIZAE, PAAKT LAN EEA
Windows FEBIFALIRIZA Client, FHENRMEMEIRS, PTLLERELUEEHR] Private
IP SRIZTE Windows #R{EZRZE, WRIRE LAN BRMEEER, BARTHIRENER
LT

HANE Windows REEFTEERNMNESHPRT IP, netmask, DNS Z4h, BFEE
[ TE4R, workgroup] 5 [iHEHBZBFR, Netbios name ] FZFRIKE, Iksh, 1
AN LE LAN EERETLA NetB10S (NetBEUI) XAMBIRMNN. Fitk, FBRIERFEE
REMBAE BB MR TER, BN MERERE TCP/IP LK NetBEUI XML
MEFT! | REXZRMSALBRE! KTHRNMNBRZROMERBREGT T, FUE
3.2-1 EEAERAERXME] winxp EHLABIKRNA:

. 5MEERRESH:

IP: 192.168. 100. 20
Netmask: 255.255.255.0
DNS: 168.95.1.1

Gateway: 192. 168. 100. 254
T1E%2H: vbirdhouse
HEABIR:  winxp

O O O O O O

. TFLARYIR E AR -

IE FB| [F9R] ==> [RE]==> NHEZHER] => [WREEKIL] => %&F [X
HEAL ) bR, SHBNTEIR:

net.giang@hotmail.com



4 EEEE KB K3
—#, |FE
5
SREE: BRI RSN
SRR 0o:11:24
SERE: 100.0 Mbps
HEE
7EE
B =" ¥y B3
P i
=
Eha 83 0
[ rE® | RO
FABAC)

& 3.2-2. XEEAHIRES

FEEEHHIEE [AE] EANTHIREERS
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i EiEHEE A @

—H R
SEAREH:
Y AMD PCNET Family PCI Ethernet &«
SEMEMERER T FER O

gCliﬂnt for Microeoft Netwarks

.@,Fﬂﬂ and Printer Sharing for Micrazoft Networks
Bl (105 Packet Scheduler

o [nternet Protocol (TCRIE)

M. | AER)

feat

(ERESEE R T ABRE RS B EATE (TCRIF) - 552
%E‘Jﬁﬁﬁﬂ%ﬁéﬂbﬁﬁ » $ -1 Al s - e e

5121

[]5&84%4% » AR ABTETI
IS EEL R R ARG T B e Ierd )

[ % || @& |
3.2-3, XEEHENAE

3. ETER, ELESEE [BAE, BFRRERERAXEAN ], HAENE
[ Internet Protocol (TCP/IP) ] B, MBI TE. HETNEFELFRNEEZEDN
£ IP 2%, AEBIRTHEMREHFS!
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Internet Protocol {TCP/AP) HE E]

—H
A ATEERE S TRThEE T LIS B #IENRY [P SR - T
Rl » A Rfig R S IE AT 1P 550E -
O B&hEwE I frdkio)
@ {ERTFI IP bk )
IF {ardbiDy: 192 . 168 . 100 . 20
TR R ) 255 0255 E55 0 0
TR R I 192 . 163 . 100 . 254

(® {ER TFIEY DNS (SRSt (E:
tEF DNS (SRR SR 163 .05 . 1 . 1 L})

Hitth DNS {S]ARa&(4):

SERE (V).

[ ®me [ @ |

3.2-4, XiFEL#L TCP/IP HERNSA

4. FRBERBIRIIMNEGIRANE &5 [ Fia] ==> [=HER] = WEHTH
% | 2 LI ERR, BiETIEE I REXTEESHTENRR! BMAERHZE,
RESHED, BLRALUERFEMES!
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AL,

3 — 1 2]

—i | EihER EE HRE | AEER | BEEH | Ein

. Windows {8 T ¥ EERTE AR SR A TETEE i -
HEERREE

Foop LB S o EE GRS A R TS - SR T R
s R E BT -

EE-SEC:
wrinp

S EE - -
WAL,

[R=Es
4

@ TIFEFHE D
VBIRDHOUSE

N
L= 1L 57

& 3.2-5. XEHKHITENBRE TIFAREANS

Windows HIMZSHIZTERBEIMNE LN ! SFXERNMAEZKR IP 5

*H?él‘]%**%ﬁzﬁ’]ﬁ-tﬁﬁa KRRV ILEZIZA DHCP EAHL. NAT EHFFHFRS =M

B, SEXHREERAF Windows HIIREEEIE!

JTHE SAMBA FHIRVIZEH,

W| ndows BRI EHIHE SR EEE !

2002/07/22: %
2003/08/17:

HIERR .

2003/08/20:
2003/09/19:
2005/05/05:
2006/07/13:
2006/07/14:
2006/07/15:
2010/08/16:
2010/08/20:
2011/07/15:
2011/07/15:

MIRTERL T BB 4 SR U B A 2y
BEMEENET, BR—LEEE WEEM EMRINAS, FEMETRL

MANRB4IT .

MASE RAfRER!

BERNBHITLS PR N-Way $51%, TTIEJ auto MDI/MDI-x
BIRMNXER R A,

JAA Linux distribution BYiZBA, HEEHRKBEMAS, WHEID -
HY;H Windows 2000, 98.

BEARIBRET Cent0S 4. x HIARAREIT AL
HTRZHESH—EGEE, GEBEXTZIR, FAUEHRREDLLXE.
BEAKET Cent0S 5. x BN E=FBENELLAL

REZMZMAE 3.2-1 7! BERSZFREEFBNEHEHBEXMLIE!
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http://linux.vbird.org/linux_server/1000results.php#0120intranet
http://linux.vbird.org/linux_server/0110network_basic.php#n-way
http://linux.vbird.org/linux_server/0120intranet/0120intranet.php
http://linux.vbird.org/linux_server/0120intranet/0120intranet.php#windows_win2k
http://linux.vbird.org/linux_server/0120intranet/0120intranet.php#windows_win98
http://linux.vbird.org/linux_server/0120intranet/0120intranet-centos4.php
http://linux.vbird.org/linux_server/0120intranet/0120intranet-centos5.php
http://linux.vbird.org/linux_server/0120intranet.php#fig3.2-1

FMNE, EL Internet

RIFEFHHHEA: 2011/07/20

BT EREME Linux MESHHET T | EE_EMMEEMT, FRIMEENEEL Internet F
E—LFRNMNESERE, XEIREAE Windows RS EEAESNIZESE =5/ B4 2244 F kAR

To EX—EHH, BRMNMUEZLEZE IP MIREFNRIE Linux MNESH, EE, AR
fEF ADSL B9#&IZFH IR LM, tksh, EF Cable modem FRAEMALELE, FRLAFATHIREA—T Cable
modem 7£ Linux THIZERNE! &, BTECABNEREKXE, BEALRAEREFERATL
Mk, FELEARITHIMNT FoMLg B T480 !

4.1 Linux L Internet BIBYESEIN
4.1.1 Linux BIMKRF
4.1.2 HmiIFEM-FIENFZERF (Option)
4.1.3 Linux MEHEXECEHR
4.2 %L Internet BNIRESE
4.2.1 FhZEREE IP 8 (EAZEANE. ADSL BEEF) + AREELR
4.2.2 BEIES IP 2% (DHCP 757%, i&H Cable modem, IP 7> ZEgRHIIFE)
4.2.3 ADSL #% ¥ EM (GER&AE ADSL #WIZLURALTEIKHE)
4.3 FeieMeg—ASEIC A AN A 5l
4.3.1 TEMEEHEEMELS: AP, T&EMNF
4.3.2 KT AP MOIRE: MEREFE
4.3.3 FIHFT&M-EFIRELH
4.4 R E)RE AR
4. 4.1 NERMIE{E A S LEBA#LARSS (40 FTP, POP3) FriB BBk AL LR o] 2
4. 4.2 MUEH) T E R Ao R
4. 4.3 T AY o]
4.5 = LA
4.6 KE>JH
4.7 BEHRIESEMFIE
4.8 FTXASTHIEIL: http://phorum. vbird. org/viewtopic. php?p=112420

64.1 Linux E_E Internet BIRY;ESEIN

HETEJ/LENBIER1EE, 2BEE L Internet RIBERE—HEEN IP 5
AR, EER IP, Netmask, Gateway, DNS IP AR FHZZF. AH(1tLEE, HE
BANFNREEMNLE, B [ EEZRHMER], FUEVEMNSEREIREFZE, E
2308F 1P SHHFEEERN, RIEER! AR TRNFAFR—E, FREWTHE
MEFELX MRS, M Linux EHEIMKSEH X iZ R E?
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http://linux.vbird.org/linux_server/0130internet_connect.php
http://linux.vbird.org/linux_server/0110network_basic.php
http://linux.vbird.org/linux_server/0120intranet.php
http://linux.vbird.org/linux_server/0130internet_connect.php#note
http://linux.vbird.org/linux_server/0130internet_connect.php#note_nic
http://linux.vbird.org/linux_server/0130internet_connect.php#note_compile
http://linux.vbird.org/linux_server/0130internet_connect.php#note_files
http://linux.vbird.org/linux_server/0130internet_connect.php#connect
http://linux.vbird.org/linux_server/0130internet_connect.php#connect_fix_IP
http://linux.vbird.org/linux_server/0130internet_connect.php#connect_auto
http://linux.vbird.org/linux_server/0130internet_connect.php#connect_adsl
http://linux.vbird.org/linux_server/0130internet_connect.php#wireless
http://linux.vbird.org/linux_server/0130internet_connect.php#wireless_hw
http://linux.vbird.org/linux_server/0130internet_connect.php#wireless_security
http://linux.vbird.org/linux_server/0130internet_connect.php#wireless_connect
http://linux.vbird.org/linux_server/0130internet_connect.php#problem
http://linux.vbird.org/linux_server/0130internet_connect.php#problem_hosts
http://linux.vbird.org/linux_server/0130internet_connect.php#problem_dns
http://linux.vbird.org/linux_server/0130internet_connect.php#problem_route
http://linux.vbird.org/linux_server/0130internet_connect.php#hint
http://linux.vbird.org/linux_server/0130internet_connect.php#ex
http://linux.vbird.org/linux_server/0130internet_connect.php#reference
http://phorum.vbird.org/viewtopic.php?p=112420

64. 1.1 Linux BIMZEE

REALTIA Linux BIRBEIMER? Linux K FHMNERHOZRIG? iLRIIRT

fE— T !

IWRMEFIRERS

£ Linux EEMSMEELFEH2 AR KB, Flan /dev/hda K3k
IDE1 $ZHOMIE— master FEEFF. I, MERHNKS (Network
Interface Card, NIC) AIZLURHRITNEEZIRKRAER, MBIAMEZRK
SH eth0 , FIKMLEFRNA etht , PULSEHE.

KT MERERR ORRNIERF)

HNMEMEFELZEH, TUASARETEZOIFAERenft. —f%kiE, B
BIFTARAY Linux distributions BRIARTLAZHFRIME RS HAREEELRTR
T, BIEKITH 3COM, Intel LARAIMEI RealTek, D-Link FEMEZFEHEE
ZWIEE, MUEREFTURESIREFMBIINMER. S, A—REX
BEDREALFAEEFRLEABE (Open Source) HIEHIRZNIZERF, THER
ZMERKFTT, 15 Linux #Z0RARIZHFR, BARREESEE:

1. EFwmIFR L, BER
2. HIEME R DIRIR

LD AT PASC R MR RX RAE L | (B, ERiL DB mIEM &R DR RED
TREENTIE, MEANERIRENXAREITAESBEN LERFERDD, L
H—1REINE R EMTEERIAR Linux MESHISZHE, BASFENENE
R Linux XFFHIRERIE, GIREEMEER! 25H7H T XSEE
FEREM AL, XAk T

R, HSLBREHE Linux FIZAME-RIRIRATRETIASTTE 100% Y% E M4
FHITHRERY, FRLA, BREHMRRERFUNEBITRIEMSE FHRR T (TIE !
SR, BIOMERNERRBSERITHNEFALXEHNESME TEHT | T,
MRIFHIMBEREBEITRIFRED, BABREMRKEMMANZOE, R
HLNEBITEMFaImIFLIZER. EARREZOZHEHEX RN !

ML FrREIFINFER
RIZFRIMERELAETN LE, MEERNENTRBITRAS PCl ¢ PCl-x

gy PCI-E M93EO L, BB FEFHIANZNEREHIZOIREIVE? RIE R ! ZF
F dmesg REIRBIA] :
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http://linux.vbird.org/linux_basic/0540kernel.php
http://linux.vbird.org/linux_basic/0540kernel.php#module

[root@www ~1# dmesg | grep —in eth
377:e1000: ethO: e1000 probe: Intel (R) PRO/1000 Network Connection
383:e1000: eth1: e1000 probe: Intel (R) PRO/1000 Network Connection

418:e1000: ethO NIC Link is Up 1000 Mbps Full Duplex, Flow Control: RX
419:eth0: no IPv6 routers present

MRS 377 K 383 XMT, ATATAER X EBENAIMGKMILE I EE AR
WA 1000, MERABSAMIZEHZ Intel WMERT . eI, XMRNFENE
FEFIiLE] 1000Mops HIENTHRIME (418 1T) ! BRT{ER dmesg REifjizl
U LR RSN, FAMBATLUED Ispci REMBEXANZE SR HIEE!
WMTPA7R:

[root@www ~1# lspci | grep —i ethernet

00:03.0 Ethernet controller: Intel Corporation 82540EM Gigabit
Ethernet

Controller (rev 02)

HEE, DX EFEARZ Virtualbox (REMBIENMIME (FEEE—E
1.2.2-2), ELFERANRENLERM Intel M. WMRFRZERBSHISEFRE
HEHERRNEN, BLANZSBIIAERSHE! BIIEFR!

WP 4E R HIRELR
MRIRIE) dmesg HYMILHIRE S, FHAVFE S EHX EBEHFAERAIERZ 1000

BIZOBIRFIEIENTE? ATAFIA Ismod EEEEF., I, X PMESHREIFEXE
EEXEMFEE? {FH modinfo SRELEFHE!

[root@www ~]# lsmod | grep 1000
e1000 119381 0 <==f@SEHHNEZLH!

[root@www ~]# modinfo e1000
filename: /lib/modules/2. 6.32-71.29.1. el 6. x86_64/kernel/drivers/net/e1000/e1000. ko

version: 7.3.21-k6-NAPI

license: GPL

description: Intel (R) PRO/1000 Network Driver

(AT EHg)

tEMBESNESETIBMER (filename) KIS ! I—AHRMXHZER,
MERNEHEFRENEEBRAE. SEIENE, B

2.6.32-71.29. 1. e16. x86_64 ZAwLhRA, Ett, TEIRIZ LA E HRIEENE
FESA—#E! RilFc—8%E, EtlE, RECHERNBEHRE
Fr i 7 & E H4m 15 M |
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http://linux.vbird.org/linux_server/0105beforeserver.php#server_target_1
http://linux.vbird.org/linux_server/0105beforeserver.php#server_target_1

ABRAN(TEE RN E R E SR ? REEW! NEFRERENIRHME, 7T
LUER: [ ifconfigeth0 | REMRWMEFS. MRRBELEMEERK
£, HEREZMMEBZERT, HER, EFIT—HREEMEIE! NRE
BRI ? PBHESECHIFM-FIREIFEFIE!

041 2 HER-EEFHIZFF Option)

—MRRE, MRRBFEHRFER, BFFZREWFECHENEFNWENEF! 7
15?7 FEABEESXEHROHSEENRERMRRIESF, HE2EEERTFH~
FREA, RBW Linux FURZLIFRHMF, RAEEZEE!

Tips:

EEZaE T —RKAENFHER, ZNFHZEH AR Linux
gD, TGS EBE CHmiFZ UM, EA Cent0S R -~
BEitzil, MAE—RARETEZERSIEERXEET. FEIT fa"' f m
HEABMWZOEHIE, SFRAOCHESARZLD, RETIZH =

1T reboot , Z5RWE? ZBEMKIRENIZF THIL! FAIFEHTEEEM, —
BSEZ|ENATA tty BEANEFEHITEHIF~ER~

WRIRERRAR MG, TEZMFOEMGRES Linu MBHEFRED; &
SIRRBES L B MR A IRENIZF A BTN ; X SiE R EMRTBER L —
WA E. IR, BIGEEHREME-FBRS.

Tips:
EX b, MREERNGEES, FEAERA—TEHFERLARE f@
BRI Linux B9FH, FEABLEHT SEELFESN, B a"'f \

)

BLMRE Linux REFEFIIES. MREE FEGIREISTHNE, Z »}; _,

BAEPVIRSRIGE WU RN IER R R0 !~ " = :

EAKNXBEFERMERZ Intel B 82540EM Gigabit Ethernet IFHIEH, Ri%
FREZENRNIEZFSED Intel EMBSRIVRAE, MAEFEBTIZZ O H
HORRZARET, FRIRIZENEALIER? 18, BSFXMNMIHRZ—NEhIEN, TE
EHELNEIEFRRAFRBESIR—H, REESEENIEFAILIEAY (READ ME)
BEXEREREAIT. I, MRBARNIZFCEIRETHE R, SFEENUE
R B IR RN 2 F 4T T HE !

FH, AT RIFIEFFEEREFEFURZOEXER, BSEMRE gcc, make,

kernel-header FHHA1T. BREFRINEFEMZREER N basic server ] , XL
HENER B RER, IR BSELREXEREA 1T, XL B EAET yum
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£ [yum groupinstall 'Development Tools' ] R%&%, RANMERIHZEMEN !
PGB EBEEALEZ—N—1ELIE RPN BHEHEKRBIEIERER T ~ RO~
SARNIE, MSBEEE yum BEXH, EAARTERAEERIGFEMRLERN yun
HEIRT! EFXEREFRELRETHFENREFERFT, ETRNIMER:

1. S E 7 Mt BIIE R -

BRI, RAIAEHI S SRR, BT Virtualbox HIRRMMIR. HA1XERE
HHEZ Intel BIRF, {RATAZIIA RIS L TE:

(@]
http://downloadcenter. intel. com/SearchResult. aspx?|ang=eng&keyw
ord="e1000-"

&/E (2011/07) TEBIMRAA 8.0.30, KL ENNHIRRBIBMATES! T
U779 €1000-8.0. 30. tar. gz, EERFEMET /root KT, REHES
KA IR IF IS FZAE !

2. RS S i

fEA root RIS ITANT T/EME:

[root@www ~]# tar —zxvf e1000-8.0. 30. tar.gz —C /usr/local/src
[root@www ~1# cd /usr/local/src/e1000-8. 0. 30/
# LEATEIZERTE README BUHER, IE9E—F, XTTHERASTY
BE

# BRI ARIE, RO MERET RS R 2R !
[root@www e1000-8.0.30]# cd src
[root@www srcl]# make install

EEXMERSHWEEFTREREMETUOTEMES: /lib/modules/$ (uname
-r) /kernel/drivers/net/e1000/e1000. ko, IETFRKFK(IBEEFH X PDEIIEIR
ZF1THg !

3. BRI 5 A28

BT X MIRE LW ML, FrIARNSERBIRIBIIRERE, FREBEHX T
RiR. ERBG AR R GRXF:

# 1. EBRECEMBENEFRIBIELR

[root@www ~]# rmmod e1000
# HATERKRBFIMFSENHEHEAL! EAREHIEFHEIRR T WK !
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# 2. MEFER, HFEAEFR—THZEIREERRIMA!

[root@www ~]# modprobe e1000

[root@www ~]# modinfo e1000

filename: /lib/modules/2. 6.32-71.29.1. el 6. x86_64/kernel/drivers/net/e1000/e1000. ko
version: 8.0.30-NAPI <==FiRiXE!
license: GPL

description: Intel (R) PRO/1000 Network Driver

BRITSRT—/\EEEXN—T, S LINENRE|EMIMAS! AT, XPER
A TR DELERSRN!  Aftalk? BAfiteloE— IRz
FFWi! SEARIRINEX D 8.0.30 HUMARS ., X2k 2 EXIRARH.

WREFHBEEMEFER (Option)

WRIREFF AR RE T EFAREIS X MERENE, IBARBIM-FEUEBCIML! X
NEBERAT ARG T A, RAERZOERIRAZIM <, WBRITEREEZEESSLIE
—THERX N A1T. ELAIER? REE, £ /etc/modprobe. d/ BHRTEIL
—NEA ether.conf FIHEHE, RARFEREM K SHEIEE—REIA! X#
A8

[root@www ~]# vim /etc/modprobe. d/ether. conf
alias ethO e1000

alias ethl e1000 <==[&J} 55 MHKM -5

[root@www ~]# sync; reboot

ATHWA—THINMNEERETSEN, BESIHRZRX—REHEH, REFHF
MERZERE—TREAEMNEHINER, HUR—THRRMEBHER,
MR—IIERIRF], ARPMAKFEXT !

ZINIE IP

FH YRR, DERBEEXENMEFERES A LURFRIZELF 1P IE?
TN FohGt—1E 1P FEF:

[root@www ~1# ifconfig eth0 192.168.1.100
[root@www ~]# ifconfig
ethO Link encap:Ethernet HWaddr 08:00:27:71:85:BD

inet addr:192.168.1.100 Bcast:192.168.1.255
Mask:255. 255. 255. 0

o (ATEER). ..
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BE! ERREZSME! RAEFA ping XMESE ping — TREBRRIH T
B, BEETEAWE, MAERHMNEREE K fi! BEERAE-R
HA R !

0413 Linux MEIgERETHE

HAVEE TCP/IP HIEESHKIER: |IP, Netmask, Gateway, DNS IP , M EF
APESIERXBENEIIZEESEN® (hostname) ! kS, FHATHEIE 1P FIENS
BFENEE. DHCP W IBF, PLARXLESHFTEZSAMLREXH? MAITRE? K
TRILFEN R IE—F!

3B M 4%

gt FEMEXHEZ BEESY

DEVICE=fFHIK =S
BOOTPROTO=2 & 1F
dhcp
HWADDR==Z & Il A\ M+
+5 (MAC)

IP | PADDR=Ri =& |P it

Netmask NETMASK= 2 [ 4% i

DEIjCP = /etc/sysconfig/network—scripts/ifcfg—ethO gﬁBOOTZ%X%?X]‘AE

Gateway EittiEO

= GATEWAY=54 =2 188 11\ i)
i
NM_CONTROLLED=%R4%]
Y P E AR
5B BUEIX NI
B!
NETWORK ING=EAEH
P &%

FHl& /etc/sysconfig/network NETWORK ING_IPV6=37
12 IPv6 &7
HOSTNAME={REY EH1 &

DNS IP  |/etc/resolv.conf nameserver DNS HY IP

B IP

X RZ /etc/hosts B IP 2 7A

HIEHH
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REEERE, TEZEZRNHMEXMUMERME FI R EREME | AREEEXZ T !
MRS ERE/NTD BRI, XBLAEEIEIT. Rk, THEBSRIFREN
ZEME—T BT !

3 /etc/services
XA RNZICFEHMAE TCP/IP FERE SN, 8FF http, ftp, ssh,
telnet FHFMRFZIMENH port number , EBEXMEREIMRIL KA. RIR
HEAEN—PNHHNS port BIXTR, BEEXOXMIET;

. /etc/protocols
XMERNZEEX Y 1P SHEYAIMEXEE, €15 ICMP/TCP/UDP XS5 EHAY
LAY E X F

ABFHE EEXJLMERE, AREEUMESHET, BRAKERT ! ZTRES
HHEENIESRIE, ATLUCRILAE R AESEIAIE !

. /etc/init. d/network restart
XA script REE! AAU—OREFBHIEINNEZHNSE! HEER
HEEBETBRIMEEE X, AR LURIREIIRE RS BAR S BUE.

. ifup ethO (ifdown ethO)
B E R XA KMERE O, ATLUETXNEER script KAEE! XA
A script 2ETNF| /etc/sysconfig/network-scripts/ BHRET, EEUEHM
BCE SRR ! (IR ifcfg-eth0) .

ABRARERR XL EARNIESEEE, B! MESHIEEMAEREM! T
I, RFRITERETHE shell script , LEEEF! FEAFLUBEEANMEHILE M.
why ? XZ2FEAEA distributions BIZERIERsEERA KHEE], ALENERLL
/etc/init. d/network fEABENRY script , Eit, RRAETHRIZERNAS, R
BOMEBESHRRNEENHEREENRENE! XTIE!

FIn, FihRAY Cent0S 6. x LEEIMNEL — 1 RAFRA NetworkManager BYEK{FHLHI
KEBEMLE, TiH, BETLERIEBRERFIITEECHMEIMNE, FrURENIFIZIR
B! iT8F, FH1%R%ER) Mbasic server (B—EFERY 1.2.2-2) | ®XAIGHIEE
RIEZEE FEE~"

64.2 ELE Internet IIRERE

ARILERNAMKT, GEMXEZE FERFHME 7 ES (1) FARME, (2) ADSL [E
Z5¥#%. (3)Cable modem FH N, FHf, FHXE IP SHEREZNFS], Ht,
ETHE&NH, B—THHFHEEEE IP —EEME—X! HMtWAIKRBEHNIFE
EFREEF!
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tesh, BB FBRIER Linux notebook RY{FEF & K1, T Notebook IBE =LA Lk
MILESREENLEY, FRASSEX BHUESRNER—REEMERFAITHNIEE. EFES
B 56 Kbps HRIFMFEAREERIEBFEAEMEKHEK, FFUEXERLAZHMNEBT

Q421 FHREEE IP S8 (ERFAMLE. ADSL BIEH]) + AREELR

FRBRIEE IP MRIEERIMNESH ST, (RAZMABRERN 1P SHENF. A
ARNEEER IP REWER? —ARKY, BARERET:

ZFARME: HFERBEMNEZRATH—H IP NESH;

ElZEH] ADSL: [@] ISP HRIFMI—4HEIZE IP BIMESH;

A AERS 1P S FE SRR EIE ML : Flant A AERFAE 1P 1EARE
WML HIBENL Z FART, BRAFRAIN Linux HARUMEERMIHNE A RBIF—
HEZER IP RMESHT!

REEEEL? MR, RNMSHEZE P SHHIE—ER public IP B! Kk
ERE—HAEZHEE IP SET! FUERRERNIMEZH], FREIEMEMNE
SHHIRIREMRIEN | 57 T, BAMRE 1P B ER? REEHBE=F 321 B
EHE 3.2-1, TGS+ (eth0) RIEEA:

192.168.1.100
Netmask: 255.255.255.0

Gateway: 192.168.1.254
DNS IP: 168.95. 1.1
Hostname: www. centos. vbird

MLZEERHOMEREEXNEIHA, URENBHEFEABIESUARNER,
BEERNER—NERRERER, RRECSR/IINFBANEEERESIES,
UREEEMESHE, BASHIERT ! FEIE!

2SS
B REHSEERDWA MELERUIES

ifconfig
(1P/Netmask)

route —n (gateway)

IP %% /etc/sysconfig/network—scripts/ifcfg—ethO
3 /etc/init. d/network restart

DNS /etc/resolv. conf dig www. google. com

hostname (FE#1%&)
ping $ (hostname)
reboot

/etc/sysconfig/network

EM = /etc/hosts
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RTEATR 5T A3 L E RS TR E REITHEMNETIES !
1. IP/Netmask/Gateway HUIEE. BaISWE
WEMEZ LS HISE(ELL /etc/sysconfig/network—scripts/ifcfg—eth0, I5IC1S,

XA ifefg-eth0 515 MAY DEVICE &FMREFMEE, H A, AXMERAR
FMBRE, BEARLEHE bash WEERERNM CEEXRNE) !

[root@www ~1# vim /etc/sysconfig/network—scripts/ifcfg—eth0
DEVICE="eth0" =WEFKS, BNE ifcfg-eth0 HITN
HWADDR="08:00:27:71:85:BD" <==Fi2M&Fibilt, ERE—HKNF, AH

&Lk B
NM_CONTROLLED="no" CEAEZRHMREHMEETR !
ONBOOT="yes" EEREBRABSIIZEONER
BOOTPROTO=none =5 IPHAN, HSELXH#EIRR A dhep,

FEAATEHIN none
| PADDR=192. 168. 1. 100 <==FizZ IP g
NETMASK=255. 255. 255. 0 =R NS
GATEWAY=192. 168. 1. 254 =R TN g
# EmE EEX/LMEENE, KRR AR !

NETWORK=192. 168. 1. 0 EERBIZMERE— 1P, ATEBE

BROADCAST=192. 168. 1. 255 == 2B IS, AT

MTU=1500 ERRBRAEMBETAREE, BAEXN
EIRSL:

FEMFMRIFERIE! HEEESNTE (DENED BNIZEXE! BN
MEY script RRF|! EXLELEFNREERIGHRLAN 8 M, HiL
NETWORK, BROADCAST, MTU BE#REREE! ETSHAULAASE, |PADDR,
NETMASK, NETWORK, BROADCAST EFERXEMAHEZ U, BRMZ/LNEEMNR
TEfE:

o DEVICE: X MEEERFHEZENEERSEESHRA (ifcfg-ethl)
BNMNRERSHREA1T! SNATGEESER—L R EZMREAEBEIL,

o BOOTPROTO: /S &M% CIRY, SEMMHYL? MREFNLT IP
HIERER, TR static 8L none , AIRZEFEE IP BUBE, FH
A dhcp (PEEHET, HBAXREREZMXERA! )

o GATEWAY: RERMIZ [EBNEWNRZR default gateway] , FErLA,
WEX/NMER, FHEBER! "EFEERENFALEE! LS
RH ifcfg-eth0, ifcfg-ethl.... FZMER, REAHP—MIRG
E GATEWAY EpH]
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o GATEWAYDEV: tNRIRAAZFEHEER IP 15 Gateway , TE{FER
MLEEBIEHN Gateway (BH Router HMEBAXMEMIE), IHLATLUE
Fi GATEWAYDEV R EBEMNHEEER ! AFEX/MEEMBRERAMRZET !

o HWADDR: XMAREREMEFHIFS T ! EXE—KNFHELT,
XMNREERBIRINEE, AR, BNRFPEN EEAERK—R
—HERIRF, AR 2RI, AT, fREY Linux RATEESHF etho,
ethl &R, MEMMRMLIRERNEIL. aEJFRIE? BT MAC BREHIE
SEM-F LR, EttfsE HWADDR EiXNECE S, HUAT AR -RXt
MRSHER T ! REER!

WETEZE, MAELRNKREFHBIMFIEOL! XEFEEHENINZSH
M. !

[root@www ~]# /etc/init.d/network restart
Shutting down interface ethO: [ 0K ] <= %&XHE@
Shutting down loopback interface: [ 0K ]

Bringing up loopback interface: [OK] <= BHEZR@E

Bringing up interface ethO: [ 0K ]

# SIXXEBEHAAEMEZEO (B lo SENEHITENZEN, UM
BIEHmBH

RIFFALIBTTERS, FIETRYARUEZUREERS !

# E—: SREERRE IP BHXE, EXR IP 5 Netmask Hi!
[root@www ~]# ifconfig eth0
eth0 Link encap:Ethernet HWaddr 08:00:27:71:85:BD
inet addr:192.168.1.100 Bcast:192.168. 1. 255
Mask:255. 255. 255. 0
inet6 addr: fe80::a00:27ff:fe71:85bd/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:655 errors:0 dropped:0 overruns:0 frame:0
TX packets:468 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:61350 (59.9 KiB) TX bytes:68722 (67.1 KiB)
# BHIM LA 1P BB A ZRIEMWEE; $53EE inet addr 5 Mask
e
# XBMREERY), SEEFEREXHERBRIR, ARHEN network

restart !

#REZ: KE-TRINBHEESSER

[root@www ~]# route -n
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Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface
192.168.1.0 0.0.0.0 255.255.255.0 U
0 ethO0
169.254.0.0 0.0.0.0 255.255.0.0 U
0 ethO0
0.0.0.0 192.168.1.254 0.0.0.0 uG
0 ethO0
# Enpie LERNFRFTAE! FIEA 0.0.0.0 KRNI HEBNILER!

# BE=: MNAEESKHBEREEBIEVIINE!
[root@www ~1# ping —c 3 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

64 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=2.08 ms
64 bytes from 192.168.1.254: icmp_seq=2 ttl=64 time=0.309 ms
64 bytes from 192.168.1.254: icmp_seq=3 ttl=64 time=0.216 ms

—— 192.168.1.254 ping statistics ——

3 packets transmitted, 3 received, 0% packet loss, time 2004ms

rtt min/avg/max/mdev = 0.216/0.871/2.088/0.861 ms

# FEM! BRI ttl ARIEFAEAME anREIN [ Destination Host
Unreachable |

# RORBRIBEHIZIREY GATEWAY FRRREajEmn! EEREFLIRE

£H O
Hlfo

BIE, FETREWMRENY, AgEEERNBEHBIEEELXH? HE 2R
switch/hub BE B[O, HHERRHMEEETEIR, TRERRHIEEHZSH
IR ESRIR T ? ZiLSERAE! X=/REMEMB#HKIIZE, BA
REY TCP/IP S¥IRECLTTET ! XRAFMRULUER IP EMM! REEAR
REBEREN R EMMET . ETRMEEILE DNS 15!

DNS BRSSEEHY IP IRESWE

XA /etc/resolv.conf IREEM! S MEREBAUEARENRZS IP
ORI RZNZE ! BENTHNZER 0K 7!

[root@www ~]# vim /etc/resolv. conf

nameserver 168.95.1.1
nameserver 139.175.10. 20

HANVAPFIERIES SeedNet 7ERIERAY DNS BRZEEZ IP 1EAKRERN AR AT
BT, MRETHER&EIR DNS ARSS[M 1P, PBLEZEA
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nameserver 168.95.1.1 XANHLERE{FH) DNS FHLEIA] ! ANFanRIR QAT AER
BIZERLE DNS FIZEREFHBRIBG AIEMNET, BBARREZBFHELATHINE
BAIEHFRAEY DNS IP gEM! AREEMNAES:

# EM: FF NS BEINFEZEETR? REZRMIXIE!
[root@www ~1# dig www. google. com

. (AIHEES . ...
:: QUESTION SECTION:
;www. google. com.

;; ANSWER SECTION:
www. google. com. 428539 IN CNAME  www. |. google. com.
www. |. google. com. 122 IN A 74.125.71.106

.. (FREEER). ...

;; Query time: 30 msec

;; SERVER: 168.95.1.1#53(168.95.1.1) <=XEWHEHLREE!
;; WHEN: Mon Jul 18 01:26:50 2011

;; MSG SIZE rcvd: 284

LEMEERINER, — M EEIEEIFRZE www. google. com HJ A (Address)
S8, HFEMNEZE (Answer) BEEBREIFAIAIFN IP S¥. mEE K
Server MBIFEERE ! RFEFEER SRR EHEEIRIABER DNS ARSSEE IP
17! DALt RG], BEHERREEER DNS fRSSEE, PTRARLLIR
168.95.1.1 B9 IP bR,

FHENEN. Bah5UE

B ENNBIMEBEN /etc/sysconfig/network LK /etc/hosts XFMEE,
XENMERINBEN EERNEGIE!

[root@www ~1# vim /etc/sysconfig/network
NETWORKING=yes
HOSTNAME=www. centos. vbird

[root@www ~]# vim /etc/hosts
192.168.1.100 www. centos. vbird
# HAIEE, ITMERNERASAEMR! REHBELGINOEHERITT !

B2 FEINF EHENE, SEEHBINT A ATAFREMBVE?
EARZELXREESHRSEHT, XLRFSURFZENG, S22
HRZIZE. MEMNMEEEXHEHTE, REBSEENEHNAIT,
tt, E2EHMABZBXMERMNRS, RSEEFHRINN! BERH~EIL,

net.giang@hotmail.com



&EBNE, REEHRD. BEEFNAEFERT-IIIE, &N, R
MRS LRSS EIE !

[root@www ~]# hostname
localhost. localdomain

# ERBINE, EAREHRI! RINEESEHITRTRIEE!

# WER - FEERNENBEZEXNNE IP R? ZEWNIE, FILRESRIE!

[root@www ~1# ping —c 2 www. centos. vbird

PING www. centos. vbird (192.168.1.100) 56(84) bytes of data.

64 bytes from www. centos. vbird (192.168.1.100) : icmp_seq=1 ttl|=64
time=0. 015 ms

64 bytes from www. centos. vbird (192.168.1.100) : icmp_seq=2 ttl|=64
time=0. 028 ms

——— www. centos. vbird ping statistics ——

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.015/0.021/0.028/0. 008 ms

# ERFRNBIZE /etc/hosts ME www. centos. vbird BJ IP ,

# FTAA SRR EN EN BT NAIER IP! XEIA BT reboot HE! EEE

FHEMEES, RENNRRRXEENSE, XANMNSBE—SHERIEF EB AL
FETRIEIE! ETREEN—m, HREKIT /etc/sysconfig/network EMEH]
HOSTNAME [5, SRV EFHZE) (reboot) . BEEFHEINZHI, BEEZWL [ ping £
2] BBE time YN ALT!

‘34. 2.2 BEhEE IP &% (DHCP /3%, & Cable modem, IP D EZHIIFE)

ATEEIES IP NIMEREAREN? A2REEM? HRE IP EHFHEXRM
FHERER, FRHFSEE [Ba1EE IP | 13? A2 ExIEE IP BIIFEH!
ML ENREREAEEN? th AT M, HXmME I B—EEH1ZE DHCP AR
SHRBAMBATEN ] MET ! fln 1P SER[IMATAEZ—IF DHCP E#l. 4
DHCP 2M? ftt2: Dynamic Host Configuration Protocol BIfEE, MBZEN, fthA]
AT 7SR AEE =N I E S8 IER JE4HAY DHCP IhaeHMNSESR+=E 1A/,
¥T, BARXNFEEEMLBHENASNE? KB AIXL:

. Cable Modem: T 21 EB #0405 2 13t 4 7 I 2% [] % B ALY 75 =R !

. ADSL % |IP BY DHCP #ll: FLEEfFT%A, SeedNet BHEH—FINHE, wILL
it ADSL FHF LA DHCP WA KRBEZNENE IP , AEERIZE. EAH X
FiE!
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. IP 92255k NAT F5Z21& DHCP AREET: HIRHIENAT 1P HEF[MER,
FEZMREY LAN b NAT =418 NAT EH152%21% DHCP PREET, FARENS
IP BYF5 At X HENE !

FIKIBFZI— I HFEIRE IP MENBRE E=F, ET IP B85
DNS M RNFEFIMZE, NFEIE ifcfg-eth0 BIAINE! XAFALIEAE:

[root@www ~1# vim /etc/sysconfig/network—scripts/ifcfg—eth0
DEVICE=eth0
HWADDR="08:00:27:71:85:BD"

NM_CONTROLLED="no"
ONBOOT=yes
BOOTPROTO=dhcp

RERE! REXJLNMBET, HtiEAmits @& 2! LHZAA GATEWAY —
EARRE! BEEHETI! RAESEERSIHMLE:

[root@www ~]# /etc/init.d/network restart
Shutting down interface ethO: [OK] <= %&xHARmE
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [OK] <= BHHEZR@E
Bringing up interface ethO: [ OK ]
Determining IP information for eth0.. [ 0K ] <== FEZ! & DHCP HU%F

# (R UEE & E—ITEFIERANZEAIET DHCP #HiES IP!

BINBEMEAE 1P 53F288¢ DHCP EHl, MAUZIFERE Linux ENHMFRES
AKX, B 1P SH5 GATEWAY F, HBEREZSM! RAEHBRERE!

Tips:
EHAK E, /etc/resolv. conf FiZE# DHCP FRi&EE, EUMIRAE f@

\
(&P /etc/resolv. conf. EEZEFH ZESH DHCP FR{&1T. &~ /I'r \\

o, WNRIRERHKREKR, A4 /etc/sysconfig/network LAK = J '?;'
/etc/hosts EEITIEREHN) ! = A5

Hy

., -
s

0423 ADSL HIELF GERAE ADSL BB EAEAL)

KT REIGETHAIIA ADSL #EE MBI BM! KIX—IRIAT7E Linux E#&IE
ERINE!  ZEHRiE ERE, ATLUER rp-pppoe XEBMRAIC CE 1), BT, {Ribin
EHBIARAY Linux distributions FEEZXBFEXPMEIEILT ! Cent0S KEFMEB
rp—pppoe , RIEAEMNE, HERFEH yum KHFITREIE!
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[root@www ~]# mount /dev/cdrom /mnt
[root@www ~]# cd /mnt/Packages

[root@www ~]# rpm —ivh rp—pppoe* ppp*
[root@www ~1# rpm —q rp—pppoe
rp—pppoe—3. 10-8. e16. x86_64  <=={RHERE! HLDLREKIRE!

4%, R% distributions HEZFKEXNINMEALTIERHOERET, A
RERBIEM rp—pppoe XMIEIE, RXF, RATLARIRTRIMuEZEIGHY:

. http://www. roar ingpenguin. com/pppoe/
. http://freshmeat. net/projects/rp—pppoe/

REBBITFNREKAF., RN SRESSEXERMKT, HEITAIEEM
BREIEES Tarbal | EHEFEEELERIE. BINFIE, BABMRNEHTINH
AKX MLEFRZESER] ADSL JEHIRR RS £, REFETBEIF&LEEKVE ISP HIHEE,
=EEEN ELL rp-pppoe $RIZFEMELH. 1B rp-—pppoe {EAAIZE Point to Point
(ppp) over Ethernet Y3t mtiis Er =4 BIMLEIE O, FE itk HERIRFIRIRIERIIZ G,
SEFEE—ANLEMEIED [ ppp0 ] 1E!

MET ppp0 REMIFEUKMLE R LR, ROMBHUKMF, [, BIEKIRRK
iE, RENEERRAEREIR etho XHE! EEIEE! Bitt, HEXIERSH:

. REREIRURX A 1o 0

. P4EK eth0 XMED;
. RIZEZ RFFERIZH ISP SHIMEZR ppp0 O

B ppp0 BEMAUXMFEER, EEEAX=TEOEFER LRSI,
EAREF, PBTAKT eth0 BYER L, REATLAXEERE:

. XKML (BRIZE eth0) BIEAZEMILE (LAN) :

243k, MRRBIEMENEE=Z/E 3. 1-1 Fix, BEEDR, REI pppo
AJLLIE L Internet , {BERAMMN{ER eth0 RIREMAZRENILVE, 4
REY IP EESH: /etc/sysconfig/network-scripts/ifcfg—eth0 NIZEZL
F—NFAE 1P LUERERAE) LAN e LUEIT eth0 SRFITEANLN! RS SS

XA E -

[root@www ~1# vim /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE=eth0
BOOTPROTO=none

NM_CONTROLLED=no
IPADDR=192. 168. 1. 100
NETMASK=255. 255. 255. 0
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|
‘ ONBOOT=yes

HIFEB—HEE, Bei: [TATES GATEWAY FiE! I, EX ppp0 #%
BRINE, ISP SEXMLT ppp0 EO—NAJLLEL Internet BY default
gateway , WRIRENFEF— default gateway , FAPNMKAIRESERK IRHY
P 4% A~ 1B !

. XEREHNAESE ADSL IEHIRRIERS, HIRBAARBMIE:

WMRXER Linux EHZEEZEEET] ADSL EHIREERS LK, HARBEMAE
EHEEN, 2R, REY eth0 BHRE 1P BRBXAR, o LEHNRE
LR AB [ ONBOOT=yes ] E#2Ak [ ONBOOT=no ] ®i4F T ! M#HEA <A
BRI ? RKARW, ERREIZEE pep0 B, RESERNHIMREE eth0 , R
= eth0 A2HF IP ERHMET .

ZETHMPRREREFSE 4.2.1 FHEE IP BB S ERLCIBENA . LM, &
EZHI, IBFIAREY ADSL EHIRIERE (NEfa) BEL5ENENEZY, tIREKSS5
B, WREFT rp-pppoe , AREFRAIEIE!

1. W E R ADSL IFHIRRERRARKM K (EF1TA eth0)

KR, BEERBIUSAINNE DB EERELLELF, L, BEREEE
Al EEERRMER, —IKIA—IKXI, FIMaIABKM R 2 B EIHY
(ONBOOT=no) » ESEIfRATRENE—KM -+, PBLALFHIBIREN, HER
eth0 —NFAF IP O ! REMRMEATHERR AT !

2. BERIENIKS SEE

F7T, MAFEKREERIKS SZBIE! XNMMEREEE IRBEILKS/Z
POESALIREN AT, RRFRAEM S ERL KL T, BN FEEE MR !
(BE—T, REMREESAENZRE! 5ZATH adsl-setup N—H1F! {744
gE!)

[root@www ~]# pppoe—setup
Welcome to the PPPoE client setup. First, | will run some checks on
your system to make sure the PPPoE client is installed properly..

LOGIN NAME (M ISP ALER{SHIMKSIENAL)

Enter your Login Name (default root): T1234567
#EEN! XAPNMKSHIRZE ISP BRY, HPIIRE SeedNet , HIANZIL,
# R E Hinet AYIE, FIBEMN usernameChinet. net, FEMNEIZHE
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INTERFACE  (ADSL ifIf# AR M<K =)

Enter the Ethernet interface connected to the PPPoE modem
For Solaris, this is likely to be something |ike /dev/hmeO.
For Linux, it will be ethX, where 'X' is a number.

(default eth0) : eth0

Enter the demand value (default no): no

DNS (FLEAN ISP ALHUSAY DNS SHAE)
Enter the DNS information here: 168.95.1.1
Enter the secondary DNS server address here: <==& B _ZfH % enter

PASSWORD (M ISP AbERISHYZZRLMT! )
Please enter your Password: <==MI\ZIHX, BEISBES * !
Please re—enter your Password:

USERCTRL (EAREILI—MARBISXHA? REFEFE! )
Please enter 'yes' (three letters, lower—case.) if you want to allow
normal user to start or stop DSL connection (default yes): no

FIREWALLING (RpASESE, SBUH, MBECARKZER)
The firewall choices are:
O — NONE: This script will not set any firewall rules. You are
responsible
for ensuring the security of your machine. You are STRONGLY
recommended to use some kind of firewall rules.
1 — STANDALONE: Appropriate for a basic stand—alone web—surfing
workstation
2 — MASQUERADE : Appropriate for a machine acting as an Internet gateway
for a LAN
Choose a type of firewall (0-2): 0

Start this connection at boot time (EARNEFHNIBIEENRIEREF? )
Do you want to start this connection at boot time?
Please enter no or yes (default no) :yes

** Summary of what you entered **
Ethernet Interface: ethO

User name: 11234567
Activate—on—demand: No

Primary DNS: 168.95. 1.1
Firewal ling: NONE

User Gontrol: no
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Accept these settings and adjust configuration files (y/n)? vy
Adjusting /etc/sysconfig/network—scripts/ifcfg—ppp0
Adjusting /etc/resolv. conf
(But first backing it up to /etc/resolv. conf. bak)
Adjusting /etc/ppp/chap—secrets and /etc/ppp/pap—secrets
(But first backing it up to /etc/ppp/chap—secrets. bak)

(But first backing it up to /etc/ppp/pap—secrets. bak)
# FHAEBIFKRFENEEIEDRE:
# ifcfg—ppp0 : JRENR ppp0 XMNMFIZOMEEXHR;
# resolv.conf : XMARSHEEMNE, REBUNIRIFEN LEMAR DNS #
FEEUX ;
# pap—secrets, chap—secrets: RN ZHEHMBEXE!

XA EFLAIIMI  RERIE E—RETENEE LA username AR M,
FTHEE, [EA hinet 5 seednet FIIRERA—HH! FHIDER! TS
FosRiE Lekmy! ks, BFRINERKTESHE firewal | WEE, FAIUXER
XEZEFERBIFAER! BUBATEETEZEL Internet B! B, FE—T,
— B EFENSHIENFIETRRZE chap 5 pap(GE2), 7E rp—pppoe X
ERHH, SEAMIAEN I T BRI B IERIEIC R T RML AR chap—secrets,
pap-secrets, {RAILIDRHIEREMMIRNANE, MIEIP2MEGERILT !

iEid adsl-start, pppoe-start Ef network restart FFIR#&IE_LX

BT ADSL A R%, BESEEEFEM /etc/init. d/network restart HJ

ATALIR ! Aid, MREE—LARAREIR, WRILUER pppoe-stop XkHEH

Ll pppoe-start M BIBEIKIEFRER.

BEILRES MG ETREENEIIER, BEMARBNESENISE

O)RE! BE, MRRERNSE (ATU-R) B, 5ERBKEEMNE RS ATU-R.
BN BGHBENRGETRANKSS55ME, WKSS5ZEMBEAZMRE ISP 4

7Y, HEEFERNE (AJLAZR] /etc/ppp/ {chap, pap} -secrets WE—TEZHE

EEIR? )

FHERERLER:

THHSBIEERALUEL Internet T . BRI NGES TADISES, AJLUES
FNgE IP PPN ENTBEREERE, ESOIE:

[root@www ~1# ifconfig
[root@www ~]# route -n
[root@www ~1# ping GWEY IP

[root@www ~1# dig www. google. com
[root@www ~]# hostname
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EEEASRRIE, FEA ADSL #%RIFERIBLAXTE (ppp) Y, FHBRISXTS, i
=1REY ppp0 EIZEZE ISP BIEAN= (IP) , FRLL, it Lk, ppp0 &I
ME IP, HEEFM! FHit, HREEF ppp0 FIMESHET, ST RIXH:

[root@www ~1# ifconfig ppp0
ppp0 Link encap:Point—to—Point Protocol
inet addr:111.255.69.90 P-t-P:168.95.98. 254
Mask:255. 255. 255. 255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1492 Metric:1

RX packets:59 errors:0 dropped:0 overruns:0 frame:0
TX packets:59 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:3

RX bytes:7155 (6.9 KiB) TX bytes:8630 (8.4 KiB)

W LR, AR inet addr FLE(RAY IP , ™ P-t-P L= Gateway RIS EMi!
RBEFEE], Mask 2 255.255.255.255 (B! GHTFWY ! EFMESEE!

5. EVH#RI%INEE (Option)

WNSR{REARRR A ADSL BX#l, 1BREZMET LEMIENE, MABEIEE, BAE
REFTRBEMBE IR ZETEZEUN ADSL EAHIARERS E. FrIAT, FH{15E
&4 ppp0 BIECENHA1T. BHMEREE, 5§
/etc/sysconfig/network—scripts/ifcfg—ppp0 KA ONBOOT XAk no, R[5
1T:

[root@www ~1# vim /etc/sysconfig/network-scripts/ifcfg—ppp0
DEV | CE=ppp0
ONBOOT=no
C(HEES . ...

[root@www ~]# chkconfig pppoe—server off

RIREY, XEFRFMEEMEF ADSL HIZFERMENET ! RIRFR! ERFAERIET, R
HMENELIBEEH (update) RS, BDEFRHESHLEEE! T, EXETR
PMETIEEE!

64. 3 &M LE— LS 1 A H fx A 451

FRT{ERSLR RI-45 ZRERSRIEIEME 2N, R TIMEEICKRERHT AER,
EtEEICAREN BRI TZMEE Wireless Local Area Network, WLAN) Hifd3#s
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EE~ X REMETIR AR ES, FHRZ IEEE 802.11b / 802. 11g WAEE,
Hep 802. 11g XMREREINREE B Z AT LUAE] 54Mbps BYKF. i, IEHILLRIE
BHFAARE, ABRZ 802. 11n GE3) , XNMRERIEIRRINERE E ERIA 300Mbps R !
FRARS, FRAIISFRM TR — T To L L% !

Tips:
KERERHEEES S, BIDESRENEES Wi-Fi (TER f@\
2 802. 11 HAEFRAE) LUK WiMAX (802.16, 3¥4) &, HKRTH £ \“‘

9 2

nEEnAmREnEREEn i Exeenmmare (Y I
el =

B4 31 REMEFEEMEE: . TEFE

., - _iu‘l
s

HAVHETE RI-45 BILAKMEEHIFEF, L switch/hub LARMEE-FS5 Mg
REE, ZBMWPEELL switch/hub BIEMARIMEZIRE . BAETLME S, HA
HEZE— RN SHEE, B EEME Wireless Access Point, f&#R AP)
T! F— P REHARRRREATENEN EEAN LN RIS !

EXREEMERGHRED IP FRT, tXGSEHMNMEQ, — DA USIMNEB
B IP A8, BI—PMURIEN LAN AEBEMENAD GATEWAY BD! FREMEH L@
REZELTEEZNF, HAIRFIEZEL AP 5, BAFBATLUEE AP RiEL Internet
Hi! BAMEMERATURA TERRE:

AP ADSL Bt

4. 31, FkMERVEXHLEFR

EEES, FHf1R& PCA 5 PCB XAEENIMBERELEZMNR, FEbaE{I7TLL
HiE 2 B MR AP F1E, FTARTLUET XA AP SRiE L Internet M. FEAREE
RER LAN BEFLAYIER T, AP {aiE L Internet WR? RIAETER AP HUITHIIEOEAFE
G, AIEKIBIE AP EZIRM Web HOKZER, FELRATUSEFE AP IR
BRBERFITRE, AXEESFHMAZHRT .

EERUFEERRERIFEAXNE, ERRZENT:
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. AP : TP-Link (TL-WR941ND)
. USB BYFcZkM-+: D-Link (DWA-140), {£F RT3070sta IRENFEF

EL3EIBHIR, Cent0S 6. x FRIEASZ#F DWA-140 X4 USB WIFTL&MF, EIt/E
AEATEBEBITFHTE USB LEM-FAIREIERFA1T! ERME, HINIBZ LM
MBIAIFERZ rt2870sta, {ELPREIZEHFERAAE rt3070sta R .. AT,
BT 5. ZXHIATEIRFREI. . T5F, AR EFOBMAEIREFF Linux &Y
Tk M-EMu5 AR, £INXH USB %% Linux WIE! W MLt =. MA, 248
NEFX AN FRIFR Cent0S 6. x ATLAEFIAY RPM #4015 FAXMULINT :

. XA TR ER i -

http://linux—wless. passys. nl/query_part. php?brandname=D-L ink
FIRFTEAL RPM BYATE]: http://rpm. pbone. net/index. php3

. Ralink BEMBITE&: http://www. ralinktech. com/support. php?s=2

EERARLEAEE-MMUETHHIAMEIRE:
kmod-rt3070sta—2.5.0.1-2. el 6. elrepo. x86_64. rpm,

rt2870—f irmware—22-1. el 6. elrepo. noarch. rpm. BEISMET /root KT, ZH—
TERRE.

X3 USB ML EHEEI—MLFAK ! EAL, Linux b "Fj,

L
\ N . . A R

Mg R e E, BUTERIH! EURELE! 5F58x {00y Das

A DWA-140 RESERE RIKTREF~FIE~ TS, .. — A

432 £F w0 wige: MERLSE

MRREOL—TE 4.3-1 , PARAULHE—HER, BHRZ2: [OR AP T&
EAEMERHLIRS, ABEMIIAA LM N E AT LUE T IX 4N AP ZEIZE EIRAY LAN ],
BEME, BERNEBELSINAG LAN 2EERE, FRUARSREEE0 NS, TEERE
FERVIRZS, MM ! wRNFEAEEELECABENL TR AP 7] LUEKGR S ASEE,
LT AR S HIETRE) AP EIZ LIREY LAN , HHERTLUEEIRE AP E L
Internet , SNRMENIGTFENENISHIAA cracker , MG ABAHMIERIRE AP X
WHAAR, REWAIBBIREE? HAZRH AP! BRIESIZEER? BiERE
ME? mERAISBENAIEHEBR AR se4 53 B !

FrAMi, [ERE&ENEHNZEM—EREBRANWREN] , &L, BHATEW
EMNERRATSEISEFNEL, MEBLTLELNS, EEMBEREFES], Tkl
SERGAEIURI ? B! Fitk, HIRFSGERE AP EEEITHFRNAIREIRE, —
R AT LUK A PR A Y -
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. £ AP LEFEAMKFRS MAC) RIEAZTRAILAFEL AP AUPRE:

WMtk —3k, MRABRRIFHIMEF T REBEFIRIRE AP, HRSREAND. A
RANFZEB B, PRIBIAFHMENBEEITXN AP B, RHEE
FHIRFEN AP KT MAC BNIRE, ALFERTNMRENFES BIILFE
TSHER),, XNFELBmREI~

. WERRY AP BXALINE NG SR

H— M ECERITR AR B E B ALET Fr B Z AV IIEE A | XN ESATNE AT LT
PEEXHLRVBER S RN, (ESRMERMBEEGIV, XHthEXESE—H
ELED, BERTET client inthBEMEZAF EERKIMNMEMANESR, Bitt
A A P SR BRI mT B ALY A PR !

SR, EERHGERATUARRIZE, TFEMEFERIEH, MEE AP At
WEREBFIR MAC W+, KBIER! XH—k, SMEREMZT (£5) . KTFILFKAIK
MTE—T AP EEZLEZTHMAKIE, I ESSID/SSID 15!

2F ESSID/SSID :

B8, MRREFE AP ER—NBEMNER, BaiEEl—T, HIRMLEMNE
£ ERES, hSBEEB— AP BB XR? RE, XIE! HXEI AP HieFH—
B2, APsE2 SSID 3¢ ESSID, X/ SSID BJLUEHZ client i, X client
I BT ENLET, R EiRBAMEF FAM—38 AP , BB/ ESSID FLRFBATH
EMmANBIET | EEIFHNRGHD, BIFFK AP IREA vbird_tsai XNMNEF, H
BEF—NRABE, WENHEZWNE TEFRR:
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TP-LINK

ELRE
REEERE

ass

BRZT

Py
 mEEBEE
_mERERNTRE
M EBEMACK N EY
mGERERST

- mE A% EER
DHCP{EES
FFUEBANAT)

EEHE
FERAE T LAER
RS 1 FAERR Bl
BlIiERs h

HHEN

ARP#EE

DDNSSRE

=R RE A (SSID):

e
#e:

#;5A:

#a1:
FHERE:
Ba HgEE:

SHImEE LR
T IE RIS E TR S T

& & AR AERRE R -
Lk |

EE) <
| AR E e 7]

I
Jgg
1

30 bps

¥ EH e
V B MEsEma
[T BR WDSHRRE

DR

REF |

& 4.3-2. &M AP By SSID % EINH

mEE, #EANT AP BIREIBG, KF (1) EiRFELELMNEEER [ TT&ME
WE], ABEAINEONS (ESEMA SSID S/, AFKRT Q) EFEIH.
ZEHRZRI AN ! ZREMEEEmIT:
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| mERE
 \WPAWPA2
| memase wr [E5E8
PPN mEHL HENEE hd
. gﬁﬁgmncﬁﬂ;ﬁm Radius{fE R EIP i
- R PIE RS Radius{alB S A AL 1912 (E6E) 1 1-B4535 5 OSETRESEIE1812)
- MR RRRETER Radius Fs: |
DHCP fal M 5 S REY A 0 (DARPSTE ¢ B MES 0 » DESETEL)
SESIEEHFE (NAT) 1
EEHIE = \WPA-PSK/WPA2-PSK 3
kEBSETH HAES e R =
HEERERRAES
mEHE: AFS -
sl | 12345678%aa
PSK :
e 5 £ ()
ARPIEE (KR Ll 2 B-6 U AIAS CIRE[D- 9iA- Zia-2]=h 8- G AR G5 fATRE[0-QiA-Fia-T)
DDNS=E S REY R 0 (LEFETE  BMEBI0 » OfEFETE)
F&ETH
=~ g
B f

& 4.3-3. &M AP HEZHHIREINE

FAVFIEEFE (1) TEMEMBRE, REEGBEEDO (2) =i WPA-PSK/WPA2-PSK
MmEAR, RE QMAMZNERKE, SFXBESENEREREBIENER,
INIREAEFHR! HEFERTMEFEERT. XPMERIMESBRTENHIE:

. SSID: vbird tsai
. 4RI 123456789aaa

XIXZ2ANeBREA! AP RERMEBIL AL, MREHREEAERNMS, EEITE
B AP HYIRAEFARG !

04 3 3 FIFFRERE IR

FE&MEERZER, SEHEEMNR USB &M, FRLUEEMESREIREX
KM, MISEMER Isusb KIEE, MROTMRAZFr, TEEBITHIFRNIEF
17! ARIAMA, FANMENIEFEZRIRE /root KT T !

1. REREFEOBGEE.

1R USB T4FEHRESRMT:

B ———
[root@www ~]# Isusb

Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 1.1 root hub
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Bus 001 Device 003: ID 07d1:3c0a D-Link System DWA-140 RangeBooster
N Adapter (rev.B2) [Ralink RT2870]

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

# 2EREN! RE, BMEL? FHER! BREETHEEE!

HEBRREBXNBMFKS: (modinfo 5 iwconfig)

FIEZ O U ERX K, {BE R REIE MBI INEARIRYE ? SRARRE :

[root@www ~]# iwconfig
lo no wireless extensions
ethO no wireless extensions.

# ZBHIBA wland ZXHMFA ZHRIE! LUK BINEIERHRRM !

E g B M EMRRENIER, IAEILRITRZEZRIMITEH) RPM BRZNFEFAE !
B84 USB K ik, 9*)‘%””‘* RPM #H%. REMNFEFERIFTICT !

[root@www ~1# rpm —ivh kmod-rt3070sta* rt2870-firmware*
# XNNESHITRA, NFI2F7E UM EE 4RI F !
# XNRRMTEZE, 518 USB MIRIEN USB EHEID!

[root@www ~]# iwconfig
lo no wireless extensions.

ethO no wireless extensions.
=10} Ralink STA

XA iwconfig RRAEIEATEMEREZRHII—1NES, 5§ ifconfig 2!
g, HFNVER iwconfig B, MRBLIM LRAIFHRFHE, BRRTIZME
BEOFEANREEMEHEREN! BREFMRESBERITEMER wian0 Z 3
RS, PExKMEEFER ra0 EARS, BEBH!

FIFA iwlist {5l AP :

7T, ETRETH? SREERRNNTEMFE2TEEBIKE] AP ! FTIL,
BARMNBREITEMF, MFIH ifconfig BIF:

|
‘[root@www “1# ifconfig ral up

BaIM-EEFEELUX N FRIESHBNMX BN T LEMENT! EF Tk, HiEFE
F iwlist REEAX A?EQ)*EI_J‘F%‘Z—rEEﬂE'
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[root@www ~]# iwlist ra0 scan
ra0 Scan completed :
Cell 01 — Address: 74:EA:3A:C9:EE:1A

Protocol:802. 11b/g/n

ESSID:"vbird tsai”

Mode :Managed

Frequency:2.437 GHz (Channel 6)

Qual ity=100/100 Signal level=—45 dBm Noise

level=—92 dBm

Encryption key:on

Bit Rates:54 Mb/s

IE: WPA Version 1
Group Cipher : GCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK
IEEE 802.11i/WPA2 Version 1
Group Cipher : GCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK

C(RTHE) ..

MEBERIAEER (1)XNTLk AP BIEHY, FEEEBFE (2)ESSID MEASE
IREERY! HAML, (3) ENMERIHLEIZ WPA2- PSK L RREBSHN ! X5HT—/)
TH AP RERMEFEH! D ERNITEINER 6 5, ETRE? RISEXE
BECEX M, XEMREG, 155 %ZIIJTE’JHBBEWE:

o https://wiki.archlinux. org/index. php/Rt2870

[root@www ~]# ifconfig ra0 down && rmmod rt3070sta
[root@www ~1# vim /etc/Wireless/RT2870STA/RT2870STA. dat
Default
CountryRegion=5
CountryRegionABand=7
CountryCode=TW —=/AZEHERKS!
Channe | Geography=1
SSID=vbird_tsai <=={REY AP BY ESSID HZ!
NetworkType=Infra
WirelessMode=9 ==57J sk AP ZHRIIMINA X ! S%E LA AR
Channel=6 <{==5 CountryRegion R{iuNZIAYSTESR XHIK

. (REJERE). ...
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AuthMode=WPAPSK <==EHATE AP FRERNIAER

EncrypType=AES <==H XA UERS BY 710 225 41, 31 A !

WPAPSK="123456780aaa" <==%$A%M! RFANS| SIHEFRIE!

L (RTERR ..

# SELPREEKNE, e AR S, HERN S ERERIAE
BIA],

# BEAIERR, §IX ifconfig rald down 5, XMERSEZHIUHEKIE

N

[root@www ~]# modprobe rt3070sta && ifconfig ral up
[root@www ~]# iwconfig ra0
ra0 Ralink STA ESSID:"vbird tsai” Nickname:"RT2870STA"
Mode:Auto Frequency=2.437 GHz Access Point:
74:EA:3A:C9:EE:1A
Bit Rate=1 Mb/s
RTS thr:off Fragment thr:off
Encryption key:off
Link Qual ity=100/100 Signal level:—37 dBm Noise level:-37

Rx invalid nwid:0 Rx invalid crypt:0 Rx invalid frag:0
Tx excessive retries:0 Invalid misc:0 Missed beacon:0

INRIGF LI E SR, BRARTIERNEEMFELS AP ZE EET ~HRN
BREMBREEHE! "~

WEMERECLENH (ifcfg-ethn)
EAFNBMERFERANKSE ra0, FIALEEERE
/etc/sysconfig/network—scripts & EFHEITMAIFERA TR ! mAFIHRNIEY
XRFESEREEMF, FFURZEEEHLSERNUAKMNERARR, 1F4089
EMTERERATUBITEE—TRTHIEE:

o /etc/sysconfig/network-scripts/ifup—-wireless

ETHAMFZRIRE R X

[root@www ~]# cd /etc/sysconfig/network—scripts
[root@www network—scripts]# vim ifcfg-ra0
DEVICE=ral

BOOTPROTO=dhcp

ONBOOT=no HMENBE, XK ves BENAJ!
ESSID=vbird tsai
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RATE=54M <= AJLA/AXIEERWANER, 5 L@ iwconfig fEFE, B

b/s

EAERIZIA ONBOOT=no HIIZE, MRREEF XA T, MFESBE
anh, FIFMHIZES ves B! BNFKIZEN no B! EFFHHLL ifup ral
SKBEhENE] ! BRERE! Rt AiE, REOEEMNFELLURFIRNGHEE TIE!

RirEmpE! =7

Tips:
B FERNMNELE XHHRNBE2ENKIL iwconfig BISEM r@\
B, FFLAMRBRTRILAER ifup—wireless BIAZESM, BILL man K:"f N

weonfig , & HTEH B IR B EEMSMLARE ESSID B ) o
KEY i8B! "~ " — A

5 BERISYETLMF

A

b

r

EZEEE ifupwlan0 KBS, RETEM ! EMEFA iwconfig K ifconfig
FRME, KNRECHEERGM! ~

[root@www ~1# ifup ra0

Determining IP information for ra0... done.

BAORERRXAEEE! —fkiE, BRItERERNWEICKRBHAER Intel Ttik
P4&IER (Centrino) JEFT Linux BY ipw2200/ipw21000 3R, FRLLZE EHER
R EF Cent0S 6. x FUKFAZF, AV EFIRELEMEIRENER! EZES
T BB AR IB RO T MG B ] | RIREN FEIR ! AELEEMNSEEZRL, 5
FERINHIFZ 5L EM-FERINES, (RAIABITRIEFER SR LN <A XMIE
BEGCEe! "~

64. 4 'F e E i R

HEXMNHHREZN! EARTLULRESTERE, TH— TnfF HARLLER
SREBRHIMEIEEEE! KTHRMNREXLNE R e R R EE!

B4 41 ABEEERAREBIIRS G0 FTP, POP3) FHBSIR BT IR )5
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REFE AT XFRERE: [RERVABXEMZAF/LETEN, XILER
HEHARHZER - MEZ A, MERZBEEREEE, ATAKER popd HE
= fto EERH Linux ENKERHFALEL? BRELZE, RERXKEIES! ]

BT ML BT, REBBENBSEHEAENAFRNENZEER 1P, KIERIAX
FHEH. EERESFNLEE, F1IKXZEM Domain Name System (DNS) FRZifl
AENZE 1P MNAE M, BMEHNELEIREIA /etc/resolv. conf EHERNIKE
By IP F3k, WMRZAIREIEFRA DNS IP MiE, BBARNBMIEZTARENRZS IP
BIXTRL T o

NFRESFNATLAXHIEE, BRMRZHNABMIEAIFAE IP EHE? BEA
EFE 1P BEN, FRIAKARTEER /etc/resolv. conf BYIEEREIAZE]X ZRIEHHY
AW RELD? EHE, MERBPENZBILEZEREERNENRS IP 895
R, BB aTgt IR EHFEET TN AT REIENE, XNEME—REEFLE 30-60 7,
Eit, RENZORBENIS SIFEREEN S 30 i, URMSERFTIER delay BIER.

XA E A EEAERRY LAN , BIanfER 192.168. 1.1 BIEHERHLE]
192.168. 1.2 B9EMN. XANOIRE R AT LUE TSR 4 AIR E RS EH B REE,
BREXZHRERZABAX MG, FHit, BERENT Z2BEIATEARE,
HEHEREEREMSWMEIEE] N, BEMEX N EIEM! LHZE FTP & POP3 &
MBI ERE R

A2 anfEdd X MER? ZERNFERE 8 TFTATNENSHEN—NBIRE
IP BIXTRZ ] BIAT. 2615k, FNAEFGBENBE—NENEZA localhost , XK
2 127.0.0.1 , AftAWR? EAXA 127.0.0.1 5 localhost HIXTR 1S Z|
/etc/hosts AMF! HENFEENES IP XTI, REMSEE /etc/hosts
SN EE, WMRHZEAE, FLEF /etc/resolv. conf BNEEEFFFMK. X
M, REAR TIR? g2, REZKT /etc/hosts, IMATEENS IP BT,
FREE TS MR EH BT !

TEETE? rLUR, REEFRE A8 1P NHENSHENZMRBANRE
/etc/hosts HP T ! XEAMKNEEINZZENMT, 5B EFEANMEELE
. F{1REFE—F /etc/hosts BEAIZERNSIE!

[root@www ~1# cat /etc/hosts
# Do not remove the following line, or various programs

# that require network functionality will fail.
127.0.0.1 localhost. localdomain localhost

oo #FEMM P FENMEER FAMRE

A LEMNFEATREZMAI TIRENFETIE! REAMW! XE! AR 1P FNE
ami! PBLIEFBEAMTLIZANEGH ping localhost RIEHE, HUTSEW

127.0.0.1 THE! PRERBEAXMERFTHIMI! ME localhost A—ITREEFIEH) !
BNRZHRERSZARERSTEREBDN! F7 ! BLARKREBWEAI BRI EN
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IP S EHE! HA, B—MAEMBEM—MRERNEZE, BMES client BIITEN
BIMEEARMRKFREM! USRS, tRILEERIMAIZ T DHCP BIRHE, ARAF
FLTBEIFERBHY C Class HIFFBMEXEERLME N /etc/hosts &, BREETX
=R

[root@www ~]# vim /etc/hosts
# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0.1 localhost. localdomain localhost
192.168. 1.1 [ inux001

192.168. 1.2 [ inux002

192.168.1. 3 | inux003

192.168.1.254 |inux254

ik —sk, NLEM—EHENELR, NRLEER—IMEH— 1P, IFEA
URPREAEEE]! BBIR! IBAXANZEENRR, RASRSFNFILEF S !

04 4 2 WULFITE BRI 55

RZEEEIH— R R AT ARIZE LN T, WAL ping BIEFEETERAY IP ,
BAMRETEEEUMIIE E Internet B! | 12! #5%E! BIEA2—ERER
4N DNS fEHTHYICIRANDS ? IFHi ! 5k = R FRERAT AS XML | B IR EL— T /etc/resolv. conf X
MYRIE! XK EE ISP A41RAY DNS EHAY IP SLATLAML! 520 Hinet AY
168.95.1.1 K Seednet Y 139.175.10.20 "B ! 540/ TAYSEHI GXANSEHHE AT L BB
T! ")

[root@www ~]# vi /etc/resolv. conf

nameserver 168.95.1.1
nameserver 139.175.10. 20

AEMNEESAEXMMLERE, EARSH EERXBZRERA NAT EHH IP,
PBRARZANH! RN ZZFAEEENHENA, KT DNS i EHEEERLE
HAREERT! RIERHMERMERERRBEAE, BT BIEE!

0413 MRS
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EERNEAERIIINEEMEP, FT2HTRZSMINLEHE (default
gateway) FEXAVIRAAMS? TREEHBENE—, ARG AE—MiEH 4 EH 153
ERMBFHEN K. EBRINTEAEEEMNNEIREXHR
(/etc/sysconfig/network-scripts/ifcfg—ethx) MERERRILLIEE [ GATEWAY | X4
SH, BXNSHESIKENE, BRI HLK I !

ZEGIRIE, REY ifcfg-eth0 FSRMAMIIMIBAIDE, FRLMREIZIEERNIZE
GATEWAY ARECH IP , {BR1ZEH AR ADSL #&#E, FMUUSRERIIES~E
— ppp0 EYFEEO, XA ppp0 EHOWLBBECCH default gateway , #F7T, ABAHIR
EREHEEZEER Yahoo XNIEARMIRIENE, XNFHERERE eth0 T2
ppp0 MR ? EHNFEANERHE default gateway !

RiE! RZIBAMEXBRNER! EESEIL~AL, BEIE, REY default
gateway MiZREER—1, WNRIERIZ, FFAEHE ifcfg-eth0 HHIEE GATEWAY 3%
GATEWAYDEV T &, EEFE!

EZHIMEREESERESENE Linux MEITHERITRER.

6345E§@W

- Linux AKMIEREIERINMK S eth0, ethl FFE, FZM-KFNA wiano,
ra0 F%;

. EEERITRENRIRENIZEFET, MRHMERRE goc, make,
kernel—header ZFiX{HF,

. RERMEEIFAE IP <EHB [ IP 5FXHNBHNN] , RFIEERBA
/etc/hosts , FILARBRBZHHER 1P REFRIERNEFSFTE.

. IP SHILETE /etc/sysconfig/network-scripts/ifcfg-eth0 Zidy, 4
ZIXETE /etc/sysconfig/network b, DNS & ETLE /etc/resolv. conf i,
FHRBE IP B NIKELE /etc/hosts;

. 7E GATEWAY XNESHAIRE L, FSHREZS, {UEE— GATEWAY B
A,

. AILLER /etc/init. d/network restart REFTBINENRZRLGHIMNBIELD.

. & {EF DHCP SR, MiEF GATEWAY BUHIGE, BREELMEZA

default gateway , RMIEALTCEBLHLAVIRIL .

. ADSL #&¥EERI A=A —/NETRISL(A3EO, ZFRA ppp0

. MRS R&EME 2 BBV AT 2EE £&EZEO, FRAFESIER
4% 22 4

. FERTEEME (AP) BN, TEFREHIBEANER NAC & 2N
BN IMZNF N ZHE T E;

. WEMERAILUER ifconfig XNMES, MRELLMFUEE
iwconfig , ZTHEEEMES, FLUEA iwlist XPMES.
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Qi xm9m

HEWMAFHERE Linux RELEANMNEZRELZEH Linux IRE|H BIRE)
T?

PLERBENBEMIRBITTLUER [ dmesg|grep eth | RFIMG, FEAIRzNM
AAER Ismod BEHEERBRAMEZL! &/E, L ifconfig eth0
192.168.0. 10 MXEF!

BRIZREINLEZSES: 1P 192.168.100. 100, Netmask 255.255.255.0, iF
B)FHEBWNMAE Linux EEREFXLEMESHY (RIRRHWNESHEIFRITE
X)) BERAFEEBRRERETARA.

FIMEEAN: [ ifconfig eth0 192. 168. 100. 100 netmask 255. 255. 255. 0

up J
FERIEEN: vi /etc/sysconfig/network—scripts/ifcfg-eth0 , NEA:

DEVICE=ethO
ONBOOT=yes
BOOTPROTO=static
IPADDR=192. 168. 100. 100
NETMASK=255. 255. 255. 0
NETWORK=192. 168. 100. 0
BROADCAST=192. 168. 100. 255 EZEHNI{ER ifup eth0 BIAJ!

HERIRE Linux ENRKET, PREIZAMW EXHBMER? WfIE
F?)?

Linux FHBE /etc/sysconfig/network XM ZEEMEHAY [HOSTNAME=FE
W& IRIZRE, Fld vi RIEK, MR LUER /etc/init. d/network restart
NiTEIUERE reboot BEIEHZ!

/etc/resolv. conf 5 /etc/hosts BYTHEE ] ?

AEN BT IP B955%, /etc/resolv.conf KIEE DNS E£#Hl&, ET
/etc/hosts NMIBEIEFEEFFHAXTNE IP BNR]! Ed /etc/hosts XTTFRHERFA
B IP WENZEIEE B!

FGEF ADSL #43ZiEL Internet , FEKRIERINZE, A Linux E@E
SBENLAMNEEO (BRgEFZKERE—1TMEFR) ?
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EAiERER PPP (RXf =) thill, PTRMRERIIESZH—1 pop0 HY
#EO, i, RERAEE eth0 & lo XBENRE, FIAEE=/AE.

—MRRIE, WNRIILFEATDD, LEST ppp0 XNMEO, {BRANFIEXINEK
AT, RIAANIZEMEL T B ? iZIn AR ?

EREERINT , RRIIBXINEENZ B O, ABAFRERRRENZEASE
1£ Gateway FE T ! #HIAKIAEIERER route —-n BEREHEE, AREEIT
/etc/sysconfig/network-scripts/ifcfg—ethO !

MRIFHBEMEIMEA B A LT ERI T, AP B, IEB{TELHIATLL MAC
MARNEEABANAR, BRI AP MEFERILINERZRILE

EEITMK! 5!

MR—EPEHN LR T FASKAERNS R RIS, KR E R RR AR —
A, WATEESERMRRSHIRY; FERIMAEARXANEE? LRSS

“REHf?

UERFERY /355 3R 0, HIEFANIALLEITISE Hardware Address (FEF1BilL,
BFRA MAC) RIBEM-FHKSS5 MAC BIXTN . X/MEEMERLATE ifcfg-ethx
EmELL HWADDR X AM&EDN B SRigERT

WATEE Linux EEBSCFREOLIIRAERXBA TS AP ?

BEBIEZEFERAT iwlist scan | XMESKIEEENTEZMFHES! &
EBLL iwconfig RFHITMRHIZERNT] !

EIKFUER : NRRIBEFHE— RN E R EMRNEN L, HETF—1E
EHFAE 1P, RIAfafT?

o FEXEENA power , AFFENT, R EMEF;

o FHSERE, ML dmesg | grep eth THRBAIREIZNE &, B
EIRE, EHRFRR, SRR, HREHMFKS, FHERKRZERERRSNF
KSEN /etc/modprobe. conf Lk, LAFIREHHETA] BEhERIT N ;

o FIA [ ifconfig "M-RKS" ] kZEif] MAC AfAT?

o FHRTE /etc/sysconfig/network-scripts NIEEIL ifcfg—"MN-F{X
=" X, E4%T HWADDR HUXSLY;
o BT /etc/init. d/network restart MR EHEEEAMIN!

MRIFIBEBENREN XA T AP |, (R [E1ZAL T 2 D RIFHIL B4R ?

T&MERFRARELEZHE S, FAUEENENSREARERE. 7, £
PIREZISERS ESSID LUK KEY AL, XHEAREWBEAHIENIZ AP i,
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. ¥ 1: rp—pppoe EFMuL: http://www. roar ingpenguin. com/pppoe/
rp—pppoe HYRETTE:
http://linux. vbird. org/|linux_server/0130internet_connect/0130internet
_connect. php#connect_adsl|

. 7 2: HHXBVAERER:
chap:
http://en.wikipedia. org/wiki/Chal lenge—handshake authentication_proto
col
pap: http://en.wikipedia. org/wiki/Password_authentication_protocol

. 7E3: 802.11n ZEHHEEERMAYILAR:
http://en.wikipedia. org/wiki/|EEE_802. 11n—-2009

. 3 4: Wi-Fi http://zh.wikipedia. org/zh—tw/WiFi
WiMAX http://zh.wikipedia. org/wiki/WiMAX?var iant=zh—tw

. A5 REMEREBEP:
http://www. cert. org. tw/document/docfile/Wireless Security. pdf

. ¥ 6: Intel Centrino HITLZLMFHEXIERER:
http://ipw2100. sourceforge. net/, http://ipw2200. sourceforge. net/
HP B9 2% o4 P 4R O T K1) 4% -
http://www. hpl. hp. com/personal/Jean_Tourri lhes/Linux/

2002/07/24: EXBFH HER

2003/08/18: EHMKIE, HHEBIERTHEERN

2003/08/20: ¥M&RESSIERSD

2003/09/19: AN RI{ESEARE

2006/07/17: BEARIBXEHBEHE ik

2010/08/21: JGEAETF Cent0S 4. x HISLERZNE A

2010/08/27: T HBINEHIMEARR T, FrLUEE T T&MEHLIEF !
2010/08/28: &T{&45EEE! LM FRIH A ELIR K ZATE] T ~& B!
2011/07/15: J5ETF Cent0S 5. x BIXTERENE 4L

2011/07/20: BEBELIBN—BXE! LERXEZMEMIMNEEINISY, TR~
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http://www.roaringpenguin.com/pppoe/
http://linux.vbird.org/linux_server/0130internet_connect/0130internet_connect.php#connect_adsl
http://linux.vbird.org/linux_server/0130internet_connect/0130internet_connect.php#connect_adsl
http://en.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
http://en.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
http://en.wikipedia.org/wiki/Password_authentication_protocol
http://en.wikipedia.org/wiki/IEEE_802.11n-2009
http://zh.wikipedia.org/zh-tw/WiFi
http://zh.wikipedia.org/wiki/WiMAX?variant=zh-tw
http://www.cert.org.tw/document/docfile/Wireless_Security.pdf
http://ipw2100.sourceforge.net/
http://ipw2200.sourceforge.net/
http://www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/
http://linux.vbird.org/linux_server/1000results.php#0130internet_connect
http://linux.vbird.org/linux_server/0130internet_connect/0130internet_connect.php
http://linux.vbird.org/linux_server/0130internet_connect/0130internet_connect-centos4.php
http://linux.vbird.org/linux_server/0130internet_connect/0130internet_connect-centos5.php

FHE. Linux ERAMNEES

RIFEFHHHEA: 2011/07/18

Linux EIRIZZINEERELAYSRIR, —RTZERNBIETEMN B ENNEES, IMETEENEN
ANB-LERNNMEELSTE. ETEHMESHFARRBERSRSHFRRE, KRESHMBEXME
REITHIR. SR, EXPMETHNEZEENRETRRANESLEE—E, KREZTHEN! X—8
EEMIHEENER, TREHEMMNES. EFARBHLRXR, TWE, £METEHERX—
EFHER 0!

1 MEESHREFEANES
1.1 FE/BENRESBEN/XMH IP &8 ifconfig, ifup, ifdown
1.2 BEE1EX: route
1.3 MESHEEIES: ip
1.4 T&M4%: iwlist, iwconfig
1.5 Fx=hfEM DHCP BEIES IP S#: dhclient
5.2 MEMESNEES
5.2.1 AEENRSIGE: ping, A ping BEFEREFHRK MU HE
5.2.2 AENEEZTHE7HT: traceroute
5.2.3 BEXNKIMEZIXNSE]: netstat
5.2.4 sUMENZES IP 3R: host, nslookup
5.3 MIZBXHIES 5 LAHB IR
5.3.1 &5 BBS BX#Hl: telnet
5.3.2 FTP Bx#lZx: ftp, |ftp (BEILBIZA)
5.3.3 EREOMSSATBETEM: pidgin (gaim RYLE()
5.4 XFEAOM DTN
5.4.1 XFAYEF: links
5.4.2 XFHEOTEE: wget
5.5 FERIEIThEE
5.5.1 XFEOFBEMENZE: tcpdump
5.5.2 EIIZEOFEHIELES: wireshark
5.5.3 {EE/E5) TCP/UDP HEAVIEOEKH: nc, netcat
.6 EL [
7 KEI@
.8 SEHIBRSERFIE
5.9 SXAICHIEL: http://phorum. vbird. org/viewtopic. php?t=26123

SICION T

o1 O On

Os 1 massmazmins

ERI MR B EZBIFRAOMESHIRE, B 1P S8 BASHS LN
FF, BSETRRTXERXESTT! HEdLL ifconfig K route XMIHS

net.giang@hotmail.com



http://linux.vbird.org/linux_server/0140networkcommand.php
http://linux.vbird.org/linux_server/0140networkcommand.php#network_setup
http://linux.vbird.org/linux_server/0140networkcommand.php#network_setup_ip
http://linux.vbird.org/linux_server/0140networkcommand.php#ifconfig
http://linux.vbird.org/linux_server/0140networkcommand.php#ifup
http://linux.vbird.org/linux_server/0140networkcommand.php#route
http://linux.vbird.org/linux_server/0140networkcommand.php#ip_cmd
http://linux.vbird.org/linux_server/0140networkcommand.php#iw_cmd
http://linux.vbird.org/linux_server/0140networkcommand.php#dhclient
http://linux.vbird.org/linux_server/0140networkcommand.php#network_test
http://linux.vbird.org/linux_server/0140networkcommand.php#ping
http://linux.vbird.org/linux_server/0140networkcommand.php#ping_mtu
http://linux.vbird.org/linux_server/0140networkcommand.php#traceroute
http://linux.vbird.org/linux_server/0140networkcommand.php#netstat
http://linux.vbird.org/linux_server/0140networkcommand.php#network_test_host
http://linux.vbird.org/linux_server/0140networkcommand.php#host
http://linux.vbird.org/linux_server/0140networkcommand.php#nslookup
http://linux.vbird.org/linux_server/0140networkcommand.php#remote_con
http://linux.vbird.org/linux_server/0140networkcommand.php#telnet
http://linux.vbird.org/linux_server/0140networkcommand.php#remote_ftp
http://linux.vbird.org/linux_server/0140networkcommand.php#ftp
http://linux.vbird.org/linux_server/0140networkcommand.php#lftp
http://linux.vbird.org/linux_server/0140networkcommand.php#pidgin
http://linux.vbird.org/linux_server/0140networkcommand.php#browser
http://linux.vbird.org/linux_server/0140networkcommand.php#links
http://linux.vbird.org/linux_server/0140networkcommand.php#wget
http://linux.vbird.org/linux_server/0140networkcommand.php#pick
http://linux.vbird.org/linux_server/0140networkcommand.php#tcpdump
http://linux.vbird.org/linux_server/0140networkcommand.php#wireshark
http://linux.vbird.org/linux_server/0140networkcommand.php#nc
http://linux.vbird.org/linux_server/0140networkcommand.php#hint
http://linux.vbird.org/linux_server/0140networkcommand.php#ex
http://linux.vbird.org/linux_server/0140networkcommand.php#reference
http://phorum.vbird.org/viewtopic.php?t=26123

HEREEZENE! ~_ 7! 4, LEBEFENEEL, TUUER ip XINCEMIESKIZE
IP S ¥ !

. ifconfig : &ifl. 1% EH%‘F% IP MSFHERXESH;

. ifup, ifdown: XFMIARE script, B EFHBEMARRBEMNEEO;
. route : &), WEIKHEZK (route table)

. : EAXHES, FIIEEER EAREIFIhEE;

65.1.1 FE/BaNEESBEN/ XA IP #: ifconfig, ifup, ifdown

X=NMESHRAEHMRERIMNEREO, Aid, ifup 5 ifdown {XEERL
/etc/sysconfig/network—scripts BY ifcfg—ethX (X R#F) #HITBEhE<FEY
E, HTBEERIEUMESH, BRIEFRNIFAEE ifofg-ethX EHEAIT. ZF ifconfig
MATLEREFHATFENED IP HFEENESH ! KRTHRNADARKIE—IK!

ifconfig

ifconfig EERAUFHNER URSEUMFIZOWERXSH, TS
SHMRZW, GIF IP SELUR NTU FFHALUEK, HAEENT:

[root@www ~1# ifconfig {interface} {up|down} <= MBEFzHEO
[root@www ~]# ifconfig interface {options} == ®EESEKIZEO
yATESE 2§
interface: M4EFRIEONKS, BIF eth0, ethl, ppp0 FF
options : RAILAEIISH, GHFEIT:

up, down : BEN (up) X[ (down) ZMLZIEO (i RAEMREBHD)
mtu : ATLLREAREIR) MTU #{E, a0 mtu 1500 (BA{IA byte)
netmask : FLET ML ;

broadcast: Fh=/ &bt !

# Sefil—: VEETARNMNEEO (EERMAN ifconfig)
[root@www ~1# ifconfig
ethO Link encap:Ethernet HWaddr 08:00:27:71:85:BD
inet addr:192.168.1.100 Bcast:192.168.1.255
Mask:255. 255. 255. 0
ineté6 addr: fe80::a00:27ff:fe71:85bd/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
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RX packets:2555 errors:0 dropped:0 overruns:0 frame:0
TX packets:70 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:239892 (234.2 KiB) TX bytes:11153 (10.8 KiB)

—MRiE, BEIFMIA ifconfig BISFILBERIEELHMBEINF, FEXNMFEREEAT
IP, e B RE K. MMBREMN ifconfigeth0, ML H X aKIE O L HIE,
MAEZIZEOREERE. FRLAMNRIRBEMER KM FE) Hardware Address, B
TN [ ifconfig "MFIZEONKS" | BIFJIE! ~_"! EF EREIHNESTHIER X
R BEHSIR LM, RAmA) -

5 eth0: FLEMEZ RIS, tBE lo XA loopback ;
HWaddr: FiEMLERAVREERBLE, BFRAY MAC 2ib;
inet addr: IPv4 BY IP Hbtit, [F4ERY Bcast, Mask 9 HIXTAIZE

Broadcast 5 netmask 0Z!

. ineté addr: & IPv6 HIRRAHR) IP , HATUZBEER, BTLARSIT;

. MTU: ®i25E ZEEXEIAY MTU !

. RX: AB—1THRFHNEMEHRZNEEHEI AL BEEWIER, packets X
RIBH. errors KRFTEBEAERBIRWHE,. dropped KFREFEHTHEIZET
EEFHHEESF

. ™X: 5 RX #Hk, AMKHBENEIBaIAIEREXER;

. collisions: KF\EFBAHEANFR, MRKEKRZIX, FRRIFEIMERKRT

AKEF;

txqueuelen: KFEAREMBIENEAXAEEFEKE;
RX bytes, TX bytes: BRI, £EFPHEE

BN E EIRRER, KB ETLLT BERIIMNEER, LTEZIBD RX, TX KA
error 2, LUINRREBELRETEN collision 1§, BREEIF=NE! "~

# SEH—: EERHMEMMKIED, BT eth0 —4 192.168.100.100/24 HIEH
[root@www ~]# ifconfig eth0 192.168.100. 100
# MRAIMEAEMESH, WRZSKIBIZ IP FTERM class SEE, BaRY
HEEH
# netmask LLX network, broadcast £ |IP &%, BHENEMSEI .

[root@www ~]# ifconfig eth0 192.168.100.100 \
> netmask 255.255.255.128 mtu 8000
# WEARSHHIMEIZED, RFHZE MTU BIYE!

[root@www ~]# ifconfig eth0 mtu 9000
# UEBUZIEOR MTU &, HEABRFAE!

[root@www ~]# ifconfig eth0:0 192.168.50. 50
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# FHEERTFEZ eth0:0 IE! R ZEZSAEMF L, BHE—TR%KE

,
# TFHIRE—KMEZF LEZES D 1P RIS R !

[root@www ~1# ifconfig
ethO Link encap:Ethernet HWaddr 08:00:27:71:85:BD
inet addr:192.168. 100. 100 Bcast:192. 168. 100. 127
Mask:255. 255. 255. 128
inet6 addr: fe80::a00:27ff:fe71:85bd/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:9000 Metric:1
RX packets:2555 errors:0 dropped:0 overruns:0 frame:0
TX packets:70 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000
RX bytes:239892 (234.2 KiB) TX bytes:11153 (10.8 KiB)

eth0:0 Link encap:Ethernet HWaddr 08:00:27:71:85:BD
inet addr:192.168. 50. 50 Bcast:192. 168. 50. 255
Mask:255. 255. 255. 0
UP BROADCAST RUNNING MULTICAST MTU:9000 Metric:1
# FRE, EESEHBEXANEREERER! &iE! EA2RE—KMNIH!
# ABanRABEIZMINIZE S AOFRSK eth0:0 XFAFEF, AEMMEREBH] eth0 He?

[root@www ~]# ifconfig eth0:0 down
# K3 eth0:0 XAMNAME. AURIBABINERBEN ethl: [ifconfigethl up]
1PN

# o= BFEHLBEIEH, FREGMNEEEEZEMNESH:
[root@www ~]# /etc/init.d/network restart
# MM ERBBEEIERY, SLL ifcfg-ethX HIIRERZE!

A ifconfig AILAERIFoNRIEEREREMEEFRIHERINGE, FEBALLUER
eth0:0 XMEPIFIMEIZORGEF—HKME R E@MAIZD IP B! FHINARXER
fE ! H R EEIREAITE, AN TLAFIA /etc/init. d/network restart 3K
ERHEANMEEDO, MAZAFINRERRESEEMEIE! i, EBHE
PWEED, BXNiLRR 1P SHE, HiFGM ifeonfig eth0 up BIFT! X4
MEEBEXEMFEHPSHIT, BARNPRERH LM FiLbEul AP FES
25y !

i fup, ifdown
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SCRTRYFENE N — MR OSH, ATUFIA ifconfig FKiAR, MREREERELL
BEES M, JrBEIE7E /etc/sysconfig/network—scripts BBEHAY ifcfg-ethx FHFEE
IR ESHKRBNHNE, FHMBEEEL ifdown 3% ifup RIEKT .

[root@www ~1# ifup {interface}
[root@www ~]# ifdown {interface}

[root@www ~1# ifup ethO

ifup 5 ifdown ERAERT! IWIZIZEFHLR script ME, fhEREE
/etc/sysconfig/network—scripts BE NESNECE X, HIa0 ifup eth0 B,
i ifefgeth0 XMERMAR, RBERMLUZE. XT ifcfg-eth0 BIIRIE
NS FNEREEA,

g, BFXAZIEFFERRSORENXH (ifcfgethx) RH#ITRINS KA,
FTATEFEARNEAE ifcfgethx EREMNGFETERMBRAN, BNSBonRME!
FIh, WRLL ifconfig eth0 .... RIFEXBZER TNEIEOR, WBIIEBIL
ifdown eth0 BIAKXFAT ! EA ifdown SHHTEEXTBRIIMESHS
ifcfg-eth0 BEEFF, THFFENE, MEWMFZREME. FHitk, £H ifconfig €K
EEfE, ROZZELL ifconfig eth0 down A BEMEEFIZIEONRE!

‘55. 1.2 BHEHIE: route

HAEE —EWE ARG X T HRAREE, MBENZE—EEZR/EH
AHETEIE TCP/IP BIMMY, BRI EIITERANT! —fARRY, REAMLKIED, %
EOMSFE—NEEA, FURNZENENE - eth0 B0, FERRSZXH:

[root@www ~1# route [—nee]
[root@www ~]# route add [-net|-host] [MiZzkF 4] netmask [mask]
[gw|dev]
[root@www ~]# route del [-net|-host] [MiZzkFEH1] netmask [mask]
[gw|dev]
YRS -
-n o AEFEHBRNESENR, BEFEH IP 3¢ port number;

-ee : FAEIFMANEERER
N (add) SHEE (del) EEAMIEXSH:
—net : %ﬁﬁﬁ?&ﬁ"]ﬂ%m%—ﬁ\mﬁi;
~host : RREEZENAEREIBIENHIRE;
netmask : SMIEHX, ATLUZE netmask JRIEMIAI K/ ;
gw : gateway MBS, FEIENIE IP PWHEE, 5 dev IN[E;
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dev : MRIAZEIREHPB—RMEZRBHENLE X, NERAXMEE,
JEEE eth0 =

# Sefil—: BRARMWERBRKS

[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

192.168.1.0 0.0.0.0 255.255.255.0
0 ethO0

169.254.0.0 0.0.0.0 255.255.0.0
0 ethO

0.0.0.0 192. 168 0.0.0.0
0 ethO

[root@www ~]# route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface
192.168.1.0 * 255.255.255.0
0 ethO0
| ink—local 255.255.0.0
0 ethO0
default 192.168.1.254 0.0.0.0
0 ethO

B ARG FYEPFHEANE route 5 route -n BMIHER, RAUEIMEM -n &
HONETEERRE IP, ZTFEA route MEHIE, EROME W] E! ik
2, ETRAERT, route SXHKHIZ IP WEHZ, MREARIR? RSB
FIsEEERY (B a®), FrliR, SEIREHEERFER route —n Hi! HREEERRE,

HN1HE default=0.0.0.0/0.0.0.0 , T EEAVEEEMPL R EIERIVE ?

. Destination, Genmask: XA NITEJILFLE D B E network 5 netmask Mi!
ER LA AR RELE & R A — N T2 B N 1A% !
. Gateway: ZMIZ BT gateway FEFEHEH? SARE/R 0.0.0.0 3£

TZEEHEEERAARNEE, TRIRUES EEME MAC BEixfRill; RE
B IP RE, RRZBHFEZIDEHR (BNE) BT REBEELE.

. Flags: BEBZNERR, KRPNEXNT:
o U (route is up): 1ZEEHZRBENAY;
o H (target is a host): B#rE—PEN (IP) MIEMIE;
o G (use gateway): EEBZBITIIPAIEN (gateway) FKIELFEIIE;
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o R (reinstate route for dynamic routing) : FRZISEEHEAT, Pk

£ KB 1ESHIERR;
o D (dynamically installed by daemon or redirect): BLRHARS
5% port INEEIRE ABNSESH
o M (modified from routing daemon or redirect): EEHBE LRI
g
o I (reject route) : IMNEHEEASHIET (ARMEBAIREHMIE!)
5 | face: XA EEHFIETEAEO.

tesh, WE—T EEARBEESIRFE, KF28E/ M (192.168.1.0/24 2
Class C), Z#AEIAMIE (169.254.0.0/16 Class B) /N EFi&EEH
(0.0.0.0/0.0.0.0) » REHFMNEHIEEANMLE B RIZAAEENEHE, ZFTHES
ZHEXMEANSIERFIEIE! 260K, RELRE=EH, EXRE—MEFE
192.168.1.20 MIHBERE, APEFLSIK 192.168.1.0/24 XANMISAIEEH, 32T !
FRLAE R eth0 R,

R ZIEIEER] Yahoo BUEMIIE? Yahoo FIEAHL IP 2 119.160. 246. 241, k(1@
HHEET 1) A2 192.168.1.0/24, 2) T2 169.254.0.0/16 Z5R 23X 3)0/0 Bf, OK!
EHET, BT eth0 FHBIRLE 192.168. 1. 254 IR gateway EAHMT! ErLAG, B&
HEBIRFE .

Et SIREERE S NEIRAIIRER, HIANEREN LR AKMERIRE A
EIRER 1P B, SEIAAER? SHATRIIER:

Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
0 ethO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0
0 etht

R R, HTRERKRBINFRAFISEERN, UNRHEEHANFE (etho,
ethl) PR, BB LER) eth0 X%, FTEL, E—HENLEZEAITHERE
Mg 1P AERBHLAEN! BRZH—2H0ET. RIEZFELUEMIL (Xen,
VMware FHRMF) FRIZRRHIZENE, A2BXMwE~

# 3efl—: EREARYIEIN SRR

[root@www ~]# route del —net 169.254.0.0 netmask 255.255.0.0 dev ethO
# FEXANSMETTLUMIRIE 169.254.0.0/16 XM !
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# IR, MR R, EESEERLEEENNESESRBEAN
# B3E netmask , dev FEFSHIE! FEIE

[root@www ~]# route add —net 192.168.100.0 \

> netmask 255.255.255.0 dev ethO

# 1BIL route add RIEM—PEEHE! FIE, XN EHMNRELNEREBS

REIM 4 BLE

# 2k, MRETERRTHESHSEREIR:

# route add —net 192. 168. 200. 0 netmask 255. 255. 255. 0 gw 192. 168. 200. 254
# EARPENANE 192.168.1.11 XA IP , IR REEES
. 168. 200. 254

# XA EIZFR MAC Eid! X#EiR, mLUIRMRD?

[root@www ~]# route add default gw 192.168.1.250

# EMTNEERENGE! EHFEER, REF—NMTIRBHHE TIE!

# [EIRERYD, BB 192.168.1.250 H IP HFEERESIRAY LAN S48 A4 1T!
# EXNMBFNMRFREERER, BB FERAKRTHIESEMIE RN
# /etc/init.d/network restart

MREBEHITEAMBRSEM, BRESESE LENGFT, HE, FH manroute
EEMBEMREE T ! FHEER—TF! {RRE{ZS, HHIL [ SIOCADDRT: Network
is unreachable ] XMEIRFT, BEHET gv FHEMN IP TEAERSIREIMIEA
B (Gateway HAEMRBIMIZA), L, EERE—TE2EHMANEIRNT!

Tips:

—RSRE, SEMBREME—MRNFERNEN, EFEES) @
BRGHEEHERT, REFHERABHMETEEER, - ~
FRHRAIEFRTAL: [ifconfig eth0 192.168.1.100; route add /f f N
default gw 192. 168. 1. 254 ] HRIEET ! EEBEMSL. % @ Jes
BlFEpR e, B4t /etc/init. d/network restart ERFES = ! ?.3}.-";""’._'.-’
K9P 45 BN AT .

O5.1.3 Meussmass: i

ip 2MELSIE! HAZIA TCP/IP By IP Mi! X4 ip #8SHIhEERTZ T ! £
AE, MEEEST ifconfig 5 route XMNMEST~AiT, ip AILLUARRITIEE
HINZEZ! ERMEHFENIES. MRRGEBHIE, EBIT vi /sbin/ifup
MENEEA ifup FLEFIA ip XMESKIEKR. IF7T, WAIEAR? LFATRE—
REEST !

[root@www “1# ip [option] [Zh{E] [$5S

AESE2 8
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option : REMSH, TEH:
SETHIZEENGITEGE (statistics), HINERESHAHE,;

-S

e TRENRE AT LSS BRLL 4R S Bt TanlE, BiEH:

link : XFRE (device) HHEXIZE, BIF MTU, MAC HbitFHESE
addr/address : XTFESMEY IP WY, #Hlan% 1P HIIARES;
route : SEHBAAXHHERXIZE

M EEANEERNATUFE, ip RTAURE—LEXNMEZESH I, TREBIHIT
AN IP Y, BEZ IP MNAMK, ERKZEXT! KTERIMMO =182 (link,

addr, route) RABIXA ip F5ESME!

KTHREHEO (device) WIFHXIZRE: ip link
ip link AILIRESRE (device) HXRHIMEXESH, BIF MU LARIZMLEED
B MAC F3F, HARBATLUSE) (up) ZekH] (down) RAMLIEOM! BMEERX
=3: 08

[root@www ~1# ip [-s] link show <== BAMEFEIZESHEENEE
[root@www ~1# ip link set [device] [EHEEE& %]

yATESE 2§

show: NEREHXMREENELRASE, WRMNLE -s SEREZLGITHHE;
set : AILIFIRIREDH, device EHIRE eth0, eth! FFFRENKS;
MESSH: B8FEBRTHXLRNE:

: B3 (up) kA (down) FEANEDO, HibSEEREIARILL

up | down

KWL ;
address : IRXNEETLUIER MAC §9E, AX/NSHIENR!

name s BFEXNEE—MEHHRNRE;
mtu : R KEWE T !

# 3efl—: ERHAANEORGR
[root@www ~]# ip link show
1: lo: <LOOPBACK, UP, LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
l'ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: eth0: <BROADCAST, MULT ICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000

link/ether 08:00:27:71:85:bd brd ff:ff:ff:ff:ff:ff

3: eth1: <BROADCAST, MULTICAST> mtu 1500 qdisc noop state DOWN glen 1000
link/ether 08:00:27:2a:30:14 brd ff:ff:ff:ff:ff:ff

4: sit0: <NOARP> mtu 1480 qdisc noop state DOWN
link/sit 0.0.0.0 brd 0.0.0.0
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[root@www ~J# ip —s link show ethO
2: eth0: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000

link/ether 08:00:27:71:85:bd brd ff:ff:ff:ff:ff:ff

RX: bytes packets errors dropped overrun mcast
314685 3354 0 0 0 0]
TX: bytes packets errors dropped carrier collsns

27200 199 0 0 0 0

5/ ip link show AT B REBNMRKEROMNBEHEXER, WLEAR, SENFi
ik (MAC) « MTU ZEZE, LEERABHIRIZEM sit0 AT, B sit0 MEEZA
£ IPv4 K IPv6 HIETEEEHE ERY, XTTFEANER IPv4 BIMEREBERAMN. lo
K sit0 ARENAIBABITREN. MMARME -s BSEE, NXMNEFHIHE
XGIHEEMS WK, BIFFEK RX) REFE 00 NHEREESF, FH8H
RE ifconfig FrIHAIERHERIAY.

# SEHIZ: B3, KNSR ERENHEXER
[root@www ~1# ip link set ethO up
# BT eth0 XPMRERO;

[root@www ~1# ip link set ethO down
# RN WENES~

[root@www ~]# ip link set ethO mtu 1000
# TP MTU B9{E, 1AF) 1000 bytes, BA{IZEZE bytes Wi!

EHIME R MTU £R ifconfig HATLUARI! RIET RS, A, MRREEK
[MERRS. MAC MUtHIER ] 89IE, BAMSER 0 B~FF, REMALER
BRRAZMER, TUNSPEIN. W TREAR:

# SEHI=: BENE RS MAC FSH
[root@www ~]# ip link set ethO name vbird
SIOCSIFNAME: Device or resource busy
# EAZEEEHAI RN, FATEEXHEMBISE. REIZEXHEM:

[root@www “1# ip link set ethO down <==XHFIAHE

Ly

[root@www ~1# ip link set ethO name vbird <==ZEF[%E
[root@www ~1# ip link show ==WE—T
2: vbird: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 gdisc pfifo_fast state UP glen 1000

link/ether 08:00:27:71:85:bd brd ff:ff:ff:ff:ff:ff
# MATIE! ENERKSHALIELE! A, ttEieEee sk !
# EABTNIN ifcfg-eth0 EEREAFEANEZENRS! BRAOM, Eogok
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[root@www ~]# ip link set vbird name eth0 <==RMHE X[k

[root@www ~]# ip link set ethO address aa:aa:aa:aa:aa:aa
[root@www ~1# ip link show ethO

# WNRIRAIPILE R SHFAE Atk (MAC) RTAE B RYiE, EEXANEMERATLAE
4

# (RS T ! [FEE! TF, ERFBaEE, MkTZ EFIZIE
SHeif !

EXNEENBEGHEXERIEELE, 81 MU, NAC UREHNERFSE, £ UE
XBIRE. BBHEIBA address WINE, A3\ B EEIZ A 2@ 4k (MAC) ™
A2 IPIE! RESEEW! UNCYic! EZHEHSEATLUER man ip EFE—T
5 ip link BEMIZZE.

EXTESMNY IP tHXKIZE: ip address

WRIE ip link 25 051 tEME NE_BEERWEMBEEXINE, B4 ip
address (ip addr) MERSE=ZEMEETXNSHM! FERHERES IP X
ZBInE#, B35 netmask, broadcast ZFZf,

[root@www ~1# ip address show <==FLZZ[E IP S%!
[root@www ~1# ip address [add|del] [IP £#] [dev £E&] [HHXx&%]
yATESE 2§
show : BAEREEON IP EEM;
add|del : FITHXSHEEM (add) ZMFE del) &E, FBH:
IP S8 EEHEMIEAIZLE, B0 192.168.100. 100/24 ZHAVEE
Wz ;
dev  : XA IP SHETERERMIEO, B0 eth0, ethl FSH;
HXxs#: TEFRTIXL:
broadcast: XE] &bk, MNRIZEER + "RIILERGEBENITE ]

| abe | : JREIRXNREMAIZ, a0 eth0:0 FET !
scope : XANFEGUE, BERX/LMARE:
global : RIFRBFBERIEAIELL;
site @ XHF IPv6 , (NAIFARTHAVEEMN;
link : {NRIFAREEBHREN;
host  : {RAIFARIFHAERAVELHL;
FRIASAZER global B! FligthE global Mi!

# Jefl—: BEREMENEDZ IP 33:

[root@www ~]# ip address show
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1: lo: <LOOPBACK, UP, LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
l'ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host

valid_|ft forever preferred_|ft forever
2: ethO: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:71:85:bd brd ff:ff:ff:ff:ff:ff
inet 192.168.1.100/24 brd 192.168. 1. 255 scope global ethO
inet6 fe80::a00:27ff:fe71:85bd/64 scope |ink
valid_|ft forever preferred_|ft forever
3: eth1: <BROADCAST, MULTICAST> mtu 1500 gdisc noop state DOWN glen 1000
link/ether 08:00:27:2a:30:14 brd ff:ff:ff:ff:ff:ff
4: sit0: <NOARP> mtu 1480 qdisc noop state DOWN
link/sit 0.0.0.0 brd 0.0.0.0

E3 EEBMIHRNFEAEE? 558! B IP S8 R ipaddress ZEEMNIS
fE. ERTRMNHE—DREFEEMNNERAEINES:

# 3efl=. FE—EO, ZFREIZLA ethO:vbird
[root@www ~]# ip address add 192.168.50.50/24 broadcast + \
> dev ethQ label ethO:vbird
[root@www ~]# ip address show ethO
2: ethO: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether 08:00:27:71:85:bd brd ff:ff:ff:ff:ff:ff
inet 192.168.1.100/24 brd 192. 168. 1. 255 scope global eth0
inet 192.168.50.50/24 brd 192. 168. 50. 255 scope global eth0O:vbird
inet6 fe80::a00:27ff:fe71:85bd/64 scope |ink
valid_|ft forever preferred_|ft forever
# BE LEARFETIE? ZHT—THNED, BERATRE eth0:vbird
# ZFAA broadcast + ALY broadcast 192. 168.50. 255 Hi!

[root@www ~1# ifconfig
ethO:vbird Link encap:Ethernet HWaddr 08:00:27:71:85:BD
inet addr:192. 168. 50. 50 Bcast:192.168.50. 255
Mask:255. 255. 255. 0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
# SNREEA ifconfig MBEBBRXMERAT! AIZE! "7

# Sefl=: FRIRIE) R ER
[root@www ~]# ip address del 192.168.50.50/24 dev ethO
- # WikRmtcRE e -
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X TFEREBMMERXIEE: ip route

XM E AR RENRNESKESD! FXLE, iproute BIINEE/LFS route
BXMESEARS, BR, T UFHTEINSHERIT, Flan MU BmAIEFSE, H#3

Y 55 (S0P !

[root@www ~1# ip route show <=—HaAEREEAMEZEME
[root@www ~1# ip route [add|del] [IP ZkMigs] [via gateway] [dev EE]
yrATESE 2§
show : BAME/RHIEMER, HATLUER list ;
add|del : &0 (add) MR (del) HEMIEE.
|P S is: AR 192.168.50.0/24 Z KBMiEisk & 2848 IP ;
: MFRAS gateway HE, T—EFRE;
: PN REEL L, XMEET!
: ATLARRSMYIRE MTU BIEENE !

via

dev
mtu

# 3efl—: ERHERRBER

[root@www ~]# ip route show

192.168.1.0/24 dev eth0 proto kernel scope link src 192.168.1.100
169.254.0.0/16 dev eth0 scope link metric 1002

default via 192.168.1.254 dev ethO

]

M ERAR, REENDIEREE L BIHNERESR, ESLIR route XNMESHE
Mi! 3ETROMEFEILANNERA:
proto: LtISEHARIEEETIN, F=EFH redirect, kernel, boot, static, ra

%, Hrth kernel IEHREZEBZLFAIKBEINEE.
scope: ISEHIRITERE, TER link , TFEIRSAREEFXHEIZEREN.

BRE— T ol F1 T8 B A8 70 5 A RRAE !

# Sz EMEE, FERANERELBEAIMIE

[root@www ~1# ip route add 192.168.5.0/24 dev eth0

# STXTAH BB IR EFIRH, MEEBEILINBRIRHE
[root@www ~]# ip route show

192.168.5.0/24 dev eth0 scope |ink

o (ATEER) ..

# SEfl=: EINATLUBTESNGRRIESH, FiEL router IZ!
[root@www “1# ip route add 192.168.10.0/24 via 192.168.5. 100 dev eth0

[root@www ~1# ip route show
192.168.5.0/24 dev eth0 scope |ink

o (BfbEER) .
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192.168.10.0/24 via 192.168.5.100 dev ethO

# {(FHERE, ERARE 192.168.5.0/24 NERHAELE ERHINFEIERR),
# FRLAARTLUIE 192.168.10.0/24 BUBEEIELS 192.168.5. 100

# ABEREHREICHEE! SAHREIH route I8 E—HFRIPRSI!

# ofIM. SR
[root@www ~]# ip route add default via 192.168.1.254 dev ethO

# AR 192.168.1.254 FLRFHMITNIIZEEERE (cateway) HIERR! ~_°
# EE’J]&E <, /\g_ ﬁlﬁﬁ%mﬁl—. OK !

# SEfIE: MIBRESE
[root@www ~1# ip route del 192.168.10.0/24
[root@www ~1# ip route del 192.168.5.0/24

B b, X4 ip FIESSERKEXRBERT ! WIIEM Linux MKERIRA, AIEES
ABESE~ TEZM! RESFER ifconfig, ifup, ifdown 5 route BIR[, ZFLL

BELETZRE, BHERRT ip XNFIAIESIE! ~_° BXEBHNE, BALIE
178% ethtool X MESHE! (man ethtool) .

<}5.1.4 T2k 4%: iwlist, iwconfig

R NMESRONEATELM KA REBIHITIE! XM MESHHERXFR:

iwlist: FIFTEMEHITIZ AP BTN 5 S HE X BTE;
iwconfig: IETEMFRHEXSE.

XAMESHNARNEENEEAN LN FRERTRET, BFLUXERD
AHEIFR, BHBOAAMIZAEER man iwlist 5 man iwconfig TH—TIEE, &
EBIR—ENEREMENTE—SRXORAE, TR TH! "

‘35. 1.5 FzhER DHCP BENEWS IP £8: dhclient

WMRIRZEM DHCOP WY AEREMEANES 1P BiE, PLARE—EEEHRIE
ifcfg-ethO FAIRY BOOTPROTO We? IBIER!FANEREMIEE, BREFIA dhclient X
MELS~EAARXMESCHAREIELIE dhcp ZKRTAERVIZFI! ARE 4RI ERYE? R1E
£z ﬁﬂ%T%FE,H\ﬁE’J*%I, ER R TR AR :
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|
‘[root@www "1# dhclient ethO

TR PAIE! XA LA ZI I FRATRIME R LEL dhep tHXEZIXES 1P IE!

65. 2 MEMESUEIES

EMENERNRIESD, RERIMN—AERZE: [SFKK! HH Linux TEZE
ERET! ] HZARW! T LMEMERZHNR! MET2FEEEAZ—HEENE
B! A, FLERNTUBECSERAMNRRGREERAGERERFER, MRZHM
FOUNIESHSEE Linux BEXEEBIREFET, RERFIFNF—FERNITUE
<, BA—LRRFESIFIRANAOEEREHR, RN IZEILZI T LUEE A SR E {5 !

HIEFMNEENFXRINANMMELSRELZHATFANNEIEERIET! AR
ERLEZMITNIES WS ERTHR—TALEF!

Os 2.1 BHENBSEE: ping

XA ping BRIREERIES,ping TEET ICWP HE KHITEANMEZRR TR
& UM, REENHKEIRA ICMP type 0, 8 XA NAE, HREERERSE
FERMEREREEENEE. ZFFEENRE, ping CEFEET IP HEKME
X ICMP HER, ™ IP HEERBMIHEEN TTL B, XERREEZN— KA
5, FHER IP 5 ICWP FLERESEE Z_EMEEMBIFEMN B,

[root@www ~1# ping [IEIMS5&%#] IP

EIMS S

-c ¥E: EEEMNENIT ping BXE, HlE0 —« 5 ;

-n : FEMEBUERAHIT IP 5EVRNRE, BEIEFER IP Mt (RE
BRIR) ;

-s #{E: ZEHER ICMP HE X/, T 56bytes, FF{RATLARALL
—#HE;

-t ¥{E: TTL MEE, g2 255, B2 d— 1M Tameld—;

W HME: FEWAXTEENFE.

-M [do|dont] : FEFANTNMLELE) MTU B{EX]), ANEILNIER:

do : XZFRFEIE— DF (Don't Fragment) iffR, ILFBAEEFIFES

T8

dont: RF|AEMEE DF MffR, R-HBAUEREMEN LFES5ITE

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0130internet_connect.php#connect_fix_IP
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_network_icmp
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_network_head
http://linux.vbird.org/linux_server/0110network_basic.php

# Yoffl—: UM—T 168.95.1.1 3X&B DNS FHEEHFE?
[root@www ~]# ping —c 3 168.95.1.1

PING 168.95.1.1 (168.95.1.1) 56(84) bytes of data.

64 bytes from 168.95.1.1: icmp_segq=1 ttl1=245 time=15.4 ms
64 bytes from 168.95.1.1: icmp_segq=2 ttl1=245 time=10.0 ms

64 bytes from 168.95.1.1: icmp_seq=3 ttl=245 time=10.2 ms

— 168.95.1.1 ping statistics ——
3 packets transmitted, 3 received, 0% packet loss, time 2047ms
rtt min/avg/max/mdev = 10.056/11.910/15.453/2. 506 ms

ping REBHINEMZRIE 1OMP HEEXERNFENERNEEFETMEZIFER,
FEEMEESS, INEENIE R XFR:

. 64 bytes: FTRIXRILER ICMP FHEK/NA 64 bytes XK, X2EIA
B, EFEEFKIFED, HINELRENMERAZRKE MTU B, ATLAER -s
2000 Z ARVE{ESREX ;

. icmp_seq=1: |CMP FR{iuMHITEIAE, B—IX®mSH 1 ;
e tt1=243: TTIL 5 IP HEAM TTIL 2HEEMN, B2 F—NFE MAC BT

&= (node) BY, f5l40 router, bridge B, TTL FiEmEL—, Fughy TTL K
255 , RAJLUER -t 150 2 XM AEREFNZETIS TTL HE;

5 time=15.4 ms: NMRZRTIE], E{IE ms (0. 001 #) & us(0.000001 ), —
BeSRUE, #/NBINTRETE], FRRFEBEN BRI LEERHLE R 4F!

MRIFZIEME —c 3 XEFMMEMARE, BRSERER [ctri]l-c FHELERIE
Il

1513 -

E—XHIAXIZERF ping. sh , BEIXIHARERF, RRILAA ping {iunEE
MR ENEE B . i, SWEVAIPUIMEFF—04, B un—
Ko

Z:

BT TN —X BEF—%, B ping AUETA: W -1 , WiLT
AHRERNXMA 192.168.1.0/24 , FIARTLUXMHE (vim
/root/bin/ping. sh) :

#!/bin/bash
for siteip in $(seq 1 254)
do

site="192.168.1. ${siteip}"
ping —c1 W1 ${site} & /dev/null
if [ "$2" = "0" 1; then
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echo "$site is UP"
else
echo "$site is DOWN"
fi
done

FAEE—T, MRIFNENSFHFOUNENHAER—EA, o TIL FuglER

255

, MRZF—TMEA, A2 TIL FUglifER o4 2!
A ping BEREEZHTHRA MU HiE

FNMBEFE_EWNEEMEBEmMAZIINKITIE (frame) B, XTMENEEEEH
By, EAFHEI T8RS, mEmRENMEMEEAEEBIREZT XN
frame MAEEEIHITHEWIRMESEHE, PBLMEHARSEL, BNME
i frame K/IHISHEFLZE MTU Mi!

FT, MEFRNEMLEFE MTU EFRTLUED ifconfig SER ip FES
SIERK, FBABIEEEANMBREMRA MTU B, XiZanfaif? M) &EE
B EERRIET ping EE—NKEHE, HAFNFPLERIEARED switch
BiZE B EHR, FAEBAIRM! SRS ATLUXHER:

# 36f . HHEEXRH MTU K&

[root@www ~]# ping —c 2 —s 1000 -M do 192.168.1. 254

PING 192.168.1.254 (192.168.1.254) 1000(1028) bytes of data.

1008 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=0.311 ms

# ARBML, AR LEZXNHE, WREME, TR MTU X
NI

[root@www ~]# ping —c 2 —s 8000 -M do 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 8000(8028) bytes of data.

From 192.168.1.100 icmp_seq=1 Frag needed and DF set (mtu = 1500)

# XMERNEZU, Atthumay MTU ZF] 1500 mE, fREUR 8000 K MTU

# IRATZIERIERA! BEWMAZELF? BRI—/PMHNLBEY i ink R#FIT
MTU % ERE !

A, REBMENE, BT P HEEL FL options) HELHAT 20
bytes , Bfl_L ICMP BYRLHE 8bytes , FRLAMMRIREFER —s size BIAHE,
BNEERA/NIBBELINRR (20+8=28) WIA/NT . FEULIMRER[FER MTU K
1500 B, FREETIE [ ping —s 1472 -M do xx.vyy.zz. ip ] A 17!

HH, BTARMIGRIMSEF MU LSBT, BrLAnREZUNE L
SR NTU BB, FBABANTLUAERNENRSERER ifcofig ¢ ip &
| MTU K, REBXRETON, BNUHMSEIG EEREHEROR0—F, W65

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0110network_basic.php
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http://linux.vbird.org/linux_server/0140networkcommand.php#ifconfig
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SHIMERNEAY!

RHHXA WU FEREEEEN | BIEEN G, BEEE% MU M 27X
AN

o EALIBEIENBFE 2 ERNIBEIXM, FIANMAEZEWM (cluster) BY
IMET, HTHIANET SEHEHATTLUTHIR, FELAILUER £
MTU SRIE i3 L8 8E 5

o ERRERGEBIAR MU SRR TF, SEE LM 7] LR F]
BRI, FLEu TeiEBE M. LKL Windows IR{ERGIE NN O ZRIEH
Bf, 7£ Client RiER 5 &4 X NolRE;

WMREBEZELE Internet MEMN, FEATEMERAEE MU , EAFRNTENE
Internet EHEIRIEERVIZREEBZFH MTU BIZ K, BA. ... .. ARHNEBE
FZIEME ~_ 7! B, ESEMENARNEEARRER MU E, ERAEMED
B MTU B35l :

M4gHEO MTU
Ethernet 1500
PPPoE 1492
Dial-up (Modem) 576

'65. 2.2 BENBEEZTESH:  traceroute

BATBE KRB RIE S A S HE ZH N ENMMEZ S KR ERFEN, M ping 2
BENZENEEFESEFE, MARRBHELSALUEBEABENZERBIHNEINT R

(node)

BRI B EF A e ? 250IRE, INRIEATIXHE] yahoo HURELLFHIE, R%

B () BCHNEIMERE-? (2) EE5MEBAY Internet BiElE? IRE (1) B
&, RNERFTEREBCHMEINEN, EEREXFETET? BURE Internet

/Y [E] &R
NeS

e? MRE IFFZF] W FEE (1) T2 2) FMEERFEH traceroute X
M !

[root@www ~]# traceroute [IZINS5E#] IP
AT
: A AR SBITEN R RN, B4 P, RERIR!

-n
-U
-1

: {EF UDP BY port 33434 SRFHITHUM, XZFisBIUIHL;
: 5 ICMP B9 USRI T TNl ;
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-T : €/ TCP SRFEITHUN, —AREEM port 80 ik

—w : ENHFENELDHARBEERESTE. . UgE 5 #

—p ES: HEAMEER UDP 5 TCP MITNIZIESHKAUN, AIELLETIRS.

-i RE: HELEERNME, MRIFPVMNEZEORSRERE, F2RHE

XS

ZH0kiE, REMSE ADSL AJLUEIZZEIINER, BBREVENSERE
PPP,
REJLAER -1 RixFEZE ppp0 L2 pppl Mi!
g BH: 5§ -i WEHHEFA, R ¢« FEEMNRE gateway B IP L2 T -

# Sefl—: PUNAHE] yahoo EHIET SEHURE
[root@www ~]# traceroute —n tw. yahoo. com
traceroute to tw. yahoo.com (119.160.246.241), 30 hops max, 40 byte
packets
192.168.1.254 0.279 ms 0.156 ms 0.169 ms
172.20.168.254 0.430 ms 0.513 ms 0.409 ms
10.40.1.1 0.996 ms 0.890 ms 1.042 ms
203.72.191.85 0.942 ms 0.969 ms 0.951 ms
211.20.206.58 1.360 ms 1.379 ms 1.355 ms
203.75.72.90 1.123 ms 0.988 ms 1.086 ms
220.128.24.22 11.238 ms 11.179 ms 11.128 ms
220.128.1.82 12.456 ms 12.327 ms 12.221 ms
220.128.3.149 8.062 ms 8.058 ms 7.990 ms
* % %
119.160.240.1 10.688 ms 10.590 ms 119.160.240.3 10.047 ms
¥k x AR ARREFRALERHE

XA traceroute EBEEREM, XMESSHANEZMN BRI Z B node i#1T UDP
RERTER, N EEG TS, AETFHNENERESR Yahoo B, BERiT 12 4
TmLlE, traceroute SEFAIXTIX 12 N oM UDP MEIFEEFREF, FHoumE S a9aT
B, BEHE0UN=8, REDEGLELETHER. RAUULKRENTSHIEERN
BIEIRZ97E 50 ms LA, BERIEAILIA Internet TR T .

EEEAFHRNERE 10/12 4, RERZESH), KKRIZ node FIRERAIRLRGTIFHE
i, LERNAZHNHEAERREFFAHE. BFEARNSEZEESIBEHF[EEHE, HR
BHENBHRSFENSHEEFNEARR, RURKEERSNZFHERE, HIRE
ZRBEZ PR TTUM ! AR SE I EARRERE. EA traceroute TIZIEM
UDP #&, MR EREMEE, HBa -1 = -T JUUREERD!

T BRI UDP/ICMP LT RHAES, FEILIR % B2 vl REMULL BHX AN BLEY

MR RZINRE. ERIAFRATRATLAGER TCP Skfjuling! fBlanfE MR E, EIFFE 1
#, AR TCP 80 3EOIMYIEMRT, AILURKES:
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[root@www ~]# traceroute —w 1 —-n —T tw. yahoo. com

052 3 BEANWMERHSE]: netstat

MRIRTEIS RN ML SSPARRRLE RN T, BRI B ARG RIXHLAYE, BAN
ZEAD? BARNZEER—TEHCHMEZOMETHmROD (ort) REER
RENERD, BAEMERES LEERH K] HFA—EZ 0K fg! "~

[root@www ~]# netstat —[rn] =ERBBEXNESH
[root@www ~]# netstat —[antulpc] <=ENMEEOBXHSH
yrATESE 2§
5/ (route) BXHISHIRAA:
-r : F|HEEEBEZFEK (route table), LHEEUA[E] route X NES;
-n : AEREVRBERSZR, FH IP 5 port number , BA[E] route —n
'?W%ﬁ‘c‘l]ﬁ?&ﬁ']’é‘ﬁ
: FIHERBHIERHIRES, €31F tep/udp/unix socket %;
: {NFIH TCP FHERYELHL;
: {NFIH UDP FHERYEXHL;
. NFIHBAE Listen (AU HIBRSE ZMRIRES;
: FltH PID 5 Program RUfE%;
: AILLUREJL S EBHIEM—X, Hla0 -5 BEMWEHF—RANERTS
HER;

# sefil—: 3L ERREERRS, BLL IP & port number EIR:

[root@www "1# netstat -rn

Kernel IP routing table

Destination Gateway Genmask Flags MSS Window
irtt Iface

192.168.1.0 0.0.0.0 255.255.255.0 U 00
0 ethO0

169.254.0.0 0.0.0.0 255.255.0.0 U 00
0 ethO

0.0.0.0 192.168.1.254 0.0.0.0 uG 00
0 ethO

# HLXMNSHHIR route n —1=Z—#E, B! XAFZE netstat HFEEL)
BEMi !

# 3efl=. FE BRI AEMNEEYIRT, A IP 5 port number
[root@www "1# netstat —an

Active Internet connections (servers and established)

Proto Recv—Q Send-Q Local Address Foreign Address State

. (FPE)EHR). . ..

net.giang@hotmail.com



tep 0 127.0.0.1:25 0.0.0.0:%* LISTEN

tep 52 192.168.1.100:22 192.168.1.101:1937
ESTABL | SHED

tcp 0] 0 :::22 Dok LISTEN

. (FREJEER). ...

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags Type State |-Node Path

unix 2 [ ACC ] STREAM LISTENING 11075
@/var/run/hald/dbus—uukdg1gMPh

unix 2 [ ACC ] STREAM LISTENING 10952
/var/run/dbus/system_bus_socket

unix 2 [ ACC ] STREAM LISTENING 11032
/var/run/acpid. socket

o (RTER). .

netstat BYHILE EES AAARET, FHI=Z TCP/IP MIMLEHEOERST, LARIEGRY Unix
socket #5r. BIRERINERMEEAZLRBERALEERMD? D socket 5
FIFO #ARIZIZFBIE? AHMEBE Unix BORRMAREFBIEIRNZEOT, 2L
SR IEHEZIA Active Unix domain sockets HIIEAT~

BESSHIENMED n ] XS, BATLETFENINZERSAMER
&, HEEY IP RigOO=8 (port number) RER, ERERELFSRESZ! ZF
EaENMESED, FNERKE KX TREENREHHME IS, EEES AR
TILAKIN:

- Proto: ZEXHLEVEIGLIAIN, FZFEA TCP/UDP FHHE;

. Recv—0: IEHAFPIEFERZMERIMKAIE bytes #;

. Send-Q: HEIZFHLEIfRIEMEK, EFAEB ACK FFERIE bytes #, =
e EBNERHL SYN S EMFREHIFT BT AR bytes #;

. Local Address: ZAihumpdithilt, AILAZ IP (-n SEEER), WAILZE
SRR, FANEEMRZ[ IPport | B2 IP H91EXE IPv4 K IPv6
HER. MWLEFR, 7 port 22 BEOR, A :::22 HEFXT IPvé6 BY
BR, X EMHEAERT 0.0.0.0:22 WER. ZET port 25 Xt} lo O
Fi, B Internet BEAR LRIEEHBIFKANA 25 ROMI!

. Foreign Address: #ERIFEHNL IP 5 port number

stat: ﬁ?ﬁ?ﬁ, FEHRSEA:

ESTABLISED: B EAAIKE;

o SYN_SENT: %&HEZNEAHL (SYN #r%) RUEBXHLE 6 ;

o SYN_RECV: #ZUNE|—NMEKREN B ENEAEE;

o FIN_WAIT1: iZ3G1EARSS (socket) BT, IXBAHLIEE RIS,

o FIN_WAIT2: 1ZBAH B 1M, {BIEEFEN 00 R ZmmIARoE
¥

TIME_WAIT: 1ZEXH 2 4EWr, 1B socket EBEMBZ EFHFHLER;
o LISTEN: BEBEERSHMIT port ! BER T -1 ] SHEF.

o
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EA L, RINEBEKXEIE netstat HINEE, MEAMWNEMEMERIVRET, MK
FEHAVRS S, XUME THRERFTZLM port EFHFREFWHEKNI AR B
ARAMBERIVRTSS, BZLORIERZS/ %0 ] &ER. AR THESH
82? BELFEXHELIER:

# Seffl=: FLHEMEAEBINMERS

[root@www ~]# netstat —tulnp

Active Internet connections (only servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
PID/Program name

tep 0 0 0.0.0.0:34796 0.0.0.0:%* LISTEN
987/rpc. statd

tcp 0 0 0.0.0.0:111 0.0.0.0:%* LISTEN
969/rpcbind

tep 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN
1231/master

tcp 11122 Do LISTEN
1155/sshd

udp 0 0 0.0.0.0:111 0.0.0.0:%*
969/rpcbind

co RTEER. ...

# FEREZMNHEIENRDN -1 5%, BEARTLUXFIEBAE Listen BY
port

RATIA L R Z IR AR S E SLANE T AHLE) 1o FFME, F4FM 2 IEZEABIZIED
5k$8. MALRPERERNETUEER], B3 port 111 B9, HSEFZ rpcbind AP
RiZR, APMRBEXFXAMEO, RALUER kill MR PID 969, RILUER
killall Mf& rpcbind XANFEFENA]. aHtk—3k, REICRFLEEEE/NEF BN
T BRLe s O RS !

# Sefr: WEAH _ESLFRERMERIIRTS

[root@www ~]# netstat —atunp

Active Internet connections (servers and established)

Proto Recv—Q Send-Q Local Address Foreign Address State
PID/Program

tep 00.0.0.0:111 0.0.0.0:%* LISTEN
969/rpcbind

tcp 0 0.0.0.0:22 0.0.0.0:%* LISTEN
1155/sshd

tcp 0 127.0.0.1:25 0.0.0.0:%* LISTEN
1231/master

tcp 0 52 192.168.1.100:22 192.168.1.101:1937
ESTABLISHED 4716/0
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o (RTEE). .

BE| EMHHRFAIE? BREREESEES BN —FZMEE, thEREZEN
192.168.1.101 BEI—1MKTF 1024 gBREOEAMIREN 192. 168.1. 100 BY port 22
HITH—REEH, (ROEERFRWE: [Client HHEREHE—DAT 1024 KL LB
port IHITERHL] , kS T RE root ATLABENNTF 1024 LATHY port |, ARELEH
fE_ESLABSEEAHIAG | tnRX KN REERIEMANE, BESAIDH 4716 T&?
kill £@Bm|@E: ~°

ZETFE%H) Unix socket IR, 1I25FEH man netstat ZE[F—TIE! X4 Unix
socket BEERAE—LERXEAN LEENIEFEAABREEROXXHE, Hlan X
Window ANERREAN EEEMERE? AAILBEIMLEE port Pe? HATLUER
Unix socket P&, F4b, a0 Postfix X—EHIMKZIRFZEE, HTRESINELRER
ML ESLRTERRH), FTLAASEARZAY Unix socket HE!

1512 :

HIRAAR S ZBIRS port number BIXTRITE Linux ZH, 2ABMEREK
W EXTRIRY ?

%E:

/etc/services

‘35. 2.4 pUNEMNBS IP X2: host, nslookup

XTENRE IP BIXRH, HRMNEZNEHZ NS ZFIRINEER dig XMES.
AERTXMEL I, EELARNEERIES, IR host 5 nslookup Mi!
JE T AL FAIREIENX A S0 !

host

XANMESTHLARELEENENZH IP IE! 246IkiE, FHNEZME
tw. yahoo. com HJ IP B, AJLPUXHFEM:

[root@www ~]# host [-a] hostname [server]
IS5 5
—a @ FYHIZFENIFRYEINEN 2% EHIE
[server] : AILU{EFMAIEA /etc/resolv.conf BY DNS BRS5EE IP KR&Eif).

# efil—: %L tw. yahoo.com HY IP
[root@www ~]# host tw. yahoo. com
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tw. yahoo. com is an alias for tw—cidr. fyap. b. yahoo. com.

tw—cidr. fyap. b. yahoo. com is an alias for tw—tpe—fo. fyap. b. yahoo. com.
tw—tpe—Tfo. fyap. b. yahoo. com has address 119. 160. 246. 241

BE! IP & 119.160.246.241 ! REEMAILAEGE] IP 7! BBLAXAD IP 2EIEE
WHIE ? HSLFR BT /etc/resolv. conf ABNMERMAA) DNS BRSZES IP Mi! MNRAR
HEFERIZEERNNENREG, BATRUXREM:

[root@www ~]# host tw.yahoo.com 168.95.1. 1
Using domain server:
Name: 168.95.1.1
Address: 168.95. 1. 1#53
Aliases:

tw. yahoo. com is an alias for tw—cidr. fyap.b. yahoo. com.
tw—cidr. fyap. b. yahoo. com is an alias for tw—tpe—fo. fyap. b. yahoo. com.
tw—tpe—Tfo. fyap. b. yahoo. com has address 119. 160. 246. 241

HIFERNFAERAREONENEM—E0N! XERBFETIE! 7T, BEAFER
I:t?f"f dig XMELSH, FIUXMESNESESEN!

ns | ookup

XIEJLBAHIES host %Kt%-’l‘iﬂﬁ,?ﬁ%ﬁﬁ?ﬁ’ﬁﬁ IP 5FHBXHAIEE,
EHER2ER /etc/resolv. conf XPMHHZEFRIEN DNS BRSSEEHISRIRILE.

[root@www ~1# nslookup [—query=[type]] [hostname]||P]
yATESE 2§
—query=type: EIHRIER BRTESZER IP 5EWAXTKSIS, DNS BBERE
FTAFATT AE AR ZARMESR, BF mx, cname FEF,
f5gn: —query=mx HIEMFE!

# Jefil—: %+ www. google. com HY IP
[root@www “1# nslookup www. google. com
Server: 168.95.1.1
Address: 168.95. 1. 1#53

Non—authoritative answer:
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www. google. com canonical name = www. |. google. com.
Name: www. |. google. com

Address: 74.125.71.106

o (RETEES. ..

# 3= ¥ 168.95.1.1 BIEH &

[root@www ~1# nslookup 168.95.1.1
Server: 168.95.1.1
Address: 168.95. 1. 1#53

1.1.95.168. in—addr. arpa name = dns. hinet. net.

nfE], FEEKXES host EAZIE! Fid, X nslookup TRIVAE IP #kEEHZE!
HEnAANEH =, EIENLZRE: dns.hinet.net IE! HEIAKEEWNER dig X4
§4REUX nslookup , FHAISEE+/LE DNS PR SE = ARET B RFFIR—IRIE!

65. 3 WIEBAHIE S 5 KBB4

MRz ? ESSgRAENRR I EN 2B #HITENIE M ! A1 LSS
telnet, ssh IER ftp FMRHBITERZEVHEN. K FHINTADBIRNL—T
XLEREAKFIESE! XBNRREIEPimINEEE, HEXMRSHIHRNMNSERERIT
AR

‘35. 3.1 &isH5 BBS BLHl: telnet

telnet BRIFKMEN ATEN L EEHEZZIRS[IIERN, REEMN—IRYE
T AEA U ERERDIRSEE L3k, TR LIARES BBS B! IFE#E! Td,
telnet AEHBIBEFENIHMEZERRL (RIGHKIE, REME) , FUBIEE
Internet FEIMAIAHE, SHERGR—S GUIBHKAIAEID . EiFMHZERITRA]
SAEET—EREHKIARS[RAMN B,

[root@www ~1# telnet [host|IP [port]]

# Jefl—: ELBIQEHEISRIIA PTT BBS ¥ ptt. cc

[root@www ~1# yum install telnet <==BRIANRBREXEH
[root@www ~]# telnet ptt.cc
MBSk E| #EGEHsEA s BRiE [100118) BFEFAESHE—RIMIMAKE
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http://linux.vbird.org/linux_server/0350dns.php
http://linux.vbird.org/linux_server/0310telnetssh.php

iEmAE, T guest 2, U new M [ KGN

[SFBEL] EERFs EZERS5R%ZERAE
http://reg. hitcon. org/hit2011
EZHEN, BEEEKRFEFEILIT! http://tinyurl. com/3z42apw

w_EERrR, FATATLUET telnet 325 H0EZ5%I BBS LHE, MURENENEHE
telnet ARFZEARSHNE, BHMNFIA [ telnet IP | HEMAKSSZHREZE, FEE
BENENT. Fi, 7 Linux £ telnet IHITIRE T Kerberos BIIAIER R,
BHBHIFIEBRITSIR man telnet AYIRER.

PR T ELLEIARSS AR LA ELS R BBS Uiz oM, telnet EATLARRELLEIZFRA port
(BR25) k! 255k, FAIATLLA telnet &EIZZE| port 110 , EHX port 2
BHEHRNBRITE?

# e = UUAN IR 110 XA port BEIEHBEN?
[root@www ~]# telnet localhost 110
Trying 127.0.0.1. ..
telnet: connect to address 127.0.0.1: Connection refused
# MBHIXHRINE, KRXD port REBINEHEZXNEV AR,
# ERREEIHA refused Wi!

[root@www ~]# telnet localhost 25
Trying ::1...
Connected to localhost.

Escape character is '"]'.
220 www. centos. vbird ESMTP Postfix
ehlo localhost

250-www. centos. vbird
250-PIPELINING
250-S1ZE 10240000
. (REIEER). ...
250 DSN
quit
221 2.0.0 Bye
Connection closed by foreign host.

BE! IRIEMEAIER, FROAAEBHEXMERYL (port number IZHHIE LI
g8) EEEMINMBIIN! TESA port FTAITHIPRSEE HIFHkIIIES, Hlant
RHY port 25 FLREANIZOFIRMAE FHERS, MRS XFNESHNE
FEERHIE—, BEREAMA port BIARE S'Z?#l_/l\f ehlo | M&<, HEA
AEIH port BAREMIEFWH! FAIUAHARTHHHSHAED!
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{}5.3.2 FTP BX#ll&Ek{H: ftp, Iftp

MEMABTESEEN email AILA, FEEXEEEATURZERIED
email o i email BEHBRIEHFERS, WMRBE—OSEENILE MB B9
R, BALRFEED FTP XNBIRBNAITI! XFEOMN FTP MHEEEHR ftp,
Iftp A4S, EEORE? 7£ Cent0S LETIRA eftp XNFHMARKR. EXER
NN B FEZOPRNMELSTE.

ftp

ftp XMESRE R, MAELIE FTP RSF[ITHEIEN . HTESFARENNVE
ARILMK, BtxEERRLRKXE FTP AR5 A5

[root@www ~1# ftp [host|IP] [port]

# 3ofl—: HNEIBRLURKERSE
[root@www ~]# yum install ftp
[root@www ~]# ftp ftp. ksu. edu. tw
Connected to ftp. ksu. edu. tw (120. 114.150. 21) .
Welcome to Pure—FTPd [privsep]
220-You are user number 1 of 50 al lowed.
220-Local time is now 16:25. Server port: 21.
220-0Only anonymous FTP is al lowed here <=1 LEBEZFM! X4 FTP XX
EBEX
220-1Pv6 connections are also welcome on this server.
220 You will be disconnected after 5 minutes of inactivity.
Name (ftp. ksu.edu.tw:root): anonymous <—=EFXEAEZEFRE!
230 Anonymous user logged in <==Mg! HEEEZEFRT!
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> || —=RABENNERERRZXAE!
ftp> help EREEENIESHA, AESE!
ftp> dir E=ERErREERSSHENERAT LHERTIR)
ftp> cd /pub ==THHZFEEF /pub K
ftp> get filename <=TEFEHE—EZE, 1&HZA filename
ftp> mget filename* <==TEHZMIYR, AJFERHBEFT *
ftp> put filename <==_Lf& filename XM EF|RFZE L
ftp> delete file <=MBREN LR file XPMER
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ftp> mkdir dir == dir XTMEZE
ftp> led /home <P [ ARMIEEN ) WITEE R
ftp> passive <==BThEkXHF] passive &R,

ftp> binary HIREMIEIVIEEA binary 18T
ftp> bye =HER ftp MHFRIER

FTP ELBER— RSN, EARMRERAD port HaldE1TaSSHIERIIR,
FANBBERNSAEE - +—F8 FTP RFJ[ATFIR, XERNERLENNE—THN
MER ftp XM BRBRNAREFEZIANY, FAUELARBIEPRNIR
FEEANKSSERT . FAEHTREUMKURHERER, MERERENKSHE
[ anonymous | FTAEEESHNKSEIF . INRZFAAR FTP B, FHERHE—H
SRR S 5 G !

B FIP EH/E, MEBER fto REMINEEEIT LES THBEE, LNER
B ftp RIELWMER, T, BEHEWIRATLUERIREH FTP WubfE, £/ help (3
B]S ?) REEAHNES, RAEERTHLUNAER—TXMESIE! XEUERE
M SRR RIEHE, RATLAR] ftp TETHE! THEE! FIMREIEIEHRZ, BT fto &
fEt, SZEA [ bye JIE! A2 [ exit ] Hi!

INRATIRLIER, 1LIRAY FTP EHH port FFAIEEMAEOR, ARIRELATLL
M AR TH R REERNZEENE!

[root@www ~]# ftp hostname 318

# BRIRXFHEHNR fto RBZFBTE 318 XA port Wi!

Iftp (BEEILEIZA)

BAER ftp BEXBRHES, BREERER fto HPEEYE? iLIRATATLAE
RSB G RBEN FTP ARSSAEM? HrY, M2 Iftp BIIIRET ! Iftp A
RIEAERER FTP MRS5S, WLAUERRMUMIIB G EGHIE, EH LR
fto BIFHL. tId, BATHHEESIIGAKS/EL, AJAHEEHITIEFMARIR T
ez !

[root@www ~1# Iftp [-p port] [-u user[, pass]] [host]|IP]
[root@www ~1# |ftp —f filename

[root@www ~]# |ftp —c "commands"
yrAESE 2§
-p : FEEFEREZELERIE FTP EHZEM port
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: FENZRELEKSS55E, MR iEE LEEiEENT
MBRZEMKSEN, |ftp BEWASER anonymous EIXE B ER
: AT S BNBIAG, XHEERAFBN#HIT shell script BIEENALIE

: EEEEMEREENES.

# 3efil—: FIA Iftp BEARWA KA FTP AREEF

[root@www ~1# yum install |ftp

[root@www ~1# Iftp ftp. ksu. edu. tw

I ftp ftp. ksu. edu. tw: > I

# HE! —TFREANT! RIREE! " " REIHAIER help EEFHEXA

e

ZTEN FTIP WG, —HuILUEA Thelp) REREHFATURITHIES, 5 ftp RAE
M ! 3% 7T HEERThEE, MEWIEERIAEIL bash X! RAFEM! BT XNFRA/Y
XFEOM FTP B, BEXL ERARZERZONGFRRER! RELHHRE
gftp T, EEMEZ EFIE! Cent0S AEFAIRME eftp T, RAUUEHIFERAIA
BRRE, REHAN XWindow f7, BEI—1 shell , 8N [ gftp | FLEEB AIAE
B 4F F i !

MRFBEEMPIERTERWLBK FTP MU TH /pub/Cent0S/RPM-GPG* HIH
B, ABARTHAENZEELATR? HMNEAREEEE!

# EFAEROCES |ftp KAIEAT:

[root@www ~1# mkdir Iftp; cd Iftp

[root@www |ftpl# vim |ftp. ksu. sh

open ftp. ksu. edu. tw

cd /pub/Cent0S/

mget —c —d RPM—-GPG*

bye

[root@www |ftpl# Iftp —f Iftp. ksu. sh

[root@www |ftpl# Is

| ftp. ksu. sh RPM-GPG—KEY—Cent0S—3 RPM-GPG—KEY—-Cent0S—4
RPM-GPG—KEY—Cent0S-6

RPM-GPG—KEY—-beta RPM-GPG—KEY—-centos4 RPM-GPG-KEY—-Cent0S-5

# BIERRFBELEMSEMAN Iftp 18S
[root@www |ftpl# vim |ftp. ksu. sh
Iftp —c "open ftp. ksu. edu. tw

cd /pub/Cent0S/

mget —¢ —d RPM-GPG*

bye"

[root@www |ftpl# sh |ftp. ksu. sh
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ERIEEZEFEAT, MATLIFER [ open —u username, password hostname J {&2&
| ftp. ksu. sh IE—1T! WRBEXPHIKAEN crontab He, {RELAILAERAIL
FTP #1T Ef&/ TEHAIIIEES | XN FIESHIFAL!

Os5.3 3 EREOMSEERLGH: pidgin (gain BEM)

MERZ KRR EBEIETAZ MSN, FEESEATE AR H AR @R EGIE? BAEE
FIXLpRFZRERT, X EALIER? REE, £ XWindow K TEM pidgin BEFT! &
BEBRBRNTERHN X Window RE, REEE [HAERF] —> TEHEMN] —>
[Pidgin M4ESCRTE ] BEBBIR GEEERLABERET pidgin T, AA yum
install pidgin &:38) .

g, EhEE, FRAITRER basic server AR Cent0S 6. x EEM AR
LEEzH, MLUERRZEOWSESRIENT. L, SEXABII—BENRERK
Desktop HYER, FIFIZEBEN KM pidgin XITE/LEY! Eitk, KTHZ4KIRE
AT LASERRIT, FRIRLEFS—IER Desktop |inux BTERITHL!

#FuiH Pidgin!

TormoRaRTE R RENEBERAINRSS - B{(FF Pidgin 258 » SE5ER T H
B TR ) Bl - BERTENF IGRURSERIAT - dNRITFEE Pidgin (HRZ
BRI ERANRSS - AITESERE b —2Fi% « s TElg ) AR ER
HEHIUESES -

TR R - 12eehibrngss - REE AT EHE LA (REf=
EIHRESE | 5% » FIA[EELE{EEE -

§FEE % B |

5.3-1, pidgin BIXEmE

ALERZRT [#18] , RERSBRNTHEE:
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ETREB) | EFERRENW) | UE Rkt R

ZARR
BRI RE (D) -
EREW :
EiRE
[ REfEvETR W

HEHEHERIR

[ #hEb M
[ ERTIFEETR

Sz AM j
“* Bonjour

1;} Gadu-Gadu j
4 Google Talk j

m GroupWise
& 1cQ
[+ IRC

MRSERE (FULHEEN) O m

& mxit

£ MySpacelM
ICYele

I siLe
SIMPLE

i) sametime

W xMPP
EJ Yahoo

5.3-2, pidgin X#FHYSCATIE T EIE

REFTFHRZ, pidgin IFHBNABZHY! RANEM MSN RIENMERGFT
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ERSTE e B ARSEE

ZARN
SRR | W sy N
BEREL : |usename@hotmai.com |
TEP) : [.... T l
[ sefEwisin i

= HEHERIR

WL (AR O | |
] LA
] ERETAEEERD :

X IO | | @ FQ@ |

5.3-3, BE MSN Bk EREE
wmEE, EFEEPMANRHKS 520G, MREELAANITEN L, TAAERT

[i2{EZ ] IMEE! IR THEE, pidgin TIERESSXBANT ! EANENETUNT
Ffrx:
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& HEHE

?E?E(E} MERAr LRI AR
T e a HE
& cathy~

ZRO #RO)
() MNovia~

(PR DA S WBIrd: Baiifig =

A\

B FRE #+HEAN) ©%—HEG

|5 BemlE = 3 5 @
5.3-4, {H pidgin B MSN FRHFITEXRD

MRBEFHT, BLAHMIZTE 5 3-4 HFHELBIEO, ¥ (B3] HEBNHIE
QEEGH, RRERTHE !

65 4 SFROM TN
ft4? XFAEMEARGANRES! HIETHFALF? M ! ESANEEEZRY ! &
RO ! BiX A’-’FTF_FI EEXFAE T EMANEHFTR! 272 links & wget X

PNENE, B, FUFEMEMRELRRTRRIESHT1T. FEERR, Cent0S i
WX IIE) L%Bﬁ ZRE! RTRILIRANRII—EIX A4 AR AL !

65 4.1 XFHYE2E: links
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ESRHESIREEFERANE lynx XNMENRES, 7T Cent0S M 5. x LUSER
INEARMENREER links X— i XAEZHEAARNNIEERZEM, Bk, FEX
—RES, FEAFNNE links B! BXF lynx BAXBAYE, BC man —TIE!

XAMESATLULRENIRNEZEMIT, BEESEHAA, XMER E—th’JIjJﬁ‘é%?" [ 25
Llnux ZIKMJ:EL,( HTML iE3E B RREISCHEIE (document) | EAIRIE? TNRIREZE
Linux ARHLETH) /usr/share/doc XNBREEXHHIENIE, HMIEFELI—L
MTER, /A vi EERAN, 2B —H HTML BEE! AREIEM~ XEHRE
F links BARNIFEN ! AIAERGEEZEER! -

[root@www ~1# links [options] [URL]

yrATESE 2§

—anonymous [0|1]: ERFAEZEENEE,;

~dump [0]1] : EREMNITRBIEEREM L Z] standard out TIE |inks
BINRE

—dump_charset : FHEIFEEET dump MIHZEIRBEIERRE, bigh F
A cp950 ME

# Sef5—: AT Linux kernel [k
[root@www ~1# |inks http://www. kernel.org

SFREEBA inks WuEMtE, MESHANTHER:

I
SRR ﬁ%@ iR 0 ﬁﬁLﬁ&ELﬁﬁﬁ@

) ) ) The Limx Kemel Archiwves KIIED}_:J
Link: Latest Lirmx Eemel Version B33 falternate)

The Limmx Eernel Archiwves

Welcome to the Limmnx Eermel drchives., This 15 the primary site for
the Linnx kernel sonrce, but it has much more than just Limmzx
kemnels .,
Frequently asked Questilons

I EO
Frotocol Locatlon
[HTTE| http:ffwnr kemel  orgfpub/
FTP ftop:ffftp kernel  argfpuh/

ESYHC rsvnc: £ rsync kemel .orgfpub/

Latest Ztable Eernel:
Dowrload 2.6.39.3

limx-next: next-20110714 2011-07-14 [Fatch] [View [G1tweh]
Fatch]

snapshot: 3.0-rz7-g1td 2011-07-18 [Fatch] [View

http:/ fwww. ietf org/rfc/ rfc2616, txt [------ ]|E|

5.4-1. £ links EMTTHIRNBRER
EEXAEEAEAGRAIT
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. HEANEAZE, BTRXFES, URHFTRESERMUE! TERTE!
SR EAIEMKIE !
. XABHEATLAGER [ ETH ] RibeARE LERm S+ GiEE. BEF
8, BT Enter BRFENZIE
. AR [ EA%) kB [ E—TI8T—n

. —LbE I Re iR :
o h: history , BT EH) URL FERZEEF
o g: Goto URL, 3% g [Eii NI TItthilk (URL) ¥ :http://www. abc. edu/
=
o d: download, IFIZHEIZHIETEHEIAHEAIEE;
o q: Quit, BFF links X,
o o: Option, HAINRESHBNREEIEKF, RETEAN
"/.elinks/el inks. conf &
o Ctrl+C : SRIBLIET links BIHIT.
o B Sk
E o BaptisEATF " E—IAIESES" .
T : BoptinELARTF "T—PAEER" .

i : back. Hk[E] E—Ta.
A BANRBEARFREEEZ M.
ENTER [E]f¥r "&" #.

ETWMREANT Linux A EEIMIIEE, BRATLUERMTHAR:

[root@www ~]# |inks /usr/share/doc/HTML/ index. html

TELEH Cent0S 6. x L, HXA—MER, HMAUFNA inks REUHEEW!
B RIMERE DGR TR
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#* root@www ~flftp [77x23] =10l x|
ERC REE WR0 \EiD ER0 SR

el to CentOd EIIE -
elcome to Cen i 3|~
*®

*
*

: 4

[IM]
Welcome to CentOd
The Commnlty ENTerprize Operating Swstenm
15 an Enterprise-class Linux Distributlon derived from sources
freely provided to the public by a prominent North American Enterprise
Limix vendor. Cent0? conforms fully with the upstream vendors

redistribution policy and aims to bhe 100% binary compatible. (CentOd
mainly changes packages to remowe upstream vendor branding and

artwork,
http:/ fwnr. centos . orz/f [------ 1~

5.4-2, {EH links AR HTML CHER

WSRML | E R IRROIMERTRER7E Linux AALAY tty1 ttyé , RATEERE L,
EANHERMBEIREN: [LANG=en_US ]| Z KMIBRIZEEAITIE! Fid, RFEL
BTZI R 20 _E P s AN LA B ShEVIS B AT . 256k, RHINBEELZEHE
MZ RS, XEZHFMIER, ABIRINEIFITEFHE? EE! ATLUER links B! FIA
—dump XNSHALIEK:

# 1EiT 1inks 4% tw. yahoo. com BIMTIAZENMNTKiEE
[root@www ~1# |inks —dump http://tw. yahoo.com > yahoo. html

# EAMEEIED GET IhEe LA LMK S A user H{H9 pw , AXFEAOL
LS

[root@www ~1# links —dump \

> http://some. site. name/web. php?name=user&password=pw > testfile

FEAMEEAEMANES (?) NIE? EEZENNEFAMITA T GET | ThEEESH
FMTEHE, FAXNINEE, FBATMATUIERERIERZMG EF ! JEER S EE!

MESBERITHERMEE testfile HERD, NTNR MR EAEIEZ AT POST |
HEMIE, BBESFMAENMAESET . GET 5 POST 2 Www @it s, FkigH
BN Tae EREIRSRmN—MAER, —kiR, HEHeRSBERSE, X%
R A FRZHIER PoST SR EfEMI! XF GET 5 POST BUHEXEERIISHE
FIHE W REZFLSPERBER!
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‘35. 4.2 XEFEEOTEHRE: weet

R links BEFHITMTIH [X3T] , A weet FLREFIT [ M ITTHHEAIEN
21, 261K, TN Linux IDZBETE www. kernel.org K, EEERER ftp
5 http RTE. HAVFLERTLAER |ftp RTEHER, BNRBERNTFRTEHIE?
ABFLFIA wget ME!

[root@www ~1# wget [option] [Milt]
yrATESE 2§
HIREHEA A MG BIREK S 5SZBAMERPE, ATUAFAXENSEREA

0z !
——http—user=usrname
——http—password=password
——quiet : FERER wget EMEEIEMENERNR
BEZHSHIEBRITSE man wget B! "7

# Suffil—: BT 2.6.39 MAZID
[root@www ~1# wget \
> http://www. kernel. org/pub/ I inux/kernel/v2. 6/1inux=2. 6. 39. tar. bz2
——2011-07-18 16:58:26—
http://www. kernel. org/pub/ | inux/kernel/v2.6/..
Resolving www. kernel.org... 130.239.17.5, 149.20. 4. 69,
149. 20. 20. 133,
Connecting to www. kernel.org|130.239.17.5|:80... connected.
HTTP request sent, awaiting response... 200 OK
Length: 76096559 (73M) [app!lication/x—bzip2]
Saving to: linux—2.6.39. tar.bz2'

1 67,520,536 1.85M/s

REEME~RATZID! ABETNEes, REMEMLILE, SIEIAT TR TE, X
RIEN FF1E, TRILUEIL proxy BIESENSR T &R ! B8R4 /etc/wgetrc FRIZEIRAY
RIBAR SRS

[root@www ~1# vim /etc/wgetrc

#http_proxy = http://proxy. yoyodyne. com: 18023/ <==#Z|/K TiXJL{T
KAFE 78 1T

#ftp_proxy = http://proxy. yoyodyne. com: 18023/

#fuse _proxy = on

# R IR T RVIERE, 1215, RSB A FIEZR) proxy EHLAT!
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http_proxy = http://proxy. ksu. edu. tw:3128/

use_proxy = on

65. 5 FERIENThEE

REEHMERETIRMNBIMLEAA LI, EREM ping RIEHFINREAIN FoiEHk
BlEm, RELNEEAREES IP FEEREN—LEI (BEE/MAES NAT
ENEBS), IMHEEEAN? REBNGZERE [ SAHANRE] 5! BI04
HEAMRE, TNATLT B—FEN N ZZNATEITRENBIAEME, wRaEE
BT MR AT RER ERYEJREPAE T ! IR TIERAMBRIRK—IKIX D topdump S EIFZHE O RYE
B HTERHIE !

Os5. 5 1 CEEOHEMME:  topdunp

SR, T tepdump XAMERERIE, REZETURXMMEEIRENESR
B, BEAMBNMERUSITEHSNRR, EHENRSEH#T TSR], WRR
FANEMEBIERABNIE, 78T, 7 router 3¢ hub EEFRATBEMARLITET !
HANEEZERZIAY CSMA/CD 2R, FARIRIBAIBH [ MERERE ) B2 X4
tepdump FhoEMI! REITAIN AT LA, FATHER T HE—T X NGB! GE: X4 tepdump
WIER root BIESHMIT)

[root@www ~]# tcpdump [-AenngX] [-i O] [-w EFERER] [-c »#] \
[-r $HR] [EraFE e #iEE]
BIRSSH
L HEMMALL ASCH B, BEAREE W WFRHEEN.
: ERERLERE (0SI BZR) B MAC HEHIERER;
. HIZELL IP & port number B, MIEFHBESRZ B
: NIEBRAEENHFHEER, B—1THRBLLEREE
. AT 47538 (hex) AR ASCII MIFHBEIANZE, MTMWAHEAR

i EEEE [ET] f9MKEEO, 5120 eth0, lo, ppp0 FHERAM;
: MNRRENFEITRENEHEEIEEETR, AXNMNSHEHMTT! FHEE

: NEEENEEREEERERLR. 1 THER] RELFENEER,
HEXA [#H%] BE -w FMEL R,
: mTEHEH, MREEXNTSH, tecpdump SFEHEA BRI,
BERfERZEBAN [ctri]l-c Alk.
PR R E QL BRI AT LAE IS X RE BN EER 1P KR
1TEELRREL,
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http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_link_csmacd

BAATLAEHMEHNER, HRERERANER. BRNERREESR:

'host foo', 'host 127.0.0.1" : §FXTERERENKFEITE BRI

'net 192.168" : &H¥FFAPIGRIEITE B AIHREY ;

"src host 127.0.0.1" 'dst net 192.168': [E]BF/N_L3KRIE (src) s BEr
(dst) PRl

"top port 21" ERTLASHRTEIRMABTM, 40 tep, udp, arp, ether ¥

EAUFIA and 5 or RFITHEBENESETRE!

# 356fl—: LL IP 5 port number T eth0 XMMLEF LRI,

[root@www ~]# tcpdump —i ethO -nn

tcpdump: verbose output suppressed, use —v or —vv for full protocol decode
listening on eth0, |ink—type EN1OMB (Ethernet), capture size 65535 bytes
17:01:47.360523 |IP 192.168.1.101.1937 > 192.168.1.100.22: Flags [.], ack 196, win
17:01:47.362139 IP 192.168.1.100.22 > 192.168.1.101.1937: Flags [P.], seq 196:472,
17:01:47.363201 IP 192.168.1.100.22 > 192.168.1.101.1937: Flags [P.], seq 472:636,
17:01:47.363328 IP 192.168.1.101.1937 > 192.168.1.100.22: Flags [.], ack 636, win
T [etrl]-c ZIBHER

6680 packets captured =R T ROFTEH 2

14250 packets received by filter <=—HiTJEFRSBHNEITEHE
7512 packets dropped by kernel <=HZOFFEFNEHES

MRIREE—IRE tcpdump BY man page B, BE—1KFEINK, EA tecpdump JLIF
2 EHRLEE, ARPORSERZHIMESEEM, EFEMEW! BT,

Z2PHREEQEINEEMEBE AT TP HEMNRLBZFIEEIBEEAGFM! - " EF
AANSEBI—Fr = E B Te Gl s, FATTAABRX AR FE, FAILGEH—H
AN 4FRFATRIFA—T

. 17:01:47.362139: XN R EMAREERTE], [8F: 470 B934,
. IP: EFRIERIMNUZE IP ;

- 192.168.1.100.22 > : {532 iHE 192.168.1.100 X4 IP, M{EER port
number J3 22, {RAMEZETREZ, BIMKRT O) HFSENEHEHNEMS
B

. 192.168. 1. 101. 1937 3EWuHEY IP £ 192.168.1.101, BiZT#FE

port 1937 RIEUN;

. [P.1, seq 196:472: XA EHA PUSH HUBIBIEMARS, BEMAKIE
AEBEHIER 1967472 byte;

. ack 1: ACK BYHEXZEH .

REBNUE, MRIZITERM 192.168.1.100 53] 192.168.1. 101, ETHY
port H 22 | 1937 , fEFAMRE PUSH RIMERR, AR SYN ZEMERNBEHIRE.
! RAESERER! PROR, XA PHESLE| TP FRLFRBIR D A —E
lfl
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http://linux.vbird.org/linux_server/0110network_basic.php
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_transfer_tcp

Bk, — MRS RICHEN L@, (RIEZEESEIREN TR A G IR
Eft, {FH tcpdump BLEELGSSEMRRELALL, Tid, ESAFRM! K
fITATLUEIT topdump BIFRINAINGE, FLAEB R S AVIEETEERN AR AIEILE k. 7
FERTES—Zh, FAVEXT eth0 MUSNT, ERAZEEAN eth0 #EO EEMEIEHSHW
ERERERELE, TFIHM! ABAFEATTLAELE? GlanREE port 21 MIELNIEE,
AT LUX A -

[root@www ~]# tcpdump —i ethO -nn port 21
tcpdump: verbose output suppressed, use —v or —vv for full protocol

decode

listening on ethO, |ink—type ENTOMB (Ethernet), capture size 96 bytes

01:54:37.96 1P 192.168.1.101.1240 > 192.168.1.100. 21: . ack 1 win 65535

01:54:37.96 1P 192.168.1.100.21 > 192.168.1.101.1240: P 1:21(20) ack
1 win 5840

01:54:38.12 IP 192.168.1.101.1240 > 192.168.1.100.21: . ack 21 win
65515

01:54:42.79 IP 192.168.1.101.1240 > 192.168.1.100.21: P 1:17(16) ack
21 win 65515

01:54:42.79 1P 192.168.1.100.21 > 192.168.1.101.1240: . ack 17 win 5840

01:54:42.79 IP 192.168.1.100.21 > 192.168.1.101. 1240: P 21:55(34) ack
17 win 5840

BE! XHEFOURYE port 21 IEEME, BFMENIE, RELXIMEANMEBREEN
B, client m&kd TEK] M server wwMFLL TR ] , BREA, HAREESEE
W mEATEHRATUAZRIE XN ERRER T RS ERIEIE. 255)5%kikE:

1. NG E—DPRIENEOMAN [ tepdump =i lo —nn | BEYUADR,
2. BRAF—NREBHEORIMAN. (127.0.0.1) ZEN [ssh localhost ]

PBrimHHEE RS2 ?

[root@www ~]# tcpdump —i lo —-nn

1 tcpdump: verbose output suppressed, use —v or —vv for full protocol
decode

2 listening on lo, |ink—type EN1OMB (Ethernet), capture size 96 bytes

3 11:02:54.253777 1P 127.0.0.1.32936 > 127.0.0.1.22: S
933696132:933696132(0)

win 32767 <mss 16396, sackOK, timestamp 236681316 0, nop, wscale 2>
4 11:02:54.253831 IP 127.0.0.1.22 > 127.0.0.1.32936: S
920046702:920046702 (0)
ack 933696133 win 32767 <mss 16396, sackOK, timestamp 236681316
236681316, nop,
wscale 2>
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511:02:54.253871 IP 127.0.0.1.32936 > 127.0.0.1.22: . ack 1 win 8192
<nop,

nop, timestamp 236681316 236681316>
6 11:02:54.272124 1P 127.0.0.1.22 > 127.0.0.1.32936: P 1:23(22) ack
1 win 8192
<nop, nop, timestamp 236681334 236681316>
711:02:54.272375 1P 127.0.0.1.32936 > 127.0.0.1.22: . ack 23 win 8192
<nop,
nop, timestamp 236681334 236681334>

EREREELAITRE tepdump BIEAKILAR, AE:

2,

. % 3 {TRERMZE KA client i, HH SYN EIEKAAEHE] ,

. B 4 TRTHR KRB server i, BRTIIN client ¥mz4h (ACK), LTy
B SYN EFBEENIAIFRE;
. 2 5 1TNE/R client mAN server FHEBEHIENL (ACK)

. £ 6 TUUENFFEENBIRE BRI LR,

MEE 3-5 1THIRIERE, BAEM? &5 BME=MEIR *):E’Jﬁﬁﬂjuuﬁiﬂh' g
ﬁftﬂlﬂE! g tepdump ZERAMFRAERR M —AI AL ESLABHTIEER! EE

LHITHEE AT LAR SRIE AFEATEN A BB SEMAURIE 24, 1_4 BENTFEAT
ﬁ#iU:‘fﬁlE’] S1E, FIRTTREE VB IEEERNEEEEEBITHMHM .

EWMERIERERM ! tnRFAVER tepdump £ router LEMHEMAWT [RARD | HYfE
WMBERT, f5lan FTP f&iathl, MMREEBEKXEMHARRER? FHIIAEEVIHTIE
[ tepdump =i loport 21 -nn-X ] SAIFHLL ftp BAKN, HMAKSS5EE, 4
BRATLE A TR -

[root@www ~]# tcpdump —i lo —nn =X 'port 21'
0x0000: 4500 0048 2a28 4000 4006 1286 7100 0001
0x0010: 700 0001 0015 80ab 8355 2149 835¢c d825
0x0020: 8018 2000 fe3c 0000 0101 080a Oe2e Ob67
0x0030: 0Oe2e Ob61 3232 3020 2876 7346 5450 6420
0x0040: 322e 302e 3129 0dOa

0x0000: 4510 0041 d34b 4000 4006 6959 700 0001
0x0010: 700 0001 80ab 0015 835¢c d825 8355 215d
0x0020: 8018 2000 fe35 0000 0101 080a Oe2e 1b37
0x0030: 0Qe2e Ob67 5553 4552 2064 6d74 7361 690d
0x0040: Oa

0x0000: 4510 004a d34f 4000 4006 694c 700 0001
0x0010: 700 0001 80ab 0015 835¢c d832 8355 217f
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0x0020: 8018 2000 fe3e 0000 0101 080a Oe2e 3227 ..... D 2
0x0030: 0Oe2e 1b38 5041 5353 206d 7970 6173 7377 ... 8PASS. mypassw

0x0040: 6f72 6469 7379 6f75 0dOa ordisyou. .

FEAMESEREEHEELI T, ROMEBITERNBEERS P IHEXNFHFH
F1T. M EEMHEROSFHRFES, HOATUALI 1Z FTP HEHFEHARRZ vsftpd

FHEFEAERAN dntsai XPKSZFR, HEERE mypasswordisyou] MEIE! {RiFH]
ARTTAmT ! anRIER BB A RAEMRINERIE? AR B3I,

Mg B RALETE!

BIMRB TR, ATIEMEIZEORLALLE tepdump M0, BRLAINIT topdump BF4%
EZEOSBahE [$8E4RX (promiscuous) |, FRLUMRESTE /var/log/messages BHE
FRZPEENE, BRRRERINEFHIZERAEILER! A0, IBREEH.
ZTEZHINA, 5% man tcpdump 5!

15135 -
AT ER tepdump MEIF (1) KB eth0 EEEKH (2)@iANA port

22 , Q)FEFEEH 192.168.1. 101 FFHEER?
e,

= -

tepdump —i ethO —nn 'port 22 and src host 192.168.1.101"

Os.5 2 EREOSEHEE: wireshark

tepdump B FIEOMTTEHIEES, BABRXEBERZEON? B! Az
wireshark GE 1) XEHH. XEREHREATRA ethereal , BEIEIFEH X FIZEO
B tethereal LAKREMIEOM wireshark FMZIL, B FHKIYVLEFAIEHEE
KXE, FIReMERER yum ENEREE! WAUEEAAERREN! EHE
FERE, DREXFIEON wireshark WUREIFIEDON wireshark—gnome . &
KHERUT:

O
|[root@www "1# yum install wireshark wireshark—gnome

BIIXENRGENGERER, (RAMEALE X Window KT, B [NBER] — [HE
15/ | ——> Twireshark network analyzer ] FLRILUS M ! BEIREE I IR :
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1 The Wireshark Network Analyzer - O x

File Edit View Go Capture Analyze Statistics Telephony Tools Help

& = Be -

Filter: | \ v | Expression... | Clear | Apply
\ —

World's Most Popular Network Protocol Ana

Interface List =) Open

= Live list of the capture interfaces {counts incoming packets}) Open a previously captured file

Start capture on interface: Open Recent:

2] etho k

2| Pseudo-device that captures on all interfaces ] Sample Captures B
;} USB bus number 1 A rich assortment of example capture files o
&l o

Capture Options
dhal P P

Start a capture with detailed options

[<]

| | 1 | E|

() Ready to load or capture No Packets Profile: Default

& 5.5-1, wireshark BI{ERR=E

HEX—ERAREIEEREA! BFXENHERNRZE, HBEHEREKX, oS
BOHHEYS. BEMEERHEN, SERE—THIHNEOZEN, Fitoik
5.5-1 EEPHMERNERE! MSEIMMTHEESLRIEET .
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Wireshark: Capture Options

Capture

Interface: |lo

IP address: etho
USB bus number 1: usbmonl
Capture Pseudo-device that captures on all interfaces: any

[ Capturelos .~

e L T O e

[] Limit each packet to bytes

Capture Filter: | | ~ v

Capture File(s) Display Options

File: | | | Browse... Update list of packets in real time

[] Use multiple files
= Automatic scrolling in live capture

Hide capture info dialog

Name Resolution

Stop Capture ... Enable MAC name resolution

W EliET etwork name resolution
O ... after
] ... after Enable transp ame resolution
the capture prt
Fin(H) BiH(C) pStart |

5.5-2. wireshark BIEATEE

£ LB, RSAEFEERITNED, STXERAEOIMNINEEXESHE
EAREL, EttiX BEAAERE 1o FEORIERTERRSFEIE, lo FITEZREFN!
PR, BEERIET [start] 2/, BRBEFTFLIRH, ZEEM [ sshlocalhost |
REXEANECS, XEFEFTREBRSHAE! MTEMR:
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1] Capturing from lo - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Q{@ e Hh ey ¥ HE -~

Filter: | \ v || Expression... || Clear || Apply

Mo. . Time Source Destination Protocol | Infg[™
63 7.179303 HH HH SSHw2 Enc
64 7.179612 HE HE TCP 458

=3 N

65 7.449560 f"—’ i )fé\ "E]I HH HH SSHw2 Enc
66 7.452094 HE HE SSHw?2 Enc
67 7.452172 HE HH TCP 458
68 7.458465 HE HE SSHw?2 Enc
69 7.458499 HE HH TCP 458
70 7.459065 HE HE SSHw2 Enc
71 7.459121 HE HH SSHw2 Enc
72 7.459427 N R TCP 458
73 7.471899 HE HH TCP ssh
74 7.484867 N R TCP ssh
75 7.484904 HE HH TCP 458 .|

T T -1

5.5-3, wireshark BY{FERHT~=E

ZRBOE, FREGREHET ERNHERERITORZE, B TE 553 BET
HEIENER, BAFHSHEEEMSELLE, FTR, MiERNKFIEHF—TFH
£ !

—

A lo - Wireshark G
File Edit View Go Capture Analyze Statistics Telephony Tools Help

o . = (==

B el @ E2X2ae M e 2 ¥ EE -~
Filter: | ] w || Expression... || Clear | Apply
Na. . Time Source Destination Protocol | Inf¢2!

4 08.212968 ey i S5H Ser

5 8.213165 1y EE TCP 458
| I

7 B8.213588 T el TCP ssh

8 0.216776 il Nk S5Hv2 CUE|

] m [ EI

I Frame 6 (107 bytes on wire, 187 bytes captured) 2
P Ethernet II, Src: 00:00:00 00:00:00 (00:00:00:00:00:00), Dst: 00:00:00 00:00:00 (00:00:00:
> Internet Protocol Version 6
> Transmission Control Protocol, Src Port: 45838 (4583@8), Dst Port: ssh (22), Seq: 1, Ack: 2
> SSH Protocol

=
0000 ©0 0O 00 OO0 PO BO 0O 0O GO OGO OO 00 86 dd 68 0O ‘j ............. .
0010 00 00 0O 35 06 40 00 GO GO0 GO 0O 0O OO 0O 0O GO ...3.@.. ........

0020 00 00 00 0O 00 01 GO0 GO0 0O GO 00 0O G0 B0 @0 B0 ........ . ......n
0030 00 00 00 00 OO ©1 b3 86 00 16 4a bg 9f 6f 4a 6b ........ ..J..0dk
@040 f5 73 80 18 02 00 00 3d 60 80 01 01 08 Pa 81 33 iSiiass = e 3
0050 9f bc 01 33 9f bc 53 53 48 2d 32 2e 30 2d 4f 70 ...3..55 H-2.0-0p
0060 65 6e 53 53 48 5f 35 2e 33 od 0a enssH 5. 3..

@ File: "fimp/wiresharkXXXX8cLrix" 1... Packets: 75 Displayed: 75 Marked:... Profile: Default

5.5-4, wireshark HFIERAREE

BADHEEN LR, BIEDESA=ZKXR, RATLUEBRFCRHHHE E1
XRApEFHEE, AR IMNXREEEXNNT .. F—XREZETHIHE
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RIRRSL AR, ABEMERENL tecpdump WETRER, B XN ZiFMHAITRLER,
BIFENEHAZS. BIRIBAS L socket pair HFHEE., F=XHME 16 i#
L5 ASCI BBHERER (FHANFHERR) .

MRFREENHEFO#, EEH 1 HHSEZHE EFPRE 6 INF
), BrEE 2 5 3 RRELD! BTEFMNANHALRMEBLENTE, Eit
EH 2 BRtEaRk, BEEE 3 MEHAASHEEEM ! ETX wireshark R
MU U—OSBRAEZNREHEARM! mATEEMEZEORN, REEE!

Os.5.3 =7 TOP/UDP HHEMIEOBH: no, netoat

XA ne IRSAIAARIEAFLIRSAVEN, B AT LUEZERIFEA port RiFIT
V@, ks, TRILBITREI— port RMMITE A PHIEXHLIN! IEERAER!
RERF nc RHERIRHMELZ Y [GAPING SECURITY HOLE ] &#80iE, BIZ! x/MEHG
AT LA SREVSZ Fumbl bash FE! ATAIE! FR{1AY Cent0S FUIRHRBH T LEIS
¥, FAAEATREBRARMEABZRE~ER nc AXREBK telnet LENREZERIL
BET! (ARNARGEINITXH nc BB A netcat Mi! )

[root@www ~1# nc [-u] [IP|host] [port]
[root@www ~1# nc —| [IP|host] [port]
RIM55:
-1« fEAKEITZ A, JREIFB— port RUENTH FAYELHL;
-u : AfER TCP M2fEA UDP {EABNBEHERTS

# JEfl—: 5 telnet L, FEIZARMIFA port 25 EREXTE
[root@www ~]# yum install nc
[root@www ~]# nc localhost 25

XN REENINEGES telnet JLFE—HE! AIAXRERENRSHL! 73, EMEFHE
BE, FHOTLUESIFEANERENE! 20MTFFRIE, RIONAERSSZHBII—
port SRFELTHRAT:

# A= BUE— port 20000 RUSIT{EFEHIBEHZER
[root@www ~]# nc —| localhost 20000 &

[root@www ~]# netstat —tlunp | grep nc
tcp 0] 0 ::1:20000 Dok LISTEN 5433/nc
# BEI— port 20000 ZEAHLLE!

BTRIREF B — N RBNREE, BFA no RENRSE, HEBA—LIES
EE!
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[root@www ~]# nc localhost 20000

I EETUIHERNTFET!

LR, TEE P mBATT LT A —EF, (RS A MER Z 25 in s B AT H IR B9 F AR AR !
MRRERTEF—EEINSH, FluFlArrEmASEaE (stdout, stdin) BIIE,
AT AT LUB T XN ERIERZEE T ! A nc HDIEEARARantk, RIEFTALI
BZHAIEE! BB1TEMRENABY /usr/share/doc/nc—1.84/scripts/ BRTEE
XL script , BEMAIN! AF, MRAEEFTINIRELESE
GAPING_SECURITY_HOLE IhgE, LAFMRumELHLAILAFITEIMNESHIITR, MEEBRT
TERBIERRIFET !

05. 6 E L [Em

. B Mg ORESFERXSH, ATLUER ifconfig XNMES, B3 MTU F
%;

. ifup 5§ ifdown HERZ script , &FERAKN, £FX81%
/etc/sysconfig/network—scripts TIKE|HEM MR ERLEH, A REBIETH
)R SZE

. BB EERTAER route k&), ks, route JRAJHFHITETIE.
A B B B B9 4%

. ip FESAILARRIEAZREANMEIMERNZE, FIA ip link AJLAEI [ M4E
LEWREEEELINGE] , B4F MU 5 MAC &%, AJLUER ip address 85K
TCP/IP FHEBISH, 81 IP URMIESHFE, iproute NALUEILEEH !

. ping FEZFET ICMP HERFITNEIMERMCMNITIE, HETLUER
ping REIGEMAKRMIG ATIEZ R A MTU H;

. MEBEENT SRR, ATLUER traceroute XNMIESKIEER!

. netstat P& T AJUMBAHMBENIZEOS, TATLAME Unix socket ML
SimtE R OHIE;

. host 5 nslookup FIZERRiEIT /etc/resolv. conf NIZEHRI DNS FH1
RFITENRS 1P NEf;

. Iftp AILARIRE B RIEIERT FTP EH;

. links EZMINEER [FT] , BIEAN L HIML EERIEE, weet ME

FEERRTE W B3R
. FEE S thE SRR e, AIER tepdump , ZTFEIREOR wireshark
BT LUkt T 8 AiE RO R4
. iEiL topdump FITZ[EARZIE, UK DHTEARSEMEIEHE, RAILIIMENE
REEM.
nc AIFSREUX telnet HEITHLERRSSIE ORI TIE.
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65.7 ARESRR

EEPIFIRAY eth0 XIKMEREY IP IREH 192.168.1.100 , fAiHIT?
ifconfig eth0 192.168.1.100

FEHEAI—DIREBIN, L eth0 ZEIE 192.168.100. 100/24 XA, M
ZAA TN iATE S ?

route add —net 192. 168. 100. 0 netmask 255.255.255.0 dev ethO

HEMEEMREE, THEZEZEZ tw. yahoo. com HIEHE, ABAFKNIZ
w{A B AN AT L T a2

traceroute tw. yahoo. com

HEAIMEH Linux ENLEEENKINRES, B2FMblL, Mzt
177

L root BYBHIT Tnetstat —anp |more] ZHIZEXHLAY PID, SRFIL
[ kill =9 PID | B53EiZBA A .

{RUN{AT%NIE green. ev. ncku. edu. tw XEBEHLEY IP ?

FiERZ%, AILAFIF host green. ev. ncku. edu. tw 3§ dig
green. ev. ncku. edu. tw B nslookup green. ev. ncku. edu. tw F XK H

BRI EE&ESH MU MiZ2% 07

iﬁﬂﬁﬁ [ping —c 3 Mdo —-s MTU your IP | ¥ H{RAY IP B9 MTU #{E. =
, REATAFELL ip BEMKREAW MU 7, E#TEAREME, F8E
ﬁlzﬂztt'ﬂijzm EEH MTU.

WAL Im A O L EEET WWW XI5E? SOZn TR wew bR A

?

A

EERLAER links 8¢ lynx , Z2FETEHMNFER wget XNEKH.

ELImHIEOSP, flZERE bbs. sayya. org X4 BBS ?

FIF telnet bbs. sayya.org BIA[iFEZE L

BT tepdump MEAHIHH ssh BB, =EZEHAHE

HEITEZ: AAFEAIRBRAMAMNEHKNBERABK? FEITUUERES
HENE, #5RFILHENER
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. WHEITE Internet T#( nc(netcat) HIRIGHE, HEmFRAES
GAPING_SECURITY_HOLE RUE#, PABREIM—FKEENIER —e /bin/bash ZEilI%
AbinA) bash ELBMIRIAIT GFRINEE, AIL client BERBENH
bash) .

65. 8 SE YIRS HIFIE

. ¥ 1: wireshark BUEMMLE: http://www. wireshark. org/

2002/07/31: F—XRSERRHER!

2003/08/19: EFh4mHEMRE, AN jmcce HIZZLIK MTU HYHHXIZRA

2003/08/20: MANREZ Ik

2003/09/19: MIANSE FREE!

2005/03/24: route HIIESESHERT ! ELITIE!

2006/07/24: FIBHIXERZHE] L

2006/07/24: EEHEEXMARSHY IMCCE 32L& imHL; ¥ Windows RZHY MTU #&501E
KA. HEE ncftp BIILAR

2006/08/02: e TRZ &S, MA—LHFBOUNAIINEEIZR, tepdump, nc FIFS!
2010/08/28: J%IHHI, HTF Cent0S 4. x FHEEHISCERE F b4k

2010/09/03: AN links HUE lynx,ethereal Ak wireshark,gaim Xk pidgin 7T,
nc &S HIFERBIJLIRE SAE,

2011/07/18: Y5ET Cent0S 5. x HICERENF A

2011/07/18: FHERMEIT A Cent0S 6. x BIIRHE! Aid tepdump FIZ{LANK, EROTEL
EH Cent0S 5. x HIRIBURE!
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http://linux.vbird.org/linux_server/0140networkcommand/0140networkcommand.php#jmcce
http://linux.vbird.org/linux_server/0140networkcommand/0140networkcommand.php#MTU
http://linux.vbird.org/linux_server/0140networkcommand/0140networkcommand.php#MTU
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http://linux.vbird.org/linux_server/0140networkcommand/0140networkcommand-centos4.php
http://linux.vbird.org/linux_server/0140networkcommand/0140networkcommand-centos5.php

FNE. Linux MKZnE

RIFEFHHHEA: 2011/07/19

BARBMNEFEMNEAXRT TIEL Internet 5%, LABNMBTENETENNERESE. Aid, WK
ERERNRE, SFHIEMT Linux LA%EZFTX‘J‘H*%'?LIRTMM’Q'*—'TLM ﬁ'ﬁE', EFER
BETHE, BEEREEERE. Bz, ATIEARGMERIBOERAENFETHITLE, BSFET
HH—EERRE, FENARERIH!

N TEBRARRE 24
1 REMRE)RE: 4Rt PRI E . MEhmE%SE
e 2 $A1¢IEJEE IP BHIRE. BHAKRE. RESHIERES
1.3 [ElE Ry AL IR
¥ ﬁ
FTE—: MEFRILIEFRIA
J/fi :)%iﬁlilﬂéﬁlﬂ%ﬁi%?%iﬁ%@iﬂﬂ
SB=: BISIEHHE IP 2%
SN HIARBERAIFEN
yWE:Im%ElpﬁmmDmsﬁi
HEE/N: Linux B9 NAT BRSSE/EL IP =& al@
St Internet HJOIRR
.J/TJE‘/\ AR 5 859 8]
6.3 AE3JH
6.4 SEYREEIRIFIE
6.5 FTXTASCAYZEIL : http://phorum. vbird. org/viewtopic. php?t=26155

6.2

r»r

E

\

09%>999%>93°W>00

2
2
2
2.
2
2
2
. 2.

00\10~01.l>oor\>—\

66. 1 RS E 54

EREDNAMAENKZ ERER: [HROMEANEN! | SHLRFENE (1!
BLMBITER AR ] 2R aERE, XEREESEEEZR/UYAR A e S8R
WERR. FAREBLERS, BAREBEL—LEINRERSTES; ETHK
HHEHE, BREIBIBIIXES alae‘ii%zei)ﬁlfu RIRME, LT En (BN IREBIAIR
RRAEED | OK! A1 REBE ML ENE A] 5t = i [a] @R AL !

o 1.1 Biag: MBS, WEGE, FkhEs

AE_EHNEEMYPRNSREIRSHMEEMGT S, UR—LEAROFEMT
PR . U— D ERNEMIIRE, AT MR ZRANE T E R 7R:
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http://linux.vbird.org/linux_server/0150detect_network.php
http://linux.vbird.org/linux_server/0150detect_network.php#problems
http://linux.vbird.org/linux_server/0150detect_network.php#problems_hw
http://linux.vbird.org/linux_server/0150detect_network.php#problems_soft
http://linux.vbird.org/linux_server/0150detect_network.php#problems_solv
http://linux.vbird.org/linux_server/0150detect_network.php#step
http://linux.vbird.org/linux_server/0150detect_network.php#step_1_nic
http://linux.vbird.org/linux_server/0150detect_network.php#step_2_lan
http://linux.vbird.org/linux_server/0150detect_network.php#step_3_ip
http://linux.vbird.org/linux_server/0150detect_network.php#step_4_route
http://linux.vbird.org/linux_server/0150detect_network.php#step_5_dns
http://linux.vbird.org/linux_server/0150detect_network.php#step_6_ipshare
http://linux.vbird.org/linux_server/0150detect_network.php#step_7_traceroute
http://linux.vbird.org/linux_server/0150detect_network.php#step_8_server
http://linux.vbird.org/linux_server/0150detect_network.php#ex
http://linux.vbird.org/linux_server/0150detect_network.php#reference
http://phorum.vbird.org/viewtopic.php?t=26155
http://linux.vbird.org/linux_server/0110network_basic.php

Internet

PR =
z ‘ I
=S =)
ISP KB 4R
nux '
) N e 2%

$1: i 0 1

B 6.1-1. BEMEHNEIRSTE

ELEEMERZYES, "Linux PC3" EFEZ] Internet EEERNE, BEEIB T WKL,
AZHRAZ NAT EHL (Linux ARSZEREL IP 57 5F2%) « ADSL FHIRFIERS, FHERIELES,
ISP HERIHLEAZHES, UK Internet EERIFABEMKLE (BIEHRHE. Mif, B
e LZ L) ; FB 2 MPLEHth 75 7] BE < U o] 3T ?

1. I 4% e i By o) i -

£ FENERRF, ATUAI, EXMEEORETR, ARSI MEEL%M !
BEIEMBE ORI ITESME RI-4538EL), MATFEMAMNEEHZEFS
BTk E SHITENINEERN ! FTLURSAZE T REIRAVIZE  (Hub/Switch/
BHEIRRER) FTXRMNSELE; FIN, RIFHMNEELEETNELHERSS
Mir&t, MBREFVEHTEEMHNMFSHBFASAR, AUREETE—

PR 48 2 45 RS T 5

Mgz EHMERERNSAR;
BHIMEEL (@0 R-45 BkEksh) REATR;
MEEIEL S %E (40 Hub) HEMEAR;

o O O O

2. M4+ Hub X Router Z[4&1% & HY[o) R :
Foh, BE—ENEZEEZFHSHOM, EINAERENT:

o MERPIRE . REME, IESEFRGHNREENME (N

ESIRE) ;
o EMEGZRIELNE, EMAR, ERNSER (REWNKRERE
ATRER ) ;

o HFMEEZREMETS Flandh) SEHHVEE (BFK
HEIBE switch MYFYEER) ;
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o EMBREFERTENR, ERIREFINEERM (switch EEHHRE/
7 e & 53 38 0E) 5

3. wEEERAN:

AEMRENRE ERE—EMHNE, MEE 5L ERERRE K KR
SERMNSHER, SHMEHMMEAKEETERN. RISEMER
B chigid AR 4R S K O #5BE RS (10BASES S AKTAIL 500m), EA—LH
b X 2% SR AR B Y (9] R AR 2 BRI ) -

o FR\IRNIMNEL, RELREEHITESREN DA ERELERDRI
XANEERT) !

o RIERMEETK, SBASRRA™E. XKML CAT5e #
ZIRIPIRHIKEARBEZAE 90 ARAEA (RHR 10BASES A[IA 500m), #H
mNMEE (Hub/EHZE) KEKXKTF 90 ARE, BRAMBISZEMINS %

o) T !
o HMIEENTI, B8 LS EMELREMEIEZE 0 KRG ;
o B EE, DR EEMAEEXS, TEFHNTE LRI 543

JRN>RiEAR: GE 1)

5 NEL (segment) . FTIE segment FL7EIIREE E&RIZIR
F—2HitEH, £— BNC WEEEmE&Z R eEHE 30 &itE -
B Mk 2K gERBIE 185m.

4 NIEZEEE (repeater) . HWEIRIBIESHAHEE.

3 MAEHEHE (population) o XANFLFIEME » L RIHE]
HFEFEE) 5 4 segment 2H1, HEEHF 3 NAIUEITEN, EE
BN TIT.

AR —EEERMEHERE, SRk, ARMREERERSHAEM, MENE
MEEMEERBIMBMREZN [ WEHL | ER, LEERMNEEFmERINS
BREZREM! L, E4EBNFIETERE R  F~ R TRATE R —BR 4
W E IR X (B .

O6. 1.2 tpha: 1P 288, BEEE. BESHIEEEE
BRI, AR 1P SENG RN, B f R A, 754 DNS # IP

RERRFFH, XLOFTHRERTREREM! REMZESR—K, FIH—LOUN
BRHE—E, mAERBEAEMET ! EArEEE:
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—_

M4&FHY IP/netmask & EFEIR:
fGlan: FEl—4 IP ERI— P MEFHIERK 1P AR, FNEBEIZEREIR. W%
FHIIRENIEFEAEIR, MEFEY IRQ. 1/0 Address BUIRE M,

2. BEABYE]RE (route table) :
BN ETNIZEEH (default gateway) REHIRT ! HEBBHAEOSST
ErEHMER, FEHIEHERAEMEINFIREEZE.

3. B -
BREXEETRNRIERZE  BIRIBRTELR, FIANEH] Windows 98 5 Windows
2000 2B [ ] BEEMEE, N Windows 98 WAJMEM%E NetBEUI X
MBI A 1T XBIANFEERR Linux EHEET NFS BIRHUERBERR, 7
BEISETFF rpcbind XANBEI RPC WMYHIFERFA1T! LB IRATER
SEREBET 75T BHOM !

4. PX4& Gafar i falE (loading) :
LHEIFAXENHIEH B Server HERE Hub HERR— MG+, mB
AIREER MG EME ZES ! B, MRXMNMHEAER BT (P2P ) ¢
EZBAPESHIERFTHENXM, B ERMERETEIR;

5. H fth o] 5 -
flan: —L port #PHAIEINIET, BRI ZRITREMEER; NAEFKS
B9 Bug [BIfR; NMAREFFTHAFPHMEEERER; UETERNRIERSENREM
o) HF .

|‘:}6. 1.3 [ElERAY&LE

BRARRIELE T, MEXRLIEMPT! APanfUaeiEne? XL EERZEREKHLE R A6,
BB RN

. FHBSNIMEGUNE, TLBRBE S PC _EHMERER, B, 2 Hub
BIEATRMARSFNEAARET. EXTMPERIEYD, RFRANRHAHRE
ping , TIRE&EFREBMABA LRI ENRIEITERAAVNIR ;

. BEBHREAET, BREZNANEEEE!

SR, MEMATEN, RATMRFXRANE.

I TREE XAEEERIREE? EEENT R T HAETSE TR
BH? Bl ESFEE B — M), SR EEIRE S SO ET

2.;;ﬁMJP:%EEEE%W%@%%%?%EW%E%%IPH%%ﬁ%ﬁ
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e

BIAX AL : FIA ping RGBREEBEN (BBHZBRS IP 7F28), WHE
W%k Shetry hub/switch TEIEH;
4. HIAXIINRAL: BEENEL 1P HER[ERKIBEBELNENSEIRFIERG 1P &
#, HLL ping BIFFETRETINEAHLZ AT LARRINAY (B3R ping 168.95.1.1) ;

58 ffaI\ DNS Z1if): FIF nslookup BY host 8% dig #&Z www. google. com &
E;
6. I\ Internet T : FILAFIA traceroute MEEZT REE IO ?

7. A HEIREF/IEERS: BREXNHRSHFITLEP? SHMANEEIET?

8. ARG RS : MREANAZES LFHRXIEN, BEEENELRSZIER
BoNE? AR netstat BE. IERBRLERENFINREZBRELF, Hlan
SELinux XIn#/ll;

9. B K IEsAPRAY O : R ER TR ESE IR ? 2EHTREVES
P ASE=IC B A AT BHRIREORE ? XANATLUET tepdump SRAMIE!

BT XL IR, —ARRI, NIZEAARRRIRICE EMAYERE T ! S A,
MRZWHHERE, ABASTFHIERR, RUTRKRFENZ ... .. [EEeZT! ]

66. 2 ALIRRAE

BEAAME EAEZRBI/LNNERT, BETRIRE—T— TG MLIE =N !
RTHEITMGE—L—HENR TR E RN !

O6 2.1 £m—. MEET R

HSE, ME—HEMNENE, REZNESTUREMNBAEREE, B, 52
E MR B RSS2 58 TIEMEEN | R M-~ 25 E5 RS H
T:

1. THEMLZFEZLRTNAIN:
MRMERRBRBNI, AT, Rk TR S AT EZR IR ERF1T!
IAMERE R WIEED, ATLAFIA Ispci KUK dmesg XM NMEMIREIGHEKXH
BESERONE. FHESE: FNENEXEH. BXEE, 12K
Ezhizhr, BRT BEHiIFZS, B —KEENMTRNTER, BN ENE
x|

2. HER L FREIZEN IP 25
FEIRFIFO MM ERRER, HE [BENEEHNRS ] 2/, FATTUFA
ifconfig B ip REFELTIZMEFRF—IPWNEMIHKAEE! BHESHLT IP 1%
EWR? Hlan:
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[root@www ~]# ifconfig ethO 192.168.1.100

REFETIZMERE P, REEEBAN ifconfig BREBEHEININGZELF
MEHEIR . WMRATLUZIZEZ P, B ping RENEE:

I
‘[root@www “1# ping 192.168.1.100

MRBNNAE, PRRZXNMN-FEIRENZERBER T ! BRUZFEEN
— T~ S35 R 44 PR B %1 S PR - !

6 2.2 £m=. BEmMERETEES SR

AN T REZNMNEFREZG, FEBENEZFREENZGE, BEETK
M ZEEMNERARMEERFR T RIRFREER B 6. 1-1 e ER KN EEM
BRI, IBARLMBEFRIEREA [ M) AIHE !

1, =T R 325 O R 2
BED A INAIZZ X, SMIBMEESEX! L, REMERIEN
192.168.1.0/24 XMMIBRIEFRMRRPEN, B FMHERS (Netmask)
HEXHETHR. MRSIET, BEEEE _SMREMEE—E.

2. *F Gateway 5 DNS HYI%ZE:
Gateway 5 DNS RBGHWIRE~XANHIERESRAE Linux EHAE) IP IE!
MIZEEEES IP 58 (3 NAT 41 B IP 7 Gateway 1, EF
168.95.1.1 7£ DNS Ay IP iZEH T ! TREGEIFIEM!

3. *F Windows imFI T{ELESITENZFR:
BRNREFTERBERLE, IBARMMLIE windows RFEFABRERISE, HAE
B BRI ENIE T T1EAR & EMEE, B itENZFR ] NAgEHER ! AT,
XN E5MIE R SAMBA BRBEHEX.

BRIZFHOXWARAREN 1P #HREEHT, BAETRIFMALUER ping XK
MK AERX A EHAERHL, X DEAAIEER LUL RN IR EALE R & TR %,
EIEM L& L. Hub/Switch ZFEHIILIZ ! MR IEMRALTY, BHIETHE—T:

1. IP YRR EIER:
BR5E, STRE IP/netmask XTHI! BEE LR EEE L IEZE T AE
BEAENLE, —&EA ifconfig ALXIMMISFHKE 1P FER—MMEA,
M BXHNERLER! K~
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2. BRAIL B9 247 [a) L -

BREZNIERIONELESFR. EERERNNSRBRNESTE, 5
5, BLELEIRRY Hub/Switch BiEZ ADSL EHIAEVERE, HTIRA Auto

MDI/MDIX EYTHRE, FTIATTEB SRRk S &, AP SIRAEMELAETE,
g TEEEN ! R, RHRMNEERWR, mERFIHSHMENZTINFE
%2 Hub/Switch RILUEIEEREZ Switch EMKTSRFET, i, BHTHER
EMBLEAFNSIR, BRAISERER, TEMEBILEEIZE Switch HIF
o (BEBECME LTI , T, RAIBAE—F K HINELRNXEEE!

3. M=% Hub/Switch <& H[o]&H:
BEREFIEEIIEREZR STFHEN, MEREST, ERME|ENERED
NEEE, B! FHNREFEHNWHK! BBEASTEEKIRE? RER. .  ERFER
XAR, Mk Switch FAIEAEE DS, MEMBIRIEE switch TRIZF] XEE
T, B! BXHE [ switch HHl | ZEEHFHRBE) switch GRIEHHH LHBIFL)
BRMEET. FUE, REBERBESELERN, MBEMEANTELRES
ARGyl

MEBCENR 1P SRFRAE, M EABXMED ping AT RABRERE,
ETRAEE [BUSATLATINRALEY 1P S5 ! XPMEE!

O6 23 sB=. BEEHN 1P 2%

ft 2T BB IERRRY 1P S8 ? T2 BHNIR T MREIRFIAZEEZ L Internet
BE, WMEFLER public IP #HIT/AEA 1T, M5 public IP BUSABRISE,
ERELLEENHA ADSL, Cable modem, FARMLE, HIEKIEFZF.E Cent0S X,
FNATLUE &K /etc/sysconfig/network—scripts/ifcfg—eth0, B ZFIH
rp-pppoe RiHt{THKIE, FiLWf], RMERESEERIEN ISP EMET ~

ERBARBHNXMEBRE G, 8EZ—THEMUENNE, ELZE, MBI
ifconfig BEEBRBIREIEMK IP F? HEAEESWRER ADSL BEHLAVIE, {REIZAT
LURF BB —2HIEFARY Public IP S9!

Tips:
@ AESMIENAREHE], IR ADSL RIEZ EERES

8 Privete 1P, EMBAIREMKIRL! BIMGHDIHIER ~
SEA, MERIREREELOBEAZE, NASME: XY .fr \“‘“

RATE! |, ERREEH 1P REXNTEEEE 1P ATE, M ) E'P_‘%_
ISP S{REVEH L SRATLUEIT Private P SREEHII! 405 24t = A

HiE, BARBBEERERSET! "7

et = _iu‘l
s

R, RELRIMIEIRFIEE 1P BIFEIRFZE [BOOTPROTO ) X MR EEKREET !
73 static 5 dhep tHYERAER IP BXREA—HEIN! TICBE! EHHEE
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ifcfg-eth0 EEANIRESHIE! HI, MRIRZMM ADSL #&ixH), (BRERTER
#ZaTh, PBLEWRAURFREE:

. 1% ADSL BUVEHIARIZSEE N KM, 1F Switch/Hub thKimHLR;

. BEToi, EXEREER NFER] —8E, BEFGLEEIE;

. ¥ Linux ZE3EE] ADSL BIARRM+~ (RIZA eth0) fE ifcfgeth0 M,
[ONBOOT | i EHN no, =FBEIMLE (/etc/init.d/network restart), ARG
BT adsl-start

. WNRIE R T ERIERDY, FERELFARIBMEBR AR, PR E
R TIEANGREITIRA IR !

BARE AR 2 T RGH T, T AN A — LMK S 50E SaE,
B, TR RERHFE, ib ads|-start EHERF-EET! MRIFFERE (P
&, AERTEIRFIEER Internet EEAR, {RiEETAML S EELIBHINR?

Tips:

HTESR switch BUR ADSL JEHIRRIBIEAY, GHUR—LER ,;@\
B R PR, BT R LR, ARRE (tiner) & ‘\
BT R A~ AR EANE? ENELaR H— U

A

b

r

0624 £, HAEmEHHN

MRRELZINFIEVZIERE 1P SHENE, BLAETRMEMNRA—TE2ETLUEL
Internet MI! EEEIIRAILAZIRAFER ping KiEZEF Hinet B9 DNS FH1, HFELZ
168.95. 1.1 FBERHLESM !

-
‘[root@www “1# ping —c 3 168.95.1. 1

MREWR, BMBRRFHOME [EAXKLEBLEEE, AJLUZEER] Internet T! ],
AR BN ? BRRAEE TIEFRR 1P AN EEIZRINBAIEN, S EBR Ml !
RiE! BIEERMNEMEARRNNERATIERED MAC KEFX, BHRAEXK
AREHE, WEEESEA, LEERNTILEEE (default route) REFITHEZIETE
B FTRASE, ARRIREY public IP JoiRE#EZ|SMER (f5F0 168.95.1.1) , FAIEERYIG]
B EERASHAEEE T . BRIRREBRBEIBEAE, Bl LE/\ 2R T B RS~
AR BT E? FA route —n RIGZENT!

1511 %5 :
BiEBNER ADSL #.3EH Linux E£4#1, MIERHBERWOT, REBET
ALY

Destination Gateway Genmask Flags Metric Ref Use |face
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59.104. 200. 1 0.0.0.0 255. 255. 255. 255 UH 0 0 0 pppO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 u 0 0 0 ethO
127.0.0.0 0.0.0.0 255.0.0.0 u 0 0 0 lo
0.0.0.0 192.168.1.2 0.0.0.0 UG 0 0 0 ethO
&,

FHEEZR EEAEEEL, F—%2 ppp0 FFER public IP O, 2B
Z &= eth0 BAEBMIEIEO, BEI&E—FA/ 0.0.0.0/0.0.0.0 XM
WESH, ESAERRNEEMIGEAY eth0 A gateway ? A&, mAMICIRINIZE
H7E ifcfg-eth0 BEEmAIVLIEET [GATEWAY=192.168.1.2] FREL, fRRHY
FiERA:

1 BV ifofg—ethO P GATEWAY=192.168.1.2 B3—4F, GXITIFATEE
HINE /etc/sysconfig/network &)

2. EFEHBEIMNLE /etc/init. d/network restart

3. EFHITIRIE: adsl-stop; adsl|-start

FAI—NARLERFAR, B2 [SICRENIREEE ] ! GIaEA ifconfig Fxf
EfMREIMER IP 2/, HXBHANZSHEH, FUATIRBHRATERS S
T ANEHERLISZEFIA route add FRIGITRIZEEHID !

625 £BAE. THES 1P T DNS iz

WMRREIATLL ping B 168.95.1.1 X4 Internet EMEAIEH, ANF EER N
SR AEHEFIIE http://www. google. com BUIE, RS E 99% LA L [O)En25kE5F DNS
FRATHIE I | R BI S E 2 E 12D /etc/resolv. conf EEFREEXT AP —f%
ERHNASRXHER:

[root@www ~]# vim /etc/resolv. conf

nameserver 168.95.1.1
nameserver 139.175.10. 20

HEREIRE [ A nameserver MIBIF BT ! | ERHERALRE~5, MR
client imze Windows R%Gile? EEVNFESISENMAFEE windows FIRE T !
BEFE: Windows imHY DNS 1 ESEHiH /etc/resolv. conf N ZEHEEENIR! R%
MZEEELLA TCP/IP HEY DNS EHZE EBCH Linux EH, XZAXH BRIEMR
HSW Linux EEA DNS ARSS) !'fRARAZIE E{REY ISP LL{RHY DNS EH IP (UER
ALY
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B, B—EENEBESBEENE (hostname) , FIIKMEHNZ SR localhost
XNENBESE—N 127.0.0.1 B9 IP XNFE /etc/hosts H, MRREZIEXKT
REENZ, ZENBEATEE—NER IP B, BARBIEHAEFTFIR, T8
SB/ELHOHMEIR. BB, AN /etc/hosts SIREIEN BRI, XTFRERFA
BEREREE, SHELYEEMLETER!

O6.2. 6 £ : Linux 5 NAT FRS2ES 1P 5= a5

NAT BRSESREEMINGERLZ IP 25! NAT EH—ERIRIEEE, FARY
BT Linux TENEBFERNEBHESR. SNEEE0IE. 5, NAT =4 EEH
FAERERBEIE? IP #EHR LARESBREMIENNTIFE, BB 3TINEL
M EEEEBRINMEEMS. XF NAT SHHAERNSERENZSHE/N BRIM !

'66. 2.7 £+t Internet HY[O]ER

Internet BN ! HAM~EZBEMNEARASHOIEA! 260KE, &F
ILEREEREREARINXER, SEEIMNSEETREFEZE, ERSHEAN
Internet JREHAKEZE! XFE Internet WO~ H, HER] Study Area MG
HENMSHTREREEL T RERE, GRSHEEEENEE. XBAIE2EHEK
SiElE, M2 Internet FEAEANTAETHRA. BEMAREEIERKE Internet
BIE, FABEA traceroute IE! EEF[EFEIZRBEIBMSHIR!

B¢ 2.8 $m/\. BEEWEE

R ERRIEIEE 0K , AFTSEBENRRBENE, M8, RANEERELIAEE
MaN EMd ! XEIEAR:

. REHBHGEFBZIRS: FIAAENXAT telnet , FIRER telnet
KEHL, BIEERELAIM!

. FHHRPRIZESE IR : FIMREENERIZREA drax—— , ZBxRAE
Z5 root , FREMEZBEFZFFAL ww k3%, BF ww TEHENZE R,
BRA AT A IE TRV AR Fimdl el | X 2 R # B A BRIE E SR AY 15 L I !

. LZEHFENREEIR: 20 SELinux RAREAMITE EHEFERN—Miz D
HEl, ERIRBINRAZIRLAZIFHER, P4 SELinux KM ATRESHEIN
ZBRZHVIEME ! MELMBI4n /etc/hosts. deny, PAM #E3REEEE.  #RAJeEiE ke
RAEFTEBANWLRE! XA EMEEIR, mMmEEV &SRB TERIN!

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0130internet_connect.php#problem_hosts
http://linux.vbird.org/linux_server/0130internet_connect.php#problem_hosts
http://phorum.study-area.org/
http://phorum.study-area.org/
http://linux.vbird.org/linux_server/0140networkcommand.php#traceroute

. B AiEElRR : By KR E iRt R — MRE WAYERE, RATLAERA tepdump
SEERHEARRE, UIRFET #m ARSI EER.

EA L, —PMREMEEN TET AR =S MIERHNTHN~M BEEEET IR
ZRWHEE~ HIREER—LEHERNSEEZTIEARNELE, X google HEA
ROFRZE, BEMTFILRERZOBRMEEBMAE! = ! S0 AN
EMXIR— T RIEE, &2FF:

T A= S 0 HS SR R GhE] ﬁ‘f‘lﬁlﬂ
o HIFRTAIE [ | EiasSRELF SELinux
lspci, dmesg I =i =g GR Il-,IJ-JJ,ul-HI
VI ATl
| A
8 AL
Y v |
) |PEBEERET | | vim ifcfe-ethd BESERS | - FIRE 46 e A
ifeconfig = network restart netstat -tulp| | A TRk
I A 1' |
.:JI" _!j.
Y v |
w2 ffED g B Gt EEER I
SRARAR | | et B || e
MEEER e EEHRENE Craceronte [T PUEESERF-
ping SARWE S )
1 T
Y |
iy S FL FT |l 42 R
B WET FLE NS IR HE BET#NE
TR - —Ifm  hostname
] dig, host
route -n ping hostname
| ] |
|1|' |||' |||'
Y Y
C e fetel.L Shetwork
wimm ilclz-ethi o . o
S feteresolv.conl fete/hosts
etwork restart
rebool

& 6.2-1. M4EORERRIZE

06. 3 AES/

. LAE 6.1-1 BIEFEENLAG], REY Linux PC 3 AJLA ping Zl Windows
PC1 , {ERRIIK, Windows PC1 Joi%& ping Z Linux PC3, fREFIRERIGEA
EFERRE?

HTFRAEETLLA ping #HITEEHL, ERLUEHRIZ2 X B0 T . m
Linux —> Windows &)@, Windows —> Linux B|o)&k, AIgE/HET Linux =
W EERIRT NSRBI ATLUER iptables L —n X &EF— TR AERVZE TN .
EHAE NEESEREMNET.
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66. 4 SERRSIEMIFIE

E 1 W ABIRILR IR fE 1T :

http://www. study—area. org/network/network_archi. htm

2002/07/31: =8
2003/08/19:
2006/08/04:
2010/09/03:
2010/09/06:
2011/07/19:

F—RTERHER!

E#ﬁﬂ%ﬂ—i‘ﬁ%‘&?&, S5ATEMNETHERTES !

BRI ERBE teat

BIREIET Cent0S 4. x FFIRE BRI AFETNE AL

T —LrtE, mEt—kKRIEER ST SEEFEFE!
FRRAEL A Cent0S 6. x, JRZARHY Cent0S 5. x HTF te4b
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é)%:%ﬁ:immﬁgﬁﬁmﬁﬁﬁ

BRZBARMTIFZIRMERGERE MU R, 1L —EBRELTEHSHF
B Linux/Windows F#Hl (FRR2—MNMATENLERRSHR), RE—#EL
Internet JLFRI AR/ AN N RS A BkAR | (SRERE, X 2MEH R ~Fr
AR, EFiFaiRirF @8 S aIRES 2 ENAITIE ! BBROZE A {RIPIREI AR Z 25 EH
e? EAXL, RREMENZRIRSHT TEZPOMERS, MXLERIZSSBINTA
BO? REXEXBRRKA—LEALENNERS. BE, FIRELZEMRZILRN
Linux BERHMAIFESRMBKEGRKTS, XANMDIMERTATRG&E A AHINRRE, 7]
UIReREEN—2T! REFRIEEME XS,

EA Linux BITHEERGRT , MRIRNFHFIRIPFIRMEN, EZHRNRF AR
SRR, XARESIULEERZEERRN! FAENEXEIEE! BRABARERIERIR
RpBRAHEER, FABRSRENMED 385 ] HREESE, TIWREN—
LRIESNIRAIE, W, HAREEMBEBILIRAARS R ENIENGFFHE! P
ARG, FRANEREZRT, BANMELZRRLERSRTH—T, REELEEEE. E
#.BE
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FEE. NERES5FNEKRRHIF:
FRENIHO O, MEAHLRS SELinux

RIEEFHER: 2011/07/21

BEE—RHREZE, RERMIZEEFA Linux EL Internet T. {BRIRAY Linux I AL
=EArErzER. BEit, EFERSZFREZH, RMNBAZILREZRGEAL ! DB EHTER
cracker FIEHNT! EX—EHF, FNSNBHEWRE, REREZRERSITTRGRLHRE!
BIRALBSIAR. RSEEUR SELinux FF. IMERKTHET !

7.1 WMEHBENFHNEHRRIE
7.1.1 HEHENENBRIE
7.1.2 ERMEGEFEEHEXRP: BER RBRE #xXIE ETEFRA,
rootkit, DDoS
7.1.3 EHLEEAERRIF: BREGEH. BROMLEARS . B30 SELinux
7.2 MK BEEIFARRG
7.2.1 SRfATEITER R
7.2.2 Cent0S Y yum REEHT. MG EANRE
7.2.3 yum BUGEA: &R, RHEE SRHEEHN
7.2.4 BREFFERIBRET G : 182X yum BLEXHSERR yum REX
7.3 PREIBXHLIEO (port)
7.3.1 42 port
7.3.2 IBOKMNEL: netstat, nmap
7.3.3 IROSMBMBsN/ KARFANEIRSRE: RFEE, FHEEN
7.3.4 REMEE-XAMERSIHAOO
7.4 SELinux EIEERN
7.4.1 SELinux BYSIEIRR: ZREMAIL, domain/type
7.4.2 SELinux BIBTN. XFE5ME: getenforce, setenforce
7.4.3 SELinux type BY{&2%: chcon, restorecon, semanage
7.4.4 SELinux BURAMBIFINF/R{EIEIT: seinfo, sesearch, getsebool,
setsebool
7.4.5 SELinux BRIXHICFRAFMRSS-LL httpd H36H: setroubleshoot,
sealert
7.5 HMEEHWENEETE
7.5.1 WEARMEZHIH &
7.5.2 FNZHERERITIERIE
7.6 EL[EH
7.7 KEIH
7.8 BEYREERIFIE
7.9 $XFARCAYIEIL : http://phorum. vbird. org/viewtopic. php?p=114062
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http://linux.vbird.org/linux_server/0210network-secure.php#cracker_revers
http://linux.vbird.org/linux_server/0210network-secure.php#cracker_rootkit
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http://linux.vbird.org/linux_server/0210network-secure.php#yum_install
http://linux.vbird.org/linux_server/0210network-secure.php#yum_group
http://linux.vbird.org/linux_server/0210network-secure.php#yum_update
http://linux.vbird.org/linux_server/0210network-secure.php#update_yum_repo
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_what
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_check
http://linux.vbird.org/linux_server/0210network-secure.php#netstat
http://linux.vbird.org/linux_server/0210network-secure.php#nmap
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_start
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_start_type
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_start_start
http://linux.vbird.org/linux_server/0210network-secure.php#portlimit_secure
http://linux.vbird.org/linux_server/0210network-secure.php#selinux
http://linux.vbird.org/linux_server/0210network-secure.php#selinux_run
http://linux.vbird.org/linux_server/0210network-secure.php#context
http://linux.vbird.org/linux_server/0210network-secure.php#domain_type
http://linux.vbird.org/linux_server/0210network-secure.php#selinux_get
http://linux.vbird.org/linux_server/0210network-secure.php#getenforce
http://linux.vbird.org/linux_server/0210network-secure.php#setenforce
http://linux.vbird.org/linux_server/0210network-secure.php#selinux_con
http://linux.vbird.org/linux_server/0210network-secure.php#chcon
http://linux.vbird.org/linux_server/0210network-secure.php#restorecon
http://linux.vbird.org/linux_server/0210network-secure.php#semanage
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AX—ELHH, ZMNELHRE, HRE—TME LRI ZRBENZNBEN
B, XNMEHEAERNENSFRERSHIENENRIZERMM? TRTBINREZR,
RASEI: ERAGHFENEAMSZNLENEE! MREF S T HEWNAIRIFMR
MENRZEM! REDU, BITEZRE—MEE.

0711 saEAEhRE

AE—ERMNAKIMEERANARIZE, SNEN6FRELERTLIER AL
RB[/FETHRMERGNEARY . AX—F4H, BRINEHZRIEEMHLIRAA,
Eh, EEXNMRESH, RESMEARTNOENFTEAITI-LRIPZE, REF
REMPELAGRIT. AN, BEEE —SHMEHSHERG, (R THETREENEH, RS
BREEFPIREISESR IPport FREBILMILAIIEERMAE. BAIME, BRRIRHNE
HZ Wew BRS53S, EIRTHERR, MEHEEMEMENRIENLE?
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711, I EHNENRRIE
1. LB A IER A :
Linux ZRGERZRIBTAIENEH], ELIRRIBAIIEENRERTI, FEEBR/AIEN
BT, FUKEY Linux B KIEmAmNLE], XA LHIE = IR FERY,

HkFH N TR EREEAEE. F—EEFEEIERE netfilter BHAIE,
F—PMNZE LR HITER TCP Wrappers [ A1,
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o BT ERGALE: IP Filtering 3¢ Net Filter
EHFHN Linux RBESHSKLIET Linux ZO0RFIER AR, B2
7 netfilter BUMRIZ, fEJEAVIE, FLRE iptables XPNIRFFATIZEAIRS
NIEThEE . AR AT EEIER? AAMEERSHT TCP/IP HxE Rk
SRIFITIE RG], TESTHE 0S| ME=. =, MR, TEFHIW
= MAC, IP, ICMP, TCP 5 UDP HUIECISIRZS (SYN, ACK...) . iF
MR RBNFENSERNER KENB.

o EZEFFANE: TCP Wrappers
BT netfilter 2fg, MEEFHBESHIEIES Super daemons K
TCP_Wrappers BIHIE, AR 4R? RETHIZ /etc/hosts. al low
5 /etc/hosts. deny HIECE X HINGERS . XA IhgELEE*T TCP AY
Header BHITERBISTHT, RIFFIRATLUSE —LLHISRITHIFL 1P ¢
Port , #FilbRiRimAIE B EF BTN ;

BB AIERERE, AT KRS Sk B B MBI EF, Rir
BB SZHHINAENENTE, WUERSEMREH.

BR%% (daemon) HYEKINgEE:

TiZHIBI K2 Linux HIRETHEE, (BRI MIEEZETERIZ MAC, IP, Port 35
HERIFENER, MREZLFERLEBRATIHAN, RLEBRMITEER
HIThEE, AMSEE IR AR S 2R HEHMAIERTNEE T » 28BSk, (RAT
LAZE httpd. conf XAMECEX 2 ARSERL IP RIFERNEEREM httpd XK
SRESENAEIE, FBaBEZ 1P BIRTEMAEZNTE, thKIBXERE
FHRERFE! BEFEMNRE, MR httpd XIEFARRBREIDMAE, Ba
client IRIGFEIZFIM htted MERNRERNZEN, MAFERSENA
root HUEERD! Fitk, F/vDaX Lk S Eh7E B R L AR HIE !

SELinux XFM4% AR 55 B9 LA BRI PRIZHI :

ATEEIE— N TBEHOMIRIRA, & 2REFEREMERNERIRR, Eit
Secur ity Enhanced Linux (£t Linux) FLRELZEERIThEEML! BREAIR,

SELinux BJLASTXTML%AR AR PRRIZE—LEMN (policy) , iLFEFFEEMBIHIT
FIIhREAIR, EUtEMFEFRENERIRIEERER, UREFGR@EAR, %12
FREBHITHENEL 2 W IRHIRY, BIFEIZIEFFRARIR root HINPRt—4E, 2
BB, BI— NS B httpd BERY#E cracker EHMILXHFEE root HYEMA
W, BT httpd BL4# SELinux 1F&HI7ZE /var/www/htm| BE, BEEWBIHITH
NEECEWMEBIET, Btk cracker BTEFERIZIZEFRHITRENE—SH
IRIB, XA SELinux —EZHFEIE!

ERENBIXHREFIR:

B8, RERXERERR W ENSEETENBENRMHA? SARZITIE
LAY Www ZriEmii! AR www FRRLERE? mIRERM! T 7! L, REMNEHG

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0250simple_firewall.php
http://linux.vbird.org/linux_basic/0560daemons.php
http://linux.vbird.org/linux_basic/0560daemons.php#tcp_wrappers

HIRERENBRXHREHKER . BNXERZIFEFEH httod XZF2
FFREVSRGRIEREIE, B httpd BUARH—TMREK S ZIRA htted K/F

Y, PTEL: (REIMTTEHEAA R SRR ELL httpd XIIEF AT LUZERA AT
! ANRIFETE = XANRER 0K , ZRENRIER IR, EABKIBITENER
HY P TR AR Y o

EXLELTEZIN, FAIH Linux UIRBRHIGE AR S ZHFERXHFICREDN
INRE, ATIERAEHRIE, UFEEEREEERKNBREOSANREN, RIFHSHT
BERENIIBE—EEZENR, LHZE /var/log/messages 5 /var/log/secure X4k
PMEE! BIREKREE Linuxdistribution XZFHELHESMMIMBECHERE ST
Bk, a0 Cent0S HY logwatch , NHEEEIZHEHANEESHERY
distributions , FALABEERIRBEEE T— logfile.sh HJ shell script, {RATIA
FER TR TEIZ32F -

o http://|inux. vbird. org/download/index. php?action=detai |&fi leid=60

F7T, MLRERLRIZ, RSB cracker XENMFIEEEBERNIHZRNNEZ
G ? SERIIMNFBEEELARIF, FMNAEBEIERINBRGH! KTEFHE
R EFES.

071 2 Bp T Fix SHXE

HATHE 711 TRIIBEEEBANNAFESIN/LERLE, BIMRE
RERXEM! AERMZEBEFZEAMTRNESEEMREER—ERRIREERDY
BORATARIPIREIENTIE? A4 cracker RUNMANEIT EikARIETE B I EVRAY
ARG ? R TRILIRAIR ST

RSP EERHRER

HTRZAENAECHZFZREAKAER, ALKSHBRESERESH]! 254
ki, MRFEVABEIGIREY email address A~/vbitwE 2, Hlan:
dmtsai@your. host. name Z XK, HAARMSIERE—IEN, BRA
your. host. name, BEXEEN LEAESE—MEAEKS, WKSAFRA dntsai , 2/
XIS BRI R AT TR BN nmap RFFITIRENLAY port scan 2 f5, MEIE!
L AT LAFHIRIE T AR EN B BB I eE R BIRX NS B ZRE T !

FN, MRIFEERURIRNENE R, BIRESLIMRIFRNENEED) Mail

server HIARSEET, RHEREMESEETHINALERERUBRNIU—LTFRHNENKSAE
REEMNRAIZEE, 255k 1UE{%: admin, administrator, webmaster . ... ZZEHyMK
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S, FHRGEENAANEE. MRENENENEXENKS, MEXLNKSIE
RERFHNZHRBAK, BRES [Hir] | KR! EZRE! FALERNEH, REKS
TAARRLTER, ZHWIBERLNT!

RMBELHRESRNERRRFHNARERZ—T, HEHEMERNKS, 2E
EADBLHRGHRZAEMLKS, IRESIAZFLME, Hittbs [REHAY]
EBIRRER, LR, RPOBLBRAXIMRAFHIE, REGUHERET! ENERE
SWHRM! P, REFNEBREIREREEZN.

AT XM T 7 LSRR, EABRRES R EMA B EMNRBAIPRE, nRE
FMANZRBEETERINEN, BRI SEEL! T, X#HRESRE
mRL, BREMESFRHME T ! XBRHHR cracker KFEMAMARZ—. ABFEA
B RIPIE ? BEAFNZXHH:

. BOEENBRAENS: GIAAZELE Email Address FEEEIE] Internet
£k

. BB RZDIEENN : BFF /etc/shadow, /etc/login. defs FIHR
FIRE, BRAIUSEZEMBERANKSERR—EXRITERPIARAZETE
ATEEYE, WREVNBREEFASHFEMARLKSE, WA EEFER
chattr RKIR#HIMKS (/etc/passwd, /etc/shadow) HISEL;

. TEMNRIZE : BT XEHHERRNSBSRIEMEREKS HIE AR
R, FTUAMRFHMASIIRIEESERNE, BLRGEEBNERS—RERE
FIBRME, XNTEHGEELLERERMI! iR, SRIEESEEMN;

MARGRERFRR [ £5)) K&

ME 7.1-1 EENEZANEED, RAOMEWRIFRENBFRMLRSSE, =
DIRA BTN W | A HER TR TS ARG, ARt —L&
S cracker ELAMRHEFNG, MIXLERHEFRBBET~ERBEHIKRN, B
A bug (R, AHRISIERRFZNARERZN) 5 Security (REEIEE, EFHKE
BEAFXSSHAGHNRETEEMER FiE.

LIEFHRIBEATE, FERSMAE cracker SRINIBET—EE5HX NI
WERREFRE, HEREXNMEFRBHEER cracker BEMMuL LME, FLUEHAS
WIrzhAal..... BIFERENZ, XMEFRE [ 2RESHENEN] . HES(RE
BEET (818, RARETZE | RGXLEFRBERE, tAESBE [X—dx4t
WERFHEA) , FUmER 135 —&, MRE/N\FHER, HESREEF
KRB EIER, ATREBMSWA /ORISR .

XM EHERAZARNRELYN, BAREERZZRRNEREFRA LA TERET,

[T B EFIRRISIRARSGH root WRAFEBEMN, AFREMOW, REE
MZNRERN] , A TBREXET ] (IRENRBXMEET. EXMHEILEAS
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= REMRENBIZFRE IR, FTEl, I0RIREIEHBER RIFAE SR BRI R,
HERKAANBOANFEZNIEF, B ATUARETXANERE. Eitb, RNIZEXF:

. KA FEZNMEIRSS : FFAY port ML, ATRIANRHEE® D, —B
ENATHARSHEAL, RSP S,

. BEESRFFSEHT: XNRIEW ! —EEHITHY!

. KATFERK A ThEE: 261K, FERSRIINTIEERMRSF SSH 7
PR root AIZIZER, WBLARKNEFEIAERMEGAER! ~_°

F 4132 TA2EER IR

#£3ZT#E (Social Engineering) #EHMIESIRE R, MBEIAS ANERNRILE
[ANRIFER! @ ! AS ANERUNRIRMEN? SEFEFHEEFRE? SRTE.

IEHASENHSBRIRERERLEASUTER, R, HNEIZEYSR] F
BICREImEREZTYE, ZEABHOKENERAPLEATTNENAREB? 32T
BERRUNGZE. ARARER, SUFMRARSEKEIRXFRNEE: [HREAFE]
MEIE, HOWSAIRARBAIEZEANT? REAERE—F, B? TREESEZEZE—
MRS, BEFFRENEZBLE. ... ] . URFE-HFIELMBKSELNE, ROE
LA RERLRX A B FE T ~

HRZTIRNRRGEZINE, SIEER [F0OM email BHM] « [EEER]
[k ] %, AEHSERRFOKSEDL, SOMNFANE G RRIERER
LT B W EEMA RIS ERD, RITRAVM 26615k, HATR LT email &
FRWEIRGHEIFNEN, ERITEKSELREXGRAGEERR—TE, AR
BEY! HHRRAFSFHRFREHER ! FREM! FRUAZEEN! ARZERIRLTENE ?

. BERIRE: FNE—RHBENS, ROeREFELHNELER, TE—

AR T3t !

. T EHEEEKS/ ZREER: RFITEMETE Internet LHIEGXL
HiE, ENREKEM! BATE Internet £, RKEANFIEX RS RIHELL
BEHRHE?

FREFIhEER [ #h ) BE

I2? BT ERWEZI, TEMBMKNEEIE? REW, [He\ ]! e
WL ? MAEER [TBEMIL] PHET .. MREER EMEEREAE, Ba
BHEHRARESEL—LT &RE, [EEHERHXEONMLE, XLMuEFEIT
SRF O TREFRRSEFRNREEN TRERE] BITHEE, WRIZMEZIRAE
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{£8Y9, 120 Red Hat, Cent0S, Windows BMAYIE, MiLsF, WREB—MREFFRE
b= FHAIMEE, BRREETERE THLRIZRHE?

MRREBEIE—ENEBHAIEEXIER, ESEI Windows YN ST
(IE) Blaj@, ARUEEIPHIFLEEE (Firefox, Netscap, IE...) #ESHINE)E.
BRESFSEEFER, EBa MHNEHESBE@? | XREARZIERS TN
ZENXH WW EHNETRESTIEFIGE, NEZENREREMNHFENNRYE, &
BISE SR AT aE R TREF A RS0, kX7 ww ST B UE R EERBAREN
FEHRINIT, BEBER! ER!

AR <1800, ARE T ST AR AR ML ? ! 2 2B L 0 KERAHE
B! INRIRESRBPDITE— emai | , BEEIFRFIRITIKS BRI, FERE
ZEERNMMREFERNKSZEEERREMTIIH, RefaEX? MRSXEN
MEHB R KM ITARBAFN TR, BREA2EZMWEZS? B2 R
o, R RESZENHFEEET .

AanfaI R &M ? SRR RFHSIRREET

. BEESEFTEN LRI AR : MRRHRE[RZR AR, MxIHEERE
TEEABLE, RERNSEIRATIINT, BERREHZN!

. BUMEERHHROThEE . S6IRN, ILRMERG A EE N T, it
TREVAST R A R TR LB AT, BT RIMIAGE A Rk, XERLLEE 5 Rk
—LE /N R AT

. AEEZDARPEN: EXEFANARXNTmE! BEARZEHERIRANER
H google FEIXTFEIRAAARR BN, FIRMAHEN HFEEESWAN?  FTLL,
HHMREELRREZN! AEUAZBERE LTSRS H o) !

=R AKEAY rootkit

rootkit EEZWAILIEIE root MR —EFT AL (kit), MAERIE KT
EFRERNGE—H, rootkit FEHMZEHTFHMIEFFE. Aid, rootkit HE
BEHRZTIZIERRPTE. RE rootkit B, ZHRiL cracker FLUEHEAIGREERT
F5 AL !

rootkit FRT AILUEE BRI ERFITARZIN, rootkit BRIARHEZFHIT
BIEH], =6k, RZH rootkit KEFEERNLERAKDEIRZF. IFHSIE
R EN—BEAEHBERIINKT, SERSIRBINETTEWIZASE, Flan 2001-2003
fF[E]#Y Nimda, Code Red FZE; ZTAKIEIERF (Trojan Horse) MEITREVFEHLHIT
FREIT (FF—A port Rik cracker EFNMINR) , ERFE. . . . 4552 4522 4522!
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rootkit HSLEARFEEN, BARZMEMSEFTNEBRRENENES, &
#& |s, top, netstat, ps, who, w, last, find &%, ILRBEABELFOENIZRF,
wtk—3k, REY Linux ENERBESHELUREHIRT ! BBEK! APaFEFEER?

NEME R R ARNKIFEE RS E T ARG EE R HIE;
TEILRGEHXZRNAIES: Hlan SUID/SGID HIFERF, XLEIZFRATE
SERRAPTAENER, MESKSEFEIATE!
. AT LAERTEL rkhunter Z KBVERHRIBE: ANMUTEM rootkit ZFHY
KE, RATLAIE THS IR E:
http://www. rootkit. nl/projects/rootkit_hunter. html

o
(3783

DDoS 5% (Distributed Denial of Service )

XEB W IHRSCEER [ DA REERESE] , NFELEWNEXKE, EME
B HESNERPHENHITIE, 1LRERGETIR 3R AR 5345 PR & I A I F
FIRERSAEERAFPHAR. XMITFTELRES, MASEERS, RELHH
J& SYN Flood KA 7T ! MiCBHMNAEMBEMEBEIZEIN, HENBWT—INHE
SYN By TCP HEZE, MEBRAX A ERE port REFFHN, HAELXZEHENEE
(748 SYN/ACK FEB#x TCP FE), HZHF Client ImAIEREIR,

37, EXNEEYRFIRE—E, MR cient IHAELXIXLE SN BUEHEGE, D
kB Server ImMIFRIAFIEESR, AR Server ImFES—EHZTH, MH Client
i B OB - Thae, e RORTB] 34t &% X 4R SYN £HE, IBAIRE) Server
REFETRPW L X FFASE, HEAFBAER port EEF~MM! FR£EBEHNH
port #MZRTEEE, 4. ...  REGHIET!

EAHNE, BEREFNHN—FASRE 3! <iETL Internet FHERER
Mg (BELAHIR, ENuEFEESBELINEN) LsieAEBE, LR ENERER
BRI ZIER. X DDoS MIIEHFALLE M I ERER ] WFE, MHARANRER
ROERG, MEEILRHNASTEERRERS! REWARMEABERIRZHIME
ARSHEZE W T, EA ww BEESXEAD Internet FHARS -

R E AR RELIEN, RAEMRSER G DB FFE RN DDoS K

TRILE], BWERISZBRITESUNRMRAE ! B2~ mERIEIRAIRuEIE
X, HEISEARLA), BUWNIZASH DDoS KEHMi! ~_°
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FHERINHRILEERNEE G, BEE—LEEFNREAM, NIARLRE
EEFEBZALLRSHRARNE, Glan 1P HE. fbA] LUERIR R EN S HizE B RIR =k
BIEEME, MEZEZHAEAEMNE, BREHN—FRENEHLZHBAHES
TiEIES. atk—k, RNENTERSRAZHBHEERE, MmEERE MR
EM.

A EMNFERFFM 2 EEEL, MEBMENET PR ACK FHIARLERAE
[, PFRARXNARABEBAURTAN, SEEERH, PR, TREZREARIIXL
PNRUEN EEM! AIRERFEEIE—TR:

. WEMMSEERIBGAE: FIF Linux RERIBGANIERM iptables EIIK
ASEERIRG NS, RTLARGSEER A I 1T /0;

. ¥ibIngE: XEBRLLIRE R, RUNEMNREZLBRAANNTRE, #*FH
T ER EIFIRAIAZ D LS TN BE -

. BRXNHSERGKE: RAUUESAMERXHRTRAZARKRE, S
WA LUEE 2L MRTG Z ERIEITH M REM TR RZREERE, XET
ERRRFHNE AR !

INGEVE

FLGNRGERS, B [SA=] B9ME [ LRI 0! RITE—ERK,
[ 4SRRI T EEE | fOTA ! B [ — NBEBAAR ] , FHEMEE;
[— NP2 REAL, FELUHROENIERERNE, BAEIHEAAD b
RAXER, EABRNNGRSHEESINMRBOENEORAER, WRRHE
MEARNE, (BRFMUENENE, BARARNRSERERLRBERKN
PR T 2

o, ERBERI L& INER, RITESA MR ZF/HWEE@E—IBENF1F,
BIBEMNERSTEERANET, BEATRCEWRRER! MRBMELIAMESXK
RADMFRET, BREWENREAERSSER, MEEAREBARBEBTA
HEA S TIER, MBRENFERNEERIZEAZERESMOEET —TEEN
i, MRREBERESHHRIZATI—EEGEMELRE fire FHIZAR?

FROANT, EHBIFTERREEN! ABNET! BRI ATREAREZEERE:

BN SEERB N BRI PRE ;

SEERFENNRIZE ;

WEBMARSEMRGRE. RBRERRE;
EBMASZRZHNRESD, BURERENWTE;

FIF iptables, TCP_Wrappers 52{LMIZ&RH A S ;

FIFEN IS0 MRTG 5 logwatch RS ENRASERICH;

AN
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87.1.3 FHREERIRIP: EEH. BOMWEIRS . BE) SELinux

WRASHANAH, NERDEHQOREUEENEATERITHOHRT . &
SRR RARE, PR, BARMOEETHAE, NDLREE, B
PR, PROSSIEAOE RN, SELinux MIZEH), EEMSERATIR? K
BERH M E — 5 XA, FETMREREMG? £ RET! X
F I ML AR5 HOPR 5 B8R, (REODS A T RATRR—HE, 2RARA! | EAMRE?

R EMAEEL

IEFRAIME—REE 7. 11 BORIEE T, BRIRFENEEFIH ww , Baie
WWW ARSSHY httpd XRIBFHSENIT, H B, REBTIIESEITH port 80 iLEit
AE AT LUESRRIIREY port 80 , XHFAR—EPAIEAY WWW BRSSESUR! [RRESRMLI, 20R
httpd XRIEFBEERRFZEAIEEE, HEFAEARBNA? SRxE! BARAE
JRAFISEIAL port 80 WH! bR KIEXHRAY WW —=BFHPtERE. BEM?

RIEGFHAY, MR FFEEMBIRHAX T ! EAEHERAMEE XML, 4
RNIEFAEER, FRABSAESENNENERGETRENEINERF (batch) , H
BiZIEFF RN R R G EMBUEET, L —RAPATUEEEIMERBNER.
ik, ZERARX MRS AR EAER, EHRGRERIT .

BERARESEIER, MHNRAZREESEFRESRASGHRABRX! 24K, 2003 F
EARXETHHE Red Hat 9 BRIBZEREXHFT, WRARLTEHNEZERE Red Hat 9 X
ERG, BLRBE, REZEFIFRZANREIEL make HIEREFHRIFR R,
Eit, REFI~FEHER), Fedora MMM BABIRENEBRNESH, BR Fedora B—
MERAWLEIFEREEE, RAREEEEAEENTERRA, XMRESF[AIEE
WAEZY ., Bf— N ARAR Linux distributions FRIREEMI! 2FI5ki1R, Buh
REMEZBrEIAILE (2011/07) EE2FER Cent0S 4. x , FRXMEABRHERIFE
Hiph, XXPRFIIKRG, RHEIHEEN! RESREEHLMEE!

BETREANREER, ATASZSWTHIMEHERE!

. S EN VA IE)VEH (TWCERT) : http://www. cert. org. tw/
. Red Hat BYE /A 1EBH: https://www. redhat. com/support/

WRAZRFHEEM
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HBEZE 7.1-1 K, ENEE—TE-SMEERME IR RIR LKL 2N
XHE, BNBI—ER, BREERE 7.1-1 ANEZNSRD, NREGRD
ARSS A8 EEAVERITED, EEARS SRR A AHEKIIED, ERiRSABLHT
RN BIAR S AR iR ! BAMAIRBIRSF[ABHIEOR? FSHRBIT, XH
EBEOMNAREEIT XAMEARS . REW! RS, AT EEs R MERSHA LD, A
LAt 5 1R 2 S s BRI RN o

BPRS SELinux BY4EEN

RIEME EEZERAONE, REPAELXENRFAEFEMOEG, SSBEEE
BEANBFEEEITHA chmod -R 777 /some/path/., WRXZIPEH R EMRBEES
RS, LT, INRE L WIZHELLRESE, BastEikes 7! ERAERE wx
BIREE—ERE, KFJZSHBAILUHITHIESRIEROE. RRBIRX S 777
(rwxrwxrwx) , KERMABOABAILUEIZBEFE THITHIESHER! AF—TINOFEXTE
F# BT T BRISIRIER, 1818 E, RN ARG AT EANR LA AMNARA TE? B
AP {152 E A PRI !

AAURB T LA S FR SRHARERRARE, SR EERRAEN=MF
B =MIRRIZE MR R GRS, BIZARLEF? RRFER, AJUET ACL XMFH
HOZRFE! ACL AJASTXI R —IK Sk B —RHAFITHENNIRIZE, HAFRE! A
LUHBNTE S Unix MIRBRIRES HRIEHMIE. FFESEEMRENARTY !

At HAELA &S, ALRERPRIE? X MRS EIRD SELinux RITH
T .o SELinux RJRAEREFF SHERZEEMA—EMEIaIMRIES], Eit, BIERRFSH
RBRTFE TIRIERNME, BMRIEFSHEERM SELinux KB (type) THIEHRT, B
NIZFEFATRZEZAERIE ! toh, FRAIAY Cent0S thetxt T RLERHBIMMKARS
HIT T SHERERAN (rule), MRXLEHNZEZM, ABABMERPR. SELinux
KRBT, ZMEIRSHITHEEIL B T ENRF 8 Z (ENE !

RIBX AT, FATTLARLE, BEREHARGERM . BREIEHIR O O URIED B
&) SELinux RERFIMZARSZHIIIR, 2EX=AELEER, REORGKFEATLUIRSHE
HARRIP! SR8M, FREMBAEURRSCEMRESITTENEFEZHITH. K
BREEHKREX=ZRRRANE.

67. 2 Mg BE IR
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http://linux.vbird.org/linux_server/0210network-secure.php#fig7.1-1

EIMERNESFFM L, cracker SLERKE T ! FERAASFTAECEGFENRSR
B, RFITOUU . NMRIREIEN. FEit, BR T RRIEBAIEZ I, REZER Linux H
FEETE, EZTHRHHART! 7Ad, MIRFAELSEBCERNENELSE
Bk, HENEEFMBEK distribution FHITXLERRKREHRARKGER, HBEEX
AANEET! Fit, BRI BRSELEZEEMINGIHINT ! BT XLEALEREHN
BHEMFESRZE, BINAZEEREEEREIVAS L@, TRERHZE!

07 2.1 saEiTRET %

BESFREHF Linux ZfF, 2ETRBEGHRANAENE, RAEE—HFE
AEHITEREEHM! TRLEW—F Linux BFEH2XHME, BAERRRGE
ZHEIEER ! 57T, AB4 Linux EEARFZAAEITEHRSHRE? TIRFREN
MR AHIG? REZ rem, tarball 5 dokg B? FTRA, {REGEFHANIRIEES
%, BHRSWKIEISHMRRRIZREN G RETHARN! MEMHHFXBEELERM:

) RPM:
XEHBIHRERT Linux distribution ¥tk FEIEFR, B35 Cent0S /
Fedora / SuSE / Red Hat / Mandriva %%, HEFEAXNSRREIEN;

o Tarbal | :
FRARGNEAMGFRENRERBESNAS FARFESRE, —RKHR,
BHTRHREZREBCHIR LAREN, MLSESIERF—L, T, #
RABHMERLEL B, EANSETHHMNRGEHFEEMREF—R. XML
REXNERTRERHRRYE (FBEEHE distribution ), HHZ Gentoo
XAV BERY distribution;

° dpkg:
7= debian XA distribution FTfEAMIEEIRESR, 5 RPM RZEEL, #H2
BT ARIFHIIE, ATLLLE end user BHIEFARFARESRE.

Z0IR1E, MRRPREGRE Cent0S , HMNAEMFEANZE RPM ERREHER
B, PNRIRAEELRLE B2D WREEEN? EEE, B2D Z2fFEF debian BY dpkg K
SRR, MEHAEREN! EEHAREXET ! BTLUR, EARINE, BEATHE
FRERZ LR ESEEBNA AT,

Ait, BEMSHRESG, FBHAE2IBMAE Linux (5120 Red Hat 9) BYEREEFHRIZLN
MR%F? HATIHRANRG ZFEARMILERE, Bl ARSERAHEEEXAE
IDHMFEIBMRANZIF L, FrL, RXDEHMERREILLUERE: () ARBIBFAIMRA, 5l
40 Cent0S 6. x, Tx&E= (2 FIH Tarball RBITHARZLESR . T, EEEEINF
RBFTARAM, HAZEBITUFHAEE Tarbal | REFFHAIMA, SLELRER
#hH, MALBSEEEERNESMGMELMNRINESR, RI—NEARELE AR
HARYARST o
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http://linux.vbird.org/linux_basic/0520rpm_and_srpm.php
http://linux.vbird.org/linux_basic/0520source_code_and_tarball.php

FAVERERISTE Windows RUIMET, MAIRM— Live update HYIIERILABEIRY
HEAR, HEERSHHFRERGSHADRAGUEGHEL SCRTRIELERH, Witt—
KA LU SRV R RFARAIR, B! B! AR Linux BEBXHF
HIThEE? WNRBME, MARZEMEITREAR, TRALUBRXIREKT ? &E!
MHSERIX AR ! PTRARLEFRAIRIK—IK Linux BOZELTRALGINE!

£ Linux RERAEEZRESFN: RPM / Tarball / dpkg &, Tarball BT
HEMEIRIEE, FTLAZER Tarball RIEELBNEHE K AIREHITRY, BTLUXEE
FA RPM 3% dpkg XAAFRHERII AN RHAITEXREFH T .

{B RPM 5 dpkg AR EFMBHIAEKREBEMD? XEIATFTEHE LN EAFKIIA RPM
5 dpkg MHHEEHE—LREMNEKRESR, HEFCETREGBKBENE (2EF
F rem —q BIEAMD), FAAHDITXLERESHFER —LHHIEXEHEKERIEE
TRE, BET—LFHIOMLEINGE, MREBBNNITRNRZSENREZ B
=5, HUH—IHEBRIWATEARSHRBHENRYE, BALARBNARIERE
M !

MT&R distributions EEIRRS FEA B CMEFRIEE, FTUAES T RPM 5
dokg MHESHRNLEERBAE, WRARTX LR ERELTRALHIM

° yum:
Cent0S 5 Fedora FRE AHIBEIHRIEI, EL FTP = WW RHITEZHR
AR EAEIERERE;

° apt:
B2 H debian X4 distribution FrkRE, II7E B2D L 2fEMH apt , FEATEH
F apt BUAIFB4EM, FTLARZERE RPM AJLUER apt KEBRIE, BATLE
1TIES apt PR RIBREHMERERHITEXRLZEEHR.

° you:
FFiBHEY Yast Online Update (YOU) ZH SuSE FFB{TIF & HRHIFELRETR
AR, S EMBS—EWSERRE, SeEBER you KHFIREITELAR.
I RERFMMA, NRE 60 RAVIXAHA!

urpmi :

XAZ Mandriva TR AV ST+ RALE !

WTXLEALENEHBES distribution fETXRN, REixT#RE: [
distribution AJLUERBIEEARIEIEAHERE ) BB ! ErLUESE (R
distribution FRIZEAINHRIFITEEZARINIEERE! BNMEEBITFIITHRE
T! @@

BEXEBEZ{FEH Cent0S iIX/ Red Hat FEZAEHY distributions ENBRY, FLt,
ETINRT yum ME. A, yum ELEEBIEHRT Cent0S, Red Hat Enterprise
Linux, Fedora &3, WNIZZEBANT! i, EHMEEEESLXT rom 5 yum
A%, FIAEXBENEMEBNASEHEXMAZEMEE!
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07 2.2 centos B yum HEEH, BGIEEREE

HMNBLARMBEERRT yum 7, BEXRLMHFEIER, FKIAY Cent0S SEEZF|
yum BREEBESL, THTEAMLEREEE RPN FLFIREIR, ZBURR Tie8 S RPM
BRI RMEZIN, HIRAAT RPM SHRAMER S (repository) FifE. EiET
SITX LR, FAMY Cent0S FEEBEIZEFER yum ETHERKMEZENRHT!
FHERSRIES R IGXHE:

=il ARE -

FTPMhrp 250]

73

/path/repodata’{F 51

=R R

IRt :|'.'.-'|;:||:|1;:.-'1.'|.|r1|-'

Wl

Linux [T Fig

7.2-1, A yum TEBRFASMERIBXERTEE

FeEECE XX HFIT yum server FRTE IP udll;

EHEE] yum server f5, FTTEFIAY RPM #ERAIFRSLEIE;
SR FEAE MR R/ ARIER, HIZERFERERIA;
THRHPEFENEEZRZE R /var/cache/yum , HFHTSEFRREE;

8 =

HT R THENERLYTELSAMAE A MEARELA RPN 1 RIRBKE
MRXER, AUMREBERLZENRGE S KEBARREVENREER, 3189 yum
RUIRESBRTHAFENH MR, MR%EE, BRERAEIRFERNRSE! Ao,
THERER, £R—OSEE! RERAIM !

i, BRI 2B AR e FER Cent0S RIAAAZBBEEAHLEIE—EB Yum AR
FERETHMFZERN RPM 5, ! PEEIRREIZIHER! BEN? BRXKR, &
FRBHUBRGTUANT ! Cent0S ZEt R X IbEAMRIK YL, XLARFIHIEEMAY yum ARSS
SRHBURE S —, FERERG UL EE R MERER yun ThEE, Bk, (RATLAEE
—&B yum RRSFEBHIBRGUE EE THERER . KTE Cent0S B _ETEF L #Y I

o http://www. centos. org/modules/tinycontent/index. php?id=32
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http://www.centos.org/modules/tinycontent/index.php?id=32

IMER yum XIREZFR, ELBINESITERNENSIEVAERG W, REE
EERIZMIRGEENAEAIRE yum KR, Eitt, MBigLE] RAFEEDEMRE,
EAE, fREY Cent0S MAERAEMXAY yum ARS[T! X ABE! L, ET
EEILBANEZRIKREAER yum B!

Tips: @

RN
d
A

yum HEIBSAXER, RNERMEERESESIAENN AL a"'f \
T, BT REZI SN E— T ! e

e
-\'\' : u
! 3

0723 yun WOERA: T HHEE L REEH

yum AIRIEREMS AL BEIARME, XA LUMEER. RERHAN SRR . BiIFhRA
MAREFS, FRAME! ERIKL—T yum X NMESHIRIER:

[root@www “]1# yum [option] [ZEMRIITIEMB] [HHXx&#]
IS5 5%
option: FEHESY, BIFH:
-y : % yum WOERENENE, EREIE yves MAEERBEMN;

[EZRMTEmME]: BTARNERZYE, ME—LEENIE, 8.
instal | : IBERKNREBIR, MUEEFE [ REER ]
update : HEITEEUMFREITH; SARBALURENRYE, (RAR—IK

remove : FHREMNKH, EEBIERHAMNR;
search : BRI RHREREEXHET;
list : I BB yum FREIRMAENRERMERAK, B2 rpm

info : Bk, NEBHRFEM rpm —qai BIMITER;
clean : TEKRIRHEMWHLE] /var/cache/yum , Al clean MR,
A EMBIINE : packages | headers | metadata | cache £§;

HE[EZONITEMBI B BB EEBNBHARENZEARN, NTFHR:
grouplist : P ARI{ERAM [ ERHEE2H], 640 Development Tools
Z HH;
groupinfo : G group_name, M|A] TH#RIZ group NEBIETBEHF
=P
groupinstall: X/MNFH! AT RE—EERGELE, HUNTER!
EE5 —instal lroot=/some/path HZRLEFFERYS
groupremove : FEFRFEANER{HEELA;
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# SEfl—: T Cent0S EMIEHMMRUHEZIMESRAES RAID HXH?

[root@www “1# yum search raid

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile <==XEBgi27ENK &R
ARG uh

* base: ftp. isu.edu.tw ==HHFEONPBEHNAR

* extras: ftp. isu. edu.tw =FNRIEEE
ftp. isu. edu. tw _E

* updates: ftp. isu. edu. tw

base | 3.7kB 00:00 <==TEHHAIFRL
FZRH

extras | 951 B 00:00

updates | 3.5 kB 00:00
Matched: raid =HEBIWERNT

dmraid. 1686 : dmraid (Device—mapper RAID tool and library)

(REjEES). ...

mdadm. x86_64 : The mdadm program controls Linux md devices (software

RAID

(RTEE). ...

#sefil=: EARMIEERS, mdadm BYTHEE (AT ?

[root@www "1# yum info mdadm

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: ftp.twaren. net

* extras: ftp.twaren. net

* updates: ftp.twaren. net

Instal led Packages <—XBEHAXEELREREL!

Name : mdadm

Arch : x86 64

Version : 3.1.3

Release : 1.el6

Size . 667 k

Repo : installed

From repo : anaconda—Cent0S—-201106060106. x86 64

Summary : The mdadm program controls Linux md devices (software RAID

URL . http://www. kernel. org/pub/ | inux/utils/raid/mdadm/

License . GPLv2+

Description: The mdadm program is used to create, manage, and monitor
(K& ..

# EEIJ: R RLRHY Summary XA, HEXRHEIERIRHEERSThEE! !
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yun ERNMREFANARE, ENUEREOREARENRIVRKGATR. 6k, R
A M B R TR 7 N EUS R 2 #R

° yum search "—Lt&cHEin)"
e yum list (ATSURFRARIEASEER)

REBUEMRRERG KGR, HEZ [ yum info "RERZMR" | MEEBHIE

ZERHR AR, REBEREENEREM! FEAES —mE AR B 2T R ETER
. MRMEZEREE, BRUEESERTHIRIZE!

FIF yum H#HITRE

# JEHI=: REENMRHME! L mdadm XANEKHEEZ A
[root@www ~]# yum install mdadm
. (AIEER. ...
Setting up Install Process
Package mdadm—3. 1. 3-1.el6. x86_64 already installed and latest version

Nothing to do

[root@www ~]# yum install mdadma
Setting up Install Process

No package mdadma available.
Nothing to do

FHNE LRHIFENES, ENMESEIANESET, HHHRFRE mdadn K
mdadma T ! {AEREIFMNMRITEFREMEANE. ALAMRERATUAEE, RS
REZ[Nothingtodo], B2 yum @5 IFRIZER I E2L% (installed and lastest
version) | B2 [&B1ZEH (No package mdadma avaliable) | « {EXEHIEREE
FRENBEBIFAMEME NS FH! HNERRZE—NIAEEIN, ME
javacc XERHREFERGTFT!

[root@www ~]# yum list javacc*
Available Packages
javacc. x86_64 4.1-0.5.el6 base
javacc—demo. x86 64 4.1-0.5.el6 base

javacc—manual. x86_64 4.1-0.5.el6 base

# XHBE=FEHMH, 9H|F javacc, javacc—demo, javacc—manual , hRZAA
4.1-0.5.el6,

# R MER RIS base HRZLPEMA.
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[root@www ~]# yum install javacc

. (ATEEER). ...

Setting up Install Process

Resolving Dependencies

——> Running transaction check <==FG#ERZEHKE MR HC)E
———> Package javacc.x86 64 0:4.1-0.5.el6 set to be updated

. (FREJEER). ...

Package Version Repository
Size

Installing:
javacc 4.1-0.5.¢el6
895 k

Instal ling for dependencies:

java—1.5.0—-gcj 1.5.0.0-29.1.¢el6
k

java_cup 1:0.10k-5.¢elb
k

sinjdoc 0.59.1.el6
k

Transaction Summary

Instal | 4 Package(s) <==ZEIECEE, HLE 4 4, ALK 0 Mk

Upgrade 0 Package (s)

Total download size: 1.9 M

Installed size: 5.6 M

Is this ok [y/N]: v <==iHREHAETHL!

Downloading Packages:

(1/4) : java—1.5.0-gcj—1.5.0.0-29.1.el6. x86_64. rpm
00:00

(2/4) - java_cup—0. 10k=5. el 6. x86_64. rpm
00:00

(3/4) : javacc—4.1-0.5.el6. x86_64. rpm
00:00

(4/4) : sinjdoc—0.5-9.1.el6.x86_64. rpm
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3.1 MB/s | 1.9 MB

Running rpm_check_debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : java—1.5.0-gcj—-1.5.0.0-29.1.el6. x86_64

Installing : 1:java_cup—0. 10k-5. el 6. x86_64
Installing : sinjdoc—0.5-9.1.el6.x86_64
Installing : javacc—4.1-0.5.el6. x86 64
Installed: =FEEFEREHN
javacc. x86 64 0:4.1-0.5.el6
Dependency Installed: <==Jg#R:RFBKMEETAIMNIER
java—1.5.0-gcj.x86 64 0:1.5.0.0-29.1.el6  java_cup. x86_64

1:0.10k-5.el6
sinjdoc. x86 64 0:0.5-9.1.el6

Complete!

BE! 232 yum HATTURBRARREGFT— I8, HEXMRECEENRIEEIA]
BIFEKBMNTERT, HERASEEIR! S, Cent0S 6. x BRIAFIFERAT, yum TE
HEIER T BN ESmRLEREEZIN, RIETEHR RPN SRS AERETEZR
FUMER! XHERHNREMASERTEW THHNEIEEEN S, BMREBETE
B RPM tE5RIRE{REEFE /var/cache/yum HH, BISEELL /etc/yum. conf BLEIH
7!

[root@www ~1# vim /etc/yum. conf <=—=FEBRF, TEEM{E!
[main]
cachedir=/var/cache/yum/$basearch/$releasever
keepcache=1

debuglevel=2
logfile=/var/log/yum. log
exactarch=1

obsoletes=1
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o (RTEE). .

EIREVEBR AR 0 BUK 1, XAFRAEBILIREY RPM HRRETR. A, R
FERBEFSMENEERH, FEMA—GT yum ARETH, AFHFAEH RPM 45
RUYEERGPMEILRFAR (rpm—Fvh * rpm) Z50,  EERY vim E2EMEREN
g FAARE /var BBSHERT! BRRRE!

yum RISER{HEEE

fra TEREEEELE ] B? BT RPM EEHIE—/NKINE 49 BT JLAN M RISRINAT,
FNMTRIFAT LAY 2%, XHEMNFLRTLILERESREFAEREANRRIR
m Z2HIkiE, EREALGT (Desktop), —fRAFPRIZASHWELZRIREIE? AL
S EEITEN, IWEEEY DA "Desktop Platform” 5F%E "Desktop Platform
Development” FERS, BNUREGEHEARNNESEZNTER RPM EAER! XHEFMAY
RiERHEFRERE—EENTIEM!

BLRGEZ VREEFANR? 2 RRZ MR A EHEB R RPM 1R ?
A F A Desktop Platform XA HKiEAA—TF:

# 3efil: ERRGENREREFTZOAN?

[root@www ~]# LANG=C yum grouplist

Installed Groups: =N RE R R GRS
Additional Development
Arabic Support
Armenian Support
Base

... (REJEE). ...

Available Groups: =X ] R R EELE
Afrikaans Support
Albanian Support
Amazigh Support

... (FRE)ER) . ...
Desktop Platform
Desktop Platform Development

. (RTEHER). .

# Y E: FB4 Desktop Platform &% /4 RPM ER{EAR ?
[root@www ~]# yum groupinfo "Desktop Platform"

Group: RHEIMEEES

Description: = 1EH) Cent0S Linux REFESHKAE-
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Mandatory Packages: <—=FEMSHREHINHHIX L
atk
... (RE)AER) . ...

Optional Packages: <==ERIMAJIEIFRVER{E2IXLE
gt—-mysql
o (RTEER) . ...

# RIFHEBER R MNRGRAERNE, XM

[root@www ~]# yum groupinstall "Desktop Platform”
# EAXBENBREF[HOMME, U EENSNMESTRRT n RKIELRE
B!

FIAXAN [ yum groupinstal | "EBEEER" | AJALR—OSRERZORE, ™
AIBLENRETIERT ! TERBRAHEHI~TMEAFIA groupinfo BITHRE/RBATIL
AW —LeRERE SRR, itk—k, REAUESFENERRN Linuk BRET, R
AESNE!

ERGERH

FAEFNEE AT yum update JE AT LAEI TER RO BT N FREBRISMS?  yum update
WA A B EHEI TR — R ABIFHRIE ! 2865k, FRATLAM 6.0 FERE) 6.1 hRARE! @
BrEEETERmEY! MR—RKEARME, HRETEE! BHiRIE!

Aid, MRERZEENRIBIRE Cent0S 5. x FEKE 6. x BIE, MLFEERBE
ZRLENXT . ARFEEELERE? RARTEELFLBERELYT, MUNEE
B! (B, FRMA (ex> 5. x —> 6.x) EHARRFLERAESIRNM! =3
REFARRBRFINRL. KTIIHEFEARZERBIARS, LUK Cent0S EM
EEREOARFRNBIRSEESE .

. EZE TWU2 STLIRHEAY Red Hat 9 FHEEZ Cent0S 3. x HIFFIE:
http://phorum. study—area. org/index. php/topic, 28648. html|

- Cent0S EMIEHtED Cent0S 4. x FKE 5. x BT E:
http://lists. centos. org/pipermai |l /centos—announce/2007-Apri|/013660. h
tml

. Cent0S #EEFRHEMA Cent0S 4.4 FEF 5.1 HISE:
http://wiki. centos. org/HowTos/MigrationGuide/ServerCD 4.4 to 5

o -
HIRE— T LIEHRE, ILIREY Cent0S AJUBRBHMEH RS
K:

[=]
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http://phorum.study-area.org/index.php/topic,28648.html
http://lists.centos.org/pipermail/centos-announce/2007-April/013660.html
http://lists.centos.org/pipermail/centos-announce/2007-April/013660.html
http://wiki.centos.org/HowTos/MigrationGuide/ServerCD_4.4_to_5

AILUER [ crontab —e | KEWME, A4 EE [ vim /etc/crontab |
Ko, BT XNEFHRAG HEB, FRLASSEIIRER vim /etc/crontab 3k
HITIESHAR. EXARREE:

40 5 * * * root yum -y update && yum clean packages

RXEFRAUEMEH T, FHETESRRR 5:40 .

07 2. 4 Poessmmmsiss: B yun REXHSHER yun HEY

BIR yum BIRFIENEEBEILL Internet MAIUEIZEFERM, 72, BT
Cent0S HIRRGTUE S RIBESIESE, BRI, RAIERE, (BR Cent0S HIRRETISSA]
EFRE T REIERIEZHAE, BREVELXKERN! AF! BEFHFHTEAEEL
EXFRERE, BHNE, RNHKNBIAMSIHANEREZIEREHRE! BEM? SR
MEFHHEKR—T yum BEEXHRFS!

A, BEEN Cent0s MEIEATEGRILMA . BEMEHLS X FAE.
ESRMEL SN, SEEREGRFSEME L, WP BHRORELER, TEEE
LB ARt R | Fl, SR RN ABNRLERSRRNE TN fio
EHAERIER yun RSB/RENE! FiT, BASTHUNERSBERLMKA, L
EEAMG E, ERNETEELURAR FTP B, HaSEML%EhOxF Cent0S Fi
IR ATHEE T TR -

. http://ftp. twaren. net/Linux/Cent0S/6/

WMRFEREE ERMMILE, MK MEEE—HES, PLEEMEX yum BR
SRR T ! FASEMEHOHIZEE T addons, centosplus, extras,
fasttrack, os, updates FR2E, RIFANBHFZIAE os RFERIANRE) 5
updates CBREFARMA) %! HTSIFEFKAMAAENZFA x86_64 RIMZA,
LEAB os BREMSBE N TR AT R A9 ML :

. http://ftp. twaren. net/Linux/Cent0S/6/0s/x86_64/

HALELERBMIEAR? B 2456 ! KREEZRHFEMERBANT repodata | B9
BX! ZBRFE ST RPN SIS G B EEKREBEREL! Bk, SR
RAFZMEMURT, REEMNFREZZMIULKET—EEBN RN repodata FIEREFE!
B ZIMUL T ! HWE[ERMNILL, S NEERITSHR—TE! AL
HNMEKBECE THIE!

[root@www ~1# vim /etc/yum. repos. d/Cent0S-Base. repo

[base]
name=Cent0S—-$releasever — Base
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http://ftp.ksu.edu.tw/
http://ftp.twaren.net/Linux/CentOS/6/
http://ftp.twaren.net/Linux/CentOS/6/os/x86_64/

mirror|ist=http://mirrorlist. centos. org/?release=$releasever&arch=$basearch
&repo=os

#baseur |=http://mirror. centos. org/centos/$releasever/os/$basearch/
gpgcheck=1
gpgkey=file:///etc/pki/rpm—gpg/RPM-GPG-KEY-Cent0S—-6

W ERRR, BT base XPMARHREARME, HtHRFASIEBITERT !
LFENBEFEIENZ:

. [base] :
REZHZNBTFE! PHS—EEEFE, EANZMNATUBEER. BT 6™
MERIFERFRZIR, BN yum SRBREIZEIME LS SZIHEXREIIFRER.

° name :

RERP—TRIEBNELTAE, EEMTE!

o mirror|ist=:
FIH XN B S LUE ARG A G, MRAEER, ATRULERIXIT. B TE—
TEMNEEEZRZEMGY, BEHXITHFS/LHEREENTiENE!

o baseur |=:
XNMNEE, AAEEEZENRESSAISEFRMIE! mirrorlist 2H yum 2FF
BITEIRMGUEE, baseur| NZ2IEERBIERN—NFSMLE! FATRIRIE AT

P11 S 213X BB St i !
o enable=1:

MR ERBWER . WRAEEHNTLUER enable=0 IE!

o gpgcheck=1:
TIE1F RPM B FERB? XHRRIEERTREER RPN SRANKFESR!

gpgkey=: MERFERANANHAXFAEME! ERIVAMERIR

THRXMEEXHZE, HETRIEBIMELBIMERAAS, LRI EEN AT
EEFERSEMZEPOHNFIFRIE! A RESFNIIE base XTFHFMEME,
H o1 i B ITRER_ LR R EE R AL SRR AT !

[root@www ~1# vim /etc/yum. repos. d/Cent0S-Base. repo
[base]
name=Cent0S—-$releasever — Base

baseur |=http://ftp. twaren. net/Linux/Cent0S/6/0s/x86 64/ =mMEE
REZE!
gpgcheck=1
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gpgkey=file:///etc/pki/rpm—gpg/RPM-GPG-KEY—Cent0S—-6
# KTHMNEEDE, FEITEERENEH OETIEECAE!

[root@www ~]# yum clean all <=KEEEXH, RIFEMRHEEHE

ETRIAHRZEMMK—TS! anflitie? BRER yum BRI !

# SEBl: FIL BRI yum server FT{ERIESEREMILL?
[root@www ~]# yum repolist all
repo id repo name status
base Cent0S-6 — Base enabled: 6,019
c6b—media Cent0S-6 — Media disabled
centosplus Cent0S—-6 — Plus disabled
contrib Cent0S—-6 — Contrib disabled
debug Cent0S—-6 — Debuginfo disabled
extras Cent0S-6 - Extras enabled: 0
updates Cent0S—-6 - Updates enabled: 1,042
repolist: 7,061
# 1f status L5 enabled A2BRBIHH! BT /etc/yum. repos.d/
# BENMEREXH, MRS AIIEEEMNSBEFE.

. B AR ERMBE SRR 8

AT HRMNBIERRFZRANEEXH, FXLE, BITMIZEAE /etc/yum. repos. d/
ETHE MR, Z¥ RBYLARZ . repo F1T! BEAENERNZIEEFFE IR
ke, MARHMRGFLERHINER, BRRAERREHRAEEH. BEA
REEHTRERMAR[MABHIBZS, REEME, yunm SETHEFAFRE AN
/var/cache/yum BEZE! AEAUE T MULZRBIENEHFRR (FRISANIT),
AREMSERRIIRS yum BRFF[RIFIRAFL, HEHS LI I AE e
I

BE2HM? RiER, FBEREAY LEAIBEIREIT] ! EEFHAIBE? LFE
B, 1EF yum BY clean IMERACIERIA!

[root@www ~]# yum clean [packages|headers|all]
BR 5S4
packages: %8 T &A1 =MIFR

headers : 1§ TEHIIR ST SLMIBR
all : T AR SSHIEER IR !

net.giang@hotmail.com



# 3ef: MERE THIRABERB[NEXBE EREERF571HR)

[root@www ~]# yum clean all

1515 -

http://free. nchec. org. tw/drbl-core/i386/RPMS. drbl-stable/ , EEBE
T EENERSEMNE IO AR BERARE. 5KEIZMNIERENEIE, &
HRAZAT L ENMNERER yum 183K,

P
=

BT http://free. nchc. org. tw/drbl-core/i386/RPMS. drbl-stable/
BHEFAE repodata/ B, FEitk, XML EZMA yum BIREFECE X
B RATLUX 489 :

[root@www ~]# vim /etc/yum. repos. d/drbl. repo
[drbl]
name=This is DRBL site

baseur |=http://free. nchc. org. tw/drbl-core/i386/RPMS. drbl-stable/
enable=1
gpgcheck=0

[root@www ~]# yum search drbl

Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile
Matched: drbl

clonezilla. i386 : Opensource Clone System (ocs), clonezilla
drbl. i386 : DRBL (Diskless Remote Boot in Linux) package.
drbl—chntpw. i386 : Offline NT password and registry editor

o RTER .

[root@www ~]# yum repolist all
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

repo id repo name status

base Cent0S-6 - Base enabled: 6,019

cb—media Cent0S-6 — Media disabled

centosplus Cent0S—-6 — Plus disabled

contrib Cent0S-6 — Contrib disabled

debug Cent0S-6 — Debuginfo disabled

drbl This is DRBL site enabled: 36 <==%f
HI7E L !

extras Cent0S—6 — Extras enabled:
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updates Cent0S—-6 - Updates enabled: 1,042

repolist: 7,097
drbl XPNHIEMSREM, B 36 MREE! XEFBFREL?

67. 3 PREIEXHIED (port)

A LN ENS MM EmA—LLZ RN ? FlanFEi1igE T —EF WWwW
FHE, HBXKE Internet BY WWW ZFXKBEY, HNMWEHHMSTUEN, X2E K
INENBRBAT www gIEsITREOBT! ErLL, HIEATBR T — daemon BY, FLATEE
SERENR G O ORI TEWRIENE, tERHZ daemon FLREAXTMLE EERHARS
T! A—XA daemon FEFEIRFIE, RAMEMET Internet BIRRSS, FRLARLIBE S
Internet ETEIAY cracker PRI T ! BRLAIR, {FAMKERCAZ LEMNKOORE
FTZ0A, HEFUFKHEIR, 7R MERE T80 7T R 4T !

'67. 3.1 42 port

RIFBN=F T | HIREH— MBS, XPIRFZSKIE TCP/ 1P HIAEKE MY
Bai—MEOEHITIEN, I TCP/UDP HEH port (BEO) T. HWIINEZE
tELEMLHIL N @, RS[RSEBI—NEITENED, ZFFIRSEMIEEN
—MEOREEIMN A BIEA1T. BARSHRORSEEFTERINAEREED?
ERIRIIEOREBEX ZEEHVE? FAFE_FHTS port BAXRHERAMITCE—T
ik

. R 55 25 /2 SR M8 O B 3 R B9 AR 5 = B E /Y :
5150 WwW BRSSFFIBTE port 80 , FTP ARSZHBTE port 21, email fRIZFBTE
port 25 &%, #EE MM EERIMTE!

. ERimBIEFE, BEHLERI—PAT 1024 LA ERIEO:
EFIGENN port BRENZER), EEZFBAEKRT 1024 U EAEQ. XN
port WRHRLIRMI=ER), BIAFIEZ. Filezilla X4 FTP B FimiE

. —HBAR 55 25 AT LAE] B SR {4 25 M AR 55 -
FRBRIT i R R RSIEF S —ERHERFLT, FILUZIZFERI port
Me—HEE. RERSFREFEHEOARE, PATERHR. HEF
IR AR S5 AR, BEAERIRO, A UG AEIRARSZHIES. L,
—RBEA L = PR AT LAE]ES /B 3R % AN [E] I AR 55961 !
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. . 65536 4™ port:
I TCP/UDP FeskBiiErh, FAME port &F 16 M, E—MREH
27 65536 4 port, MIXL port XHORAENERS, LA port 1024 {EX[&E:

o RE root FEEBENRIIRER port:
ENF 1024 93RO, HREZELL root BN ARERTIRY, XL port
FERAT—LERMEMNARS, £ Linux RET, SRS port
RIXT N BICFRAE /etc/services BHEAY.

o KT 1024 BF client imHY port:
EXT 1024 LU LR port EEZIEA client ImBIERHEIER port o

. EEFE=ENIE:
B A EMBAARS FEEME] TCP i), HMFEMBN=[EXIET, R
EIFmEEEERSS, a0 NS SHRAS, MRAEEM UDP Y ENH .

. BRI AT LS FTEIEIEALEY port:

BANFEA ST 2REIA SR W EHLEY port 80, ARALREY WWw BE AU
N7EAE 80 WURMRIEC? AW LA ! fRATLUET WWW 2R1HAYI% E T RER IR X
HHEMR port BINAEIFEMANED, REZWL—RK, BHEPIHEEZRIR
HENE, MSEAXERAMGFEIMEEIRAERMIEENMNEOAT. X
TEHFAEERNIKOONEE, SEREAE LB TREMR! ™" F5b,

RERUBANRBENERT 1024 LU ERIROO, 0 MySOL BUiEEREREDH
1£ 3306,

. EriBHY port HIREM:

EL b, REFIBM port KWREM! EA [Port BB R RHERSEREFIER
B, tEERR, EEZMNEZEHHAZ port , MEEDN port KA
B FERF)! iFREmSE: DREE4ANTFRER bind8. x kR, RES
WEEZMANE, BHRRALE bind9. x WEHA] , AT, MLLEEHAR
ENE TFERZEHRE] MAR [FTHLEL port | 2! Bk, REX
ERREMIFM AN AHFENERSZTSEEN—LE port B! Fib, B
LB BB EEF SN RIFEFHIE !

'67. 3.2 IBOKIMEL: netstat, nmap

FT, BAMAEFEXN port BFH2ARKAT, BRMEERTHE—T, 18
FHNBEEHF T ZLR port |B? BT port WBEISREZEX, 4 IBRSS] R
[ port ] MRAIEHRZREM—1? BIRE—XM!! & [ /etc/services | Mi! MEH
SKIMEE port WBRTENIERF:

. netstat: ZEAH EEMUBCHEFIENECH port;
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. nmap : 3ET MLEAIUNE RN, FTOUNIEARN LR E MK EN, BHE
EZR.

MERXRELE! EAER nmap 2FEZE? BT nmap BIINEERIBKRT, FTLUR%E
cracker SEEUMKROUIBIABNEN, XNMEHMER A gEEO0EEML ! RERER nmap
FIAHMERZLGUNBI A BT ENEN, BLAMASEEEMN ! K TH2IRIE—17X
AANEDUE!

. netstat

AEMABRSS R/ Linux RS, FENMERSEOMEE! HARDCHIRS AT
BRZMRE (debug) 5TMRERE, ATBERTLENNREE! L, PR
BTH—TENRRELETEREMLERSEHEFBETRE? ETHECHARZITRIRS
IH, REENGERIER netstat 7! XNKRANMEE R, MANEHLERNE
. XMESHERRZEE FAEEAMBINEESNBLEFRIT, KTFERINN
REMAEARXNTRENGED!

o HI 7 B I R M4 AR 55 -

[root@www ~]# netstat —tunl
ctive Internet connections (only servers)
Proto Recv—Q Send-Q Local Address Foreign Address State
tep 0] 00.0.0.0:111 0.0.0.0:%* LISTEN

top 0 0 0.0.0.0:22 0.0.0.0:* LISTEN
top 0 0127.0.0.1:25 0.0.0.0:* LISTEN

o (RTER). ...

TEIRBATHRNENZELBRBS port 111, 22, 25 &, MAWEKLHEYIZEO,
AIAIN 25 A TCP B[O, BREX lo NEREIFMIR LIRS, E4FME
ERFZIEON. EF port 22 NAREESFMEIEEHLINEE

o 51| B BN R ML BRI ZS «

[root@www ~]# netstat —tun
Active Internet connections (w/o servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
tcp 0 52 192.168.1.100:22 192.168.1.101:2162
ESTABL | SHED
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M EEBEIERE, RIAMIFIRSZEE (Local Address, 192.168.1.100) BHi
NE—&ZBESHEN, BHMES 192.168. 1. 101 FPEPENIEIZREN, HE
B S & BB IEERI T ENA port 22 REVH IR EEHIARSSAN!

0 FIBR © 22 37 5 7 B AT = Fh B9 BXAL -

MRBVERELET, NEREADIT Y PRI S XHE, RERNGE
LR L IZEAA PID, SAEME kil =EIATIG! B T EAYSES)

[root@www ~]# netstat —tunp
Active Internet connections (w/o servers)
Proto Recv—Q Send-Q Local Address Foreign Address State

PID/P name
tcp 0] 52192.168.1.100:22192.168.1.101:2162 ESTABLISHED
1342/0

ZIHJ:EE’J efil, FATRTLAR ERIZEKIZHE sshd XNMEFRBAR, FEMEY
PID & 1342, HEMRAELIMA killall XMESL, BUEZMEAN (H
ARHNENEETRESBZA sshd 7)), NMIZBEM kill XNMESHXIE!

[
‘[root@www “1# kill -9 1342

3 nmap

IMRIFZGUN AR FFH IR BANLIRBENNRIER G, BB ? 246K, 1
BETH—TARNMEITEN Z B AT HIRLNINE,  ABIZATLIRR? IAEIRH
18 netstat FJRARSREFE A L EAYITS ST ARSI IY, ?iIW'JﬁHWJé%?TEDMiZﬁ
HAEAHAIR %, ZWNMEEN? W B nmap FIT T !

nmap GF 1)E’]$A1'—'FIRE}5]Z_%$:J\7'3: [Network exploration tool and security /
port scanner] , MZE BN EARMAGEEAAREERGELZ2MEZNT
! 1&5@§1¢?ﬁiﬁ%¢&ﬁ§']?, nmap AJLALZHEFRIBEITEXHIILA port XM
BT SUEHE, KREHIZ port BIBRFZ A, FRAFATHRILAFELL T RN ENE port
B2 TWAR! £ Cent0S B2 HIEME nmap By, WMRRRBERE, HAmER
yum EZZEAuAE!

[root@www ~1# nmap [FAREER] [FARESH] [hosts it 53EHE]
rATESE 2

[(FAEER]: FERFRER B TILHH:
-sT: FBE TCP FHHBEEIAIFAHL connect() !
-sS: ¥0E TCP FETFH SYN EirpEE

net.giang@hotmail.com


http://linux.vbird.org/linux_basic/0440processcontrol.php#killall
http://linux.vbird.org/linux_basic/0440processcontrol.php#kill
http://linux.vbird.org/linux_server/0210network-secure.php#netstat
http://linux.vbird.org/linux_server/0210network-secure.php#ps1

-sP: LA ping B9ANIEHITHIRA
-sU: LA UDP I E48Nit TS
-s0: L IP B9 (protocol) #H4TEHAVFIRE
[(HHESH]: TENFARSHE/LM:
-PT: f£F TCP Bkl ping BUAINKFITIEE, ALK HMBRIAJLERT
HEEE&ER)
-Pl: {ERASEFRM ping (A ICWP FHERY) SKiFITHAE
—p : XE port range , 50 1024-, 80-1023, 30000-60000 £ H
FAAR
[Hosts U S5IEE]: XNEWZ T, BJLFHEIRLER
192.168.1.100 : EHIESAN HOST IP M2, {RE&E—IE;
192.168.1.0/24 : 3} C Class HUBIF,
192.168.* * . IZIZ! M35} BClass MIAIST ! AMEAISEEIE 7!
192.168. 1. 0-50, 60-100, 103, 200 : XFH R TR A ENEE M RIFHIE!

# Sefil—: FERATESHFEAYRBAMN port (RSFIRE TCP)
[root@www ~]# yum install nmap

[root@www ~]# nmap localhost

PORT STATE SERVICE

22/tcp open ssh

25/tcp open smtp

111/tcp open rpcbind

# EFUEHIERT, nmap (XSRS TCP AYTHINIE!

nmap BRIFEZRERIN! MEZEERESEEREL IP FE2FHEZEF. ~F, EL
BFIERT nmap (XSRS H TCP XAMEAMMYTE, FEEX/NIFHMEER.
BERINERSFRIZEOMRSEIILERT, E2HF! ~_7! PBURBERERS
#r TCP/UDP X ™ & ML AYE e ? BT LUX A1 :

# 36ofil—: RERTFIREANALAY TCP/UDP 1B [T
[root@www ~]# nmap —-sTU localhost
PORT STATE SERVICE
22/tcp open ssh
25/tcp open smtp

111/tcp open rpcbind
111/udp open rpcbind <==£% 4 UDP HUEIFSEO!

WEIR! SRIEAEHILER—T, Re&IRXRE TILA UDP HIIEO, XHESIFEL T !
RiE, WRFBETH—TERBJLBENEERAIMNE S PES, AU -

# JEf=: EQ IoMP HERRMN, STHXMABR/LEENZEINE

[root@www ~]# nmap —sP 192.168.1.0/24
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Starting Nmap 5.21 ( http://nmap.org ) at 2011-07-20 17:05 CST

Nmap scan report for www.centos.vbird (192.168.1.100)

Host is up.

Nmap scan report for 192.168.1.101 <==X=1THHIE 192.168.101 KIE

Host is up (0.00024s latency).

MAC Address: 00:1B:FC:58:9A:BB (Asustek Computer)

Nmap scan report for 192.168.1.254

Host is up (0.00026s latency).

MAC Address: 00:0C:6E:85:D5:69 (Asustek Computer)

Nmap done: 256 IP addresses (3 hosts up) scanned in 3.81 seconds

BIEG? SFRMRELETRBEZIHENEEM (Host is up) ! FHiZ IP PIXINAY MAC
SWIER TR, RAEE! WRFEEERENENEINN port /E—FHUMAY
s, BAEEER:

|
‘[root@www “1# nmap 192.168.1.0/24

ZRIRFESEBE—H port number I EIFRRE B~ REEMHEICRENMELR
FHNEERANIOF T RLRRS, BE!FIA mmap BEEBIIBRESRE O, > F) X
MERAEE, RERTTUEREESEENEAESRENNRS B! ~ 7

BHABE, X4 nmap FITNEERZHRRA, LEE AN, LR ZRIFESZ SR
ERLFERAXANRERGTUA A TEN . XNHESEEFHEE, BaiRZHALR
A #3895 ] K#HITEREIITIE! HlanLl TCP_Wrappers (/etc/hosts. al low,
/etc/hosts. deny) RUTNEERICRELEMUMIEIZ port BY P! XN iUl E
CHlSENZ2] ERAEN— IR, BERMRAXRGUUANABNEN, RS Mz
FEF] W! $FRBE! !

07,3 3 BOERSMED/ LARTFHERERE

MNEZEWHEIRBLATMAIE, ESL port BHMITRLRGZ FHRRGHIEN. B
UEXARKL port B, PREBFERNMIEFRMEXHRE T ! KABWFIERZSAT LA
M kill, TEXETAREGHNBRZE, BA kill XMeSEBERFESIXH
RLIZFRITHEE, BERNEBZEZRKXAZIZEFM! UL, BF B RSETRATRY script
RXARE T FLFEE, ZMNRSHERBEHMES—T, —REZRIRSEM/LH
AKAY?
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o stand alone 5 super daemon

BRINNAEEMFIRARE, £—RIEBH Linux REHET, RISHVEHSEE
FEFAMEN:

o Stand alone
BB Y, stand alone FLREIFHITIZARSHIMITH, ILZPITCHEIZRME
FRNEFELHPEE, AXMARRBHTLULZREZEERIRERME R E. —

MR, XMARSZEIEEN script MEWMEE /ete/init.d/ XPMBREKET, Fr
WRIBERTILAER: [ /etc/init.d/sshd restart | ZZEMARKEFHEINX
FhAR S ;

o Super daemon
A—1MBERJIEADE, KRE—EBFELIFHRAIRS. £ Cent0S 6. x E@EF
FHIMZ xinetd X4 super daemon MI! iX#75 3 /3 BN NLE AR 55 & IATE M) 2
FRESHEEE, AiE, ATLUEE super daemon ERSMEH—LITE, FHlanix
FIRIET B3, AIATRT LUHITERNL. BB 1P RILAZE# SR, B E R IFEIRTEENLZF
., BENHRSHEEEXHMEAL /etc/xinetd. d/ &b, BIRETEREE
FFLL T /etc/init.d/xinetd restart | EFRBEHNAIT!

XTEIFEMRIRSZ R, EESEEMBRIARERS—X, SBIFEXETHER.
9, MLMRFIEEKRHZARG LE port 111 KIHEE, MBRAZIMAXFE? &iE
BREERZREEBD port 111 HSEHNIEFIE!

[root@www ~1# netstat —tnlp | grep 111

tcp 0] 00.0.0.0:111 0.0.0.0:%* LISTEN
990/rpcbind

tep 0] 0 :::111 Dok LISTEN
990/rpcbind

# [ERFEARZE rpcbind XNIREZIER!

[root@www ~]# which rpcbind
/sbin/rpcbind
# HREERRE, B rpm IR

[root@www ~1# rpm —qf /sbin/rpcbind
rpcbind-0.2.0-8. el 6. x86 64
# RET! MEXNRE! LU XA G AR R Z:

[root@www ~1# rpm —qc rpcbind | grep init
/etc/rc.d/init.d/rpcbind
[root@www ~1# /etc/init.d/rpcbind stop
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B EEBXANSRERIE, R R RGRENRZS HEN T ERKIERENRSH
K REXARE? AE2FA kill -9 990 AU IZRE TE? 2% 5EmHi!

g, RAEZRS2MEANE? RMEFEXAZE, FRHNRZESEMA ARG ?

MRAHERNE, BT LEEAREAATLUIREZRSHE, BFIA rom EiGL)
BE, T REEBEEIZRSZHIERT? IR, INARERMESEEDNM! KT
BRI EIFE Cent0S THEREMARAR Linux B Telnet FTHIREE.

1515 -
BATHERSH Telnet IRFZIBERLL super daemon RITER, 1EREE
IBRZH telnet IKEBF.

Z:

1. EB8 telnet BEAMMECLAELRET telnet BIPRSZEH/AIT, B
PLUESELL rom BAEEELERLE telnet-server B8? [rpm —qga |
grep telnet-server | MRGEREME, BFIRABERAERRE, =
Z{EH lyum install telnet-server | RE—T4%;

2. BT 2 super daemon ITE, PTLAIEZREE /etc/xinetd. d/telnet
XAMER, FEFH [disable = yes] 2K [disable = noJ Z/GLA
[/etc/init.d/xinetd restart] EF[BE) super daemon AE!

3. FIF netstat —tnlp BEEEEBREEN port 23 ?
. il =kl )i e

RIRY_ESLE9(ESE (N T BZBRFSEas k7 ] B! HASFmETORFFHLAT,
XN RFZEETZBHER. MRREEEFVBIFHET B A B e E TR ST,
BREETH—TEMFIREMAZNAIARESTIENNSML! £ Unix like IR
FUPHNERIET run level RIFEFLEHITERFTERENNIIRS, L Red Hat &
GRUE, XL run level BEINBIREHEMEE /etc/re.d/rc[0-6].d/ E@EAI, AP
WATERIZBRTH script B? FaIER? SKIEAIN! BT LURA M BRI
chkconfig B Red Hat ZR%GHY ntsysv XJLPMESA1T!

N

HILAMES AL ? INHESTRAERET: [ man HAEE

F, Bk man TEE] BRGM man TEM! % J 24
— 1A F
R -

(1) WAL rocbind XMEF—FFHAMT? (2 MBFAFHT, 10

Hy

il

r
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M AT A EER? Q) A2 BN REFX A rpcbind ARSS?
L2

1. AILLEIT [ chkconfig —list | grep rpcbind ] 51 runlevel ]
FIA—TRIMES rpcbind BERBEN?

2. MREBRBEN, AlET [ chkconfig —level 35 rpcbind off | 3k
WEHFNEAERE;

3. AILAE [ /etc/init. d/rpcbind stop | SRxzE[<Ffh!

BREAMR—ESBN: [5F, fRHNEERREBRGMENRSHXA, BREHAS
Z&£5? | HA .. FAR! BA [RENAGRSZLNEFER, BURGEES
[BlRR ) 2Bk, B RFEREAUEBGILIERIEN crond RFM—EERFE, MR
MERRGRRH rsyslogd WHRBEFA~BNEMERSL TIREIE? AW, BR
FERMEEMRFSHENRNE, SUAEREXEZERS. KRTSFINELNERH
DIRBEGENRGERFZIEARESESER! XERZBEFEXAN!

BR &5 & FR RERE
AR EREIEELR, BEENTE, i, FLEZARBEKEE

acpid R TR, RS
atd EBEE —FASSHITHRS, HXERN
crond EEETEHIENEERS, ESYEZE!

haldaemon  {ERGREHTEMNAARS, 5 USB BEXRRKX
iptables Linux PEERYRTASEER M, XAMBATLUS S !
network XNEETIE? ZEREMEF (!

postfix ARG AR IEARSS, TEREE It !
rsyslog RAGHERMHIER, REER, SLEE!

XRRGHRASBEN, ALULRERZUX FRSHERIEN
e !

xinetd AP super daemon Wi! FRLAtLZE S EhM!

sshd

EEIHHNRENFTENERRS, BFEAEXAM! FRIERIEETZEeEHAE
Ro #0IRE, RAMRTIFESERIR, WBAW acpid XAWKREXZRW! WRIFF
FERMTIZEIAIINGE, 4 sshd WATLIKHN! PHMIRAFERRSZED? R
KER, RELNZMERS, (RERTLUREM! REMERSZE? AL . BEFERR
MERARSZHERAM ! UEHRANREI B MEXRSEN, B—1—MMTHRH. K
THATRMAEER XA AR S XN ER 7!
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073 4 netEm LMMERESEO0

FHANE) Linuxdistribution RIFILEIFBFEAERBRREZ T, IUE— %"céé?&—ﬁ‘z
&, BRGEABR—HBHSEHIMERS, FIaA rpcbind Z FHILIL, XL AT
&TﬁﬂﬁTﬁTﬂﬁ,TT@ﬁmﬁﬁF {BFAB9ENLRRRATE 2 P R AR 525
B9, FRLAXLEARSRFTES client FRMRSZSEHIES [Zitk—2 ] R~ FrLd
Wi, EREMRFE! R TERNZEANEROGFREIE, BREONERS AT, H
ERZAIMAARS, MER{REIE!

151
B EHB RS L EEESEPRIARS, HAKRIEMEMBIMA
/etc/init.d AR ZE) .

Ir:'\'.
= -

B RS, BFA netstat —tunlp BIATHE]! UEFNE—SLER
wetlAabl, SEEREHHMERS AR XL

[root@www ~]# netstat —tlunp
Active Internet connections (only servers)
Proto Local Address State PID/Program name
tcp 0.0.0.0:22 LISTEN 1176/sshd
tcp 127.0.0.1:25 LISTEN 1252/master
tep 0.0.0.0:37753 LISTEN 1008/ rpc. statd
tcp 11122 LISTEN 1176/sshd
tcp 1::23 LISTEN 1851/xinetd
tcp ::1:25 LISTEN 1252/master
tep :::38149 LISTEN 1008/rpc. statd
tcp 0.0.0.0:111 LISTEN 1873/rpcbind
tep 11 LISTEN 1873/rpcbind
udp 0.0.0.0:111 1873/rpcbind
udp 0.0.0.0:776 1873/rpcbind
udp o111 1873/rpcbind
udp 2776 1873/rpcbind
udp 0.0.0.0:760 1008/rpc. statd
udp 0.0.0.0:52525 1008/rpc. statd
udp :::52343 1008/ rpc. statd
# J:i_‘E'Jiﬁ*H:'. %%ﬁ*ﬁ?ﬁﬁ%%—%ﬁ%, FIABEFEART

2%&_5Eu,,\¥§ sshd, master, rpc.statd, xinetd, rpcbind ZFX/L RS,

SEBEI—NTHHIEASKE, master (port 25), sshd TEEXIE, FLH
fE B LASS I | B RIARAN NI AE, (£ which 5 rpm #FE! 2
Bk, rpc. statd Eﬁf:zwﬂﬂZK?L ernl qc$(rpn| —-qf $ (which rpe. statd) )
| grep init] X#E#Hk, LEREA [/etc/rc.d/init.d/nfslock ] XE! Eitk
RAWERNT:
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rpc. statd /etc/rc.d/init. d/nfs
/etc/rc.d/init.d/nfslock
/etc/rc.d/init. d/rpcgssd

/etc/rc.d/init. d/rpcidmapd

/etc/rc.d/init. d/rpcsvegssd
xinetd /etc/rec.d/init.d/xinetd
rpcbind  /etc/rc.d/init.d/rpcbind

ETRREHZREEH, HEEERTFHREIIE!

[root@www ~]# vim bin/closedaemon. sh

for daemon in nfs nfslock rpcgssd rpcidmapd rpcsvegssd xinetd
rpcbind
do
chkconfig $daemon off
/etc/init. d/$daemon stop
done
[root@www ~]# sh bin/closedaemon. sh

M LEGFZE, REXTIE netstat ~tlunp ZfE, SBEXFE port 25, 22
B! tk—3k, “BREBYRESFZATBNRSHABRXA, MEEEHBHIEAS
wEshRM! "7

67. 4 SELinux EI8[EM]

SELinux {FAFMIBRIERERIA0)IEH] (Mandatory Access Control, MAC) , fBTA[
LT3 E I IE R SR E R R ZIRKRHITHIIRIEE ! LE2iR, BIERE root
BLEFEATRNEFE, (RETEEBSHIRH N —ER root , MFERHFNZIERF
FIREME. t—3FK, HNEHTHIE [E4) BTRT [FEF] mA2 [FRZE]
! FEit, XMURMWEERAREFNEEMERSH [FEF] 7! BA, BERD
EFER root MBMNEREN, MRXMEFWBEMHEVSIRIENR, BizizFaE(Er
EHETEARA, REA# SELinux PREME T REHITHY T4E 7!

ZEGIRUE, WW BRFBESIHANARIZERFA httpd XZIERF, MEAOABERT,
httpd {XBETE /var/www/ XNMEHRKETFHER, R httpd XM EFEEZHMBE
KEGRHER, BRTHRUEEERFMI, BirBREEEIREMR httpd AIEEHIE
N (type) FA1THE! BREIFEFE ! FrLA, BMEA D httpd ¥ cracker BUS T %l
R, TP /etc/shadow FEERMALE LHIE!
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07 4.1 SELinux BOE(EER

BROEEIRE—T, SELinux 2iET MAC HIARRIZEIRFE, MITHIEHRE
2R, MBI RIZIZEFEDIEEAN [ERRIE] | TR — T X LRI AHE
KM !

. F{K (Subject) :
SELinux FEMEEIRMRZIERF, EIReT LUST 4K IR AZ 1K ZIBY process
¥ EEFES;

. BH¥r (Object) :
FHEFESEFEINN [ BFREE] —MEXHERS. Bt Biam B lE
YHERGR EEFS;

. B (Policy) :
HTEFEEEHERAKA, Ft SELinux SKIBEFLRESKHITEANGERE
EMER. XEBRATSHIFEAMN (rule) RIBEAFEIHIPRFZFHMFELE
BREERSE. ZEBHEIR Cent0S 6. x EEMXNAIEEA N ETEMBERNT, —f%
kiE, FEATIRE target BUERBEIT,

o targeted: $FXTMEARFIRFIER S, SHITANRFIE LD, EFIRAIE

w;
o mls: SE2ERY SELinux PRI, BREISEEATIE.

. R MR (security context) :
FHMNMRR T 4R BfrS5BERE, ERENRESEEHEIRR TEMRSBIR
IBEZI, ERSEHFHNREMARAILN—H A EBINFIFER. XPMREMHAKR
X (security context) BREEMNXHRSER rwx Hi! ZREMAXHASTE R
EEEEEN! WREERR, RPORLRS (EAHEF) MILEFIXHR
% (BrRE) , HRME—EEM [BIRAFT] BIBIRET!

net.giang@hotmail.com



- | ¥ Oy
D T N FIObiect)
=L & h\ sELinux H‘HH_:'I" e,
L 4 ;_," H-\"\-\_\.
Tk
I rLPuh:,:n -

AV
AR

L3R

_/f_
& 7.4-1. SELinux 1_1’EE’J%QH1¢Z$E%IE (ZIKI%%/J\'JII%JHEE’J_D%#X)

Rulel
Rule2
Rule3

FERESLTE 6] IS [ BiR) ERGEMRR! B EERINATULH,
(D EFREFLHNEET SELinux BERAMANMKBITE, AT LS BiRRRHITEE M
ARHILEXS, () BEEXTRMON A F R B4R, HEEXS BRI AT AF 45 7B B 47 . B)RE
2, RARSHFRERERSXHREH rwx #ﬂﬁﬁumﬁ%ﬂﬁ wtk—3k, MAT

SELinux Zfg, HIBPRATFHIIERE, REE—S—SHO R sERYa)RA T !
. LEMAIT (Security Context)

Cent0S 6.x HY target BUREAEBIHAIFITIFIEEZHMN T, HRIREmME
WA FF R/ XAZTAMNEIBITE G . BNREM AL ! ljﬂ AIRERE
BITREXHRAIREMAR! AMAFEEBTREM? Z#FIKiE, RABEEEHIT
R rox BNEFZER? XNREMAREIEMIER SELinux WM\%EI’J rwx g
27T XFEECE IR RN .

ZEMANGAETEAREFTFSEEMEERED. EFERNERN, FIUAREMA
AAGFEAZEEE,. BEENZEMALZICREMER? FXE, REMANEN
EEHEERA inode AR, BEtFHIZFEESIMEMIRZRIER, RHEEIZR
inode , X inode MFAFJLALELI R EMANIUR rwx ENREZTIEH, MHETIE
A EU PR 4

BALALREMATBERTLHMNEER? FKIFHKEF /root ETHRENEZS
MARIIFT o iﬂ?‘&ﬁ%’lﬁﬁiiﬁﬁiﬁﬁﬁ s =Z ] EMBNT: CEE: RmelgE
1T SELinux A1T! BHEARBE, XEBMEHEMEIT—EET. K TSN BUAEE
SELinux ME! )

[root@www ~J# Is -Z

—rw—————— . root root system u:object r:admin_home t:sO
anaconda—ks. cfg
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drwxr—xr—x. root root unconfined u:object r:admin_home t:sO bin

—rw—r—r——. root root system u:object r:admin_home t:s0O

install. log
—rw—r—r——. root root system u:object r:admin_home t:s0O
install. log. syslog

# _EIRFFRFERRIER ST, BMRREMANHAR!

WEFTR, ZREUAXNFERESHA=ANFR EE—IMFRABIAE), =1
FEREXA:

Identify:role:type

SRR At LE8

o B3R5I (ldentify) : BETHSHEMSFOIRAN! TEZHFMRAVNERT
=HE AR

o root: F/x root MIIKS 514, iR EEARIEEREIZ root ZKHE
3K R R !

o system_u: RNRFEFHFEMNIRN, BEREREFYT;

o user_u: KERMWE—MREAEKRSHEHXHWEH.

. AR Role): EHABRFER, RNAUMEXMBERZRTERF HEE
BEERERERE. —RINARE:

o object_r: REMBHERXARFHERIR, XNZERRENNT;
o system_r: RRIMEZEFM! T, —REAZFHLIBIEERA

system_r NE!

. KA (Type) : FEFUIXAY targeted BIZRH, Identify 5 Role FEREK
FEFREEY! EENETXNPEE (type) FH! HAEAL, — /) THEFRE

TEEEREIXMERAR, SXBFEEX! MABEFEAMREREFNEXNSR
j(*ﬁﬁ]; ﬁj\%IJIEE-

o type: TEEREIE (Object) LFMEFRAER (Type);

o domain: fEEXKEFE (Subject) MIFRFSIE (domain) T !

domain EEE type #BEL, MNZIZF A 5EWBIRF] A 15BN == 55 FEM !
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. 2F5#%E SELinux type FEXRUMERME

BLAX=ANFEWMEFIAR? EEARIKEEZTAREFEX=1FEMNE X A!
BEHEMRANEREFENEN, HINTUABMERENEFARKKRPIEXE! EX
b, XLEEFTNERIE targeted B AU NIAT :

B3R 51 y=:Rei] ZS N TE targeted HIE N

root system_r |XFMH root KSENBTFREVISRIILIR

system_u | system_r HTARGKS, EHRIFEZTAXNWEAZSERERF
user_u  system_r |—RAIENMFPHIEFD

Bgian EPrid, ESSHREZNTFREXREFER, THRSEFZEZEEGTLIZERIR
PR, S1EFH domain RIHZER type BAX! XAEMXRRILANATLUERER W AR
LEEINEER httpd XTIEFS /var/www/html XANMTAMERBRKIEA. B,
BEXRITEBRHRZEMATARE:

[root@www ~]# yum install httpd
[root@www ~1# |1 -Zd /usr/sbin/httpd /var/www/html
—rwxr—xr—x. root root system u:object r:httpd exec t:s0O
/usr/sbin/httpd

drwxr—xr—x. root root system u:object r:httpd sys content t:s0
/var/www/html

# HENABFHREZE object r , KEREPEME! M httpd BF
httpd_exec_t ZHY,

# /var/www/html NEF httpd_sys _content t X!

httpd BT httpd exec t iZﬁ\ﬁIQlih?fﬁﬁﬂéﬁﬁ, m /var/www/html DT
httpd_sys_content_t XPAJLAIL httpd s (domain) IEEXRIZRE!, SXFHBEFRK
KESTHIE! FHNMERARRRIGAXAEH LR

i hittpd domai

e : . . . o Mvariwww/hitml
fusr/sbin/httpd i | domain R]FHHINE I | frme htipd sys conient t
httpd_exec_t i R HE targeted U i

[+ g —

httpd svs content t 3%

l*-.ulwullu\,l v R hupd #REEE |

& 7.4-2, FHREFEISH domain 'ﬁE*T’l‘é%ﬁJ_E’J type HEXHR
FEMEXFEATTLUXHEER:
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1. B, BiMMA—NIHRITHERMER, BFHEEB httpd_exec_t XL
RIRY /usr/sbin/httpd

2. ZHERHEBSIEXMERAERRNERIZEF (Subject) BF httpd X
ANuE (domain), FHATMBERE M XNTUHELFHIE TIFZHMN, HPEIEX
AN Gug AT LS R B AR IR AR

3. T httpd domain #Hi%EAFLLILEL httpd_sys_content_t XNAEIH
BirtER (Object), ELL/REIMTIMEZR] /var/www/html/ B3R, FREEBIH
httpd ARZIZRFFTIENT ;

4. BRLEFRILBERNER, BBEE ruwx 28BS Linux BRPRAFSE!

ERBRESRENIANES, F—PREBGRAEESIITIE4AY domain/type #H
KM; BIANRBBEERM type WERIR, WABRENRRIEEA rwx £FH 777
ZEMREREITEERBAERRERNN! Adantt—k, WairUES R Pt
RERIEEA 777 BIETIER AR E -

457. 4.2 SELinux BIBEN. XHASWE

FHIAEFTER) Linux distributions #3SZ#F SELinux BY, FRLA{RAMBEAENE —T
PRHRGRARFA! SEFXBENERY Cent0S 6. x AEFABXZIF SELinux Mi! FRLLR
NEERITHIF SELinux ERAEY Linux #0f! BET SELinux XHF=FIEZR, 77|
T

. enforcing: BHEIFRER,, XF SELinux BEH, BERIEHIFEIEE
domain/type T ;

. permissive: TAIEN: XF SELinux EBEEH, FEFNSEBEHZNEHT
SSEBRPRE] domain/type HITFEEN. XFURIAILUESR{ES SELinux HY debug
ZH;

- disabled: %M, SELinux HH&BSEFREIE.

BIRELEEBFIRY SELinux #BNME? FLiEIL getenforce ME!

[root@www ~]# getenforce

Enforcing <==ig! BiE~E BEIEIEINA Enforcing 15!

FEN, FAIanfarE01E SELinux BYEIER (Policy) J{aRE? XATAT IS R AL B ST
M :

[root@www ~1# vim /etc/selinux/config

SEL INUX=enforcing <==1§%% enforcing|disabled|permissive
SELINUXTYPE=targeted <==HBI{NH targeted 5 mls

net.giang@hotmail.com



. SELinux BIBIhS =H

FERRANBRS BaifiR 1 REIENR, MRKT THRUWEEEHZE;
R A enforcing B permissive &K disabled , B{EH disabled XRREMFHE,
BHMEEFHFEEN. XEFAN SELinux EESEZOCEmERN, HREATLUE
SELinux B{ET YR 58E] (enforcing) E{TEZR (permissive) 1R\, T EEWZEHIE
XHl SELinux BY! INRMINIRAZIN getenforce HEN disabled B, 1HE EidtEEE
KA enforcing AIREHFBNIE!

AEFREFENZ, RN disable #Z|Z5) SELinux HIERE, RATFRZY
MEHMERBAREUAXHESR, ELANTESEERNVHEEEFERNSA
SELinux ZEMAN (BRttFRA SELinux Label) , MBAEESZ B BSERXHE
B B—RIE R MEFFMKC—ERTE) ! F2TRAVRING, BFEH getenforce
KNEEEFBERINBBENE Enforcing BIEIAT !

MRIRELZTE Enforcing BRI, (BRFAIREH T —LIZEACIRM S E SELinux ik
RURSTEEENEIE, WRHRAILIFE Enforcing BRI ATS (permissive)
BHR3, ik SELinux RESEHTLZAINFIENANES, MAREEREFEAREFAIZE
PR, it SELinux #&IN7E enforcing 5 permissive Z B YIHREIFIEN:

[root@www ~]# setenforce [0]1]
RIM55:
0 : 4pK permissive TAARIRI;
1 : ¥pY Enforcing 3EHIRI

# J6f5l—: 9% SELinux f£ Enforcing 5 permissive Z |85 ME
[root@www ~]# setenforce 0

[root@www ~]# getenforce

Permissive

[root@www ~]# setenforce 1

[root@www ~]# getenforce

Enforcing

TiTiEF=, setenforce Jo3E7E Disabled BUFETUJE THHTHENHYTIHLIE !
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Tips:

FERLFRIIBIRT, R Disabled $I#AK Enforcing ZJg,
BRE—MRSTEINFEE, MBSIRIRIEE /1ib/xxx BEEAIH ngéi;
BLAIIRIEE, FLURIRA. XA S RETFEEITSN SELinux 7 M TN
type (Relable) HEEZ &L, £ Permissive FIZHXMEIR. AP )z
AT ALIRNE ? BRIETEMIGEFETE Permissive BIRET, £/ L A
[ restorecon-Rv/ | EFAIERA SELinux BYZEERY, FLEETSAL S
BIXMEIR!

A

b

-~
=

r

57_ 4.3 SELinux type H9I&E&L

BEPR SELinux BUERIFES (type) XALEE, FPUMBHUETEXNFE, LA
MeEREEN—HEEY. BE, RIKREBUREH—IMHERIFERNERE, 2%
EHoRRm!

# 38f: 1§ /etc/hosts EFIF| root HKER, FHMEHEXH SELinux BT
[root@www ~]# cp /etc/hosts /root
[root@www ~1# |s —dZ /etc/hosts /root/hosts /root
—rw—r——r——. root root system u:object r:net _conf t:sO0 /etc/hosts
dr—xr—x——. root root system_u:object r:admin_home t:sO /root

—rw—r—r——. root root unconfined u:object r:admin_home t:s0
/root/hosts

# J8fl: ¥ /root/hosts #ENE| /tmp T, HIEHEXAY SELinux FEHITT{L

[root@www ~]# mv /root/hosts /tmp

[root@www ~1# |s —-dZ /tmp /tmp/hosts

drwxrwxrwt. root root system u:object r:tmp t:sO /tmp

—rw—r—r——. root root unconfined u:object r:admin_home t:sO
/tmp/hosts

ERRA? SRR EFIFT, SELinux BY type FEE=SMHABIRERE, FrLd
/root/hosts HIEBIFSTERK admin_home_t XML T (BRUREFZE? HAaE
[E SELinux B9XBI B S#FEEhITEL, Eitk /tmp/hosts £KIB{RFF admin_home_t T
AT /tmp BY tmp_t XANEBY! B FE! ZFE! B4, aNE /tmp/hosts T
B ARIEIGA net_conf_t XA ? ABFISEER cheon 15!

o chcon

[root@www ~1# chcon [-R] [-t type] [-u user] [-r role] BHE
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[root@www ~1# chcon [-R] ——reference=3EfI3c 4%
RIS 5%
: ERZBRX TR BRBERMER;
: FEBEZEMAXRLERFE! 20 httpd_sys_content_t ;
: BEEESHIRA, Bl system_u;
: FEAHAE, 514 system_r;
——reference=SEfiI 3 ff: ERXRMARYTLHIRIENEEIZAIERASLE!

# 3of: JENINIAY /tmp/hosts ZEBIKA etc t HYLEH!

[root@www ~]# chcon -t net_conf t /tmp/hosts

[root@www ~1# || —Z /tmp/hosts

—rw—r——r——. root root unconfined_u:object r:net_conf t:s0 /tmp/hosts

# 38f: L /var/spool/mail/ RAKIE, 4% /tmp/hosts 1EAIZZLR!

[root@www ~1# |1 —-dZ /var/spool/mai l

drwxrwxr—x. root mail system u:object r:mail_spool t:sO
/var/spool/mai |

[root@www ~]# chcon ——reference=/var/spool/mail /tmp/hosts

[root@www ~1# |1 —Z /tmp/hosts

—rw—r——r——. root root system u:object r:mail _ spool t:sO /tmp/hosts

chcon BUEARF, HNLMEMERLFKANIA SELinux type RIGAERIF, F ik
TERI. MRFEEENR [EFREMIEBR SELinux type] B? ARATLASEETH
BRI T !

° restorecon

[root@www ~]# restorecon [-Rv] X BFE
yrAESE 2
-R : ERIRBEZR—EEXK;
-v : BEEERIESE

# 3Ef: HERIR /tmp/hosts FEENE /root FHIATIZHIR &M A STEIE TSk
[root@www ~1# mv /tmp/hosts /root

[root@www ~1# |l -Z /root/hosts

—-rw—r——r——. root root system u:object r:mail spool t:sO /root/hosts
[root@www ~]# restorecon —Rv /root
restorecon reset /root/hosts context
system_u:object r:mail_spool t:s0->
system_u:object r:admin_home t:s0
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# FPEXAITHSIZR—1TIE! FTRIF hosts H mail_spool_t A

admin_home_t

. MABRNZEM A EBSER

LLJ:E XJLANES], (REESENEML, SELinux type ZASTEM RIS S/ B ENET
FPE—LETE, FkFEZEZHMR chcon, restorecon FIFESFKHITIET . IIRNIZITZE
183 —HE, AR, restorecon BEASHEENHEHZRICEHAEIN SELinux type
KAR? XEERNERZBICEW! ICFAE /etc/sel inux/targeted/contexts, 1Hzelx
E%V\]’ﬁfﬁ AEIRHEIE, ZEFRANXAREREZERMBME, LE, FATTLLE
semanage XNMESHITIEEREIASIEXKIE!

[root@www ~1# semanage {login|user|port|interface|fcontext|translation}
=1
[root@www ~]# semanage fcontext —{a|d|m} [-frst] file spec
yATESE 2§
feontext : FEAAREMANFEMAIE, -| ATENESR;
-a im?]ﬂE'JE'm, RAT S I — L B RABAN R M AL A AL E ;
: ERIER;
: MIBREVER.

# 3ef: EE—T /var/www/ BIFUEZEMARICIEE HA]!
[root@www ~]# yum install policycoreutils—python
[root@www ~]# semanage fcontext —| | grep '/var/www'
SELinux fcontext il Context
/var/www (/. *)? all files

system u:object r:httpd sys content t:s0
/var/waw (/. ¥)?/logs (/. *¥)? all files
system u:object r:httpd log t:s0O
(EEEE). ...

M EERRER, FNFEESK semanage AILUAIRIEEZHIES, i, XM THH
NEEETHERHNEENBERNRALZEMAX. W EEEFMR, FTNATUAEEANE
BN BEFRMZREMAH! MERMEETUERENRRFEERE—NCE. A
REANEEENRELEEEXWERNZEMARR? 26IKiE, FREEHIT
/srv/vbird A9 public_content t BYZEBURT, MNizan{aIigEMNE?

# JEfl: FIA semanage I&E /srv/vbird BHRMEIANZEMARITH

public_content_t
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[root@www ~]# mkdir /srv/vbird
[root@www ~1# || -Zd /srv/vbird
drwxr—xr—x. root root unconfined_u:object r:var t:sO /srv/vbird

# W EFR, FURAYIBRNIZE var_t X MEIEE)!

[root@www ~]# semanage fcontext —| | grep '/srv'
/srv directory system u:object_r:var_t:s0 <==F

/srv/. % all files system_u:object r:var_t:s0
(KTHEES ..
# tﬁ)”ﬂ%?uﬁuﬁ’] /srv K TR EMATHIE, , HZBEER
/srv/vbird Mi

[root@www ~]# semanage fcontext —a —t public_content t
"/srv/vbird (/. %) 2"
[root@www ~]# semanage fcontext —| | grep '/srv/vbird'
/srv/vbird(/.*)? all files
system_u:object r:public_content t:s0O

[root@www ~]# cat
/etc/sel inux/targeted/contexts/files/file_contexts. local
# This file is auto—generated by |ibsemanage
# Please use the semanage command to make changes
/srv/vbird(/ *)‘7 system u:object_r:public_content t:s0O

[root@www ~]# restorecon —Rv /srv/vbird* <==ZiX1kEEIA{E

[root@www ~1# || -Zd /srv/vbird

drwxr—xr—x. root root system u:object r:public_content t:sO
/srv/vbird

# BBIANE, LUER restorecon RIEEAELE:faj & !

semanage HIINEEIRZ, FAHEEFFEMARIMNE fcontext XANMBMENMEME. W
LR, {RAJLUER semanage REMEAAERBEREAE, tHEEWBEER thRIEMEA
EREE! MREFZSXERMAITE, 4 SELinux MREIR, AR AKMER
LT |

‘37. 4.4 SELinux BIZRMBIFINIAG /R{EEZIT

AIEIHE], Z@E SELinux WISNEZRA BEFFIRHERINR rwx RUFIET, ™
SELinux HYFIMTEZER (1) BURHNHIARNELXS (2 F2F51EER SELinux type &
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TEAEBHIT. BI— NN TRAIR SELinux B type , XNMPITFREREIR—TEER

MBS, BFENEERSEXEXIANBITESES .

BUREH

Cent0S 6. x FUIRME(EM targeted BUR, ARXNBIREEMZ DMHEXHIMNIYE?

BRI LLEIL seinfo REIGIE!

[root@www ~]# yum install setools—console
[root@www ~]# seinfo [-Atrub]
yrATESE 2§
: HH SELinux BURZS. MNFAR/RE. BHiR5%. BE. XAFHEE
: FI SELinux BIFTEEHI (type) T
: Hllt SELinux BIEFBAE (role)
: 54 SELinux BIFRBSHIRAI (user) Fh
: FIHATAMUAFHLE FHRE)
# SEH—: FIE SELinux 7ELEBUR THIZIHIATS
[root@www “1# seinfo

tatistics for policy file: /etc/selinux/targeted/policy/policy.24

Policy Version & Type:

Classes:
Sensitivities:
Types:
Users:
Booleans:
Al low:
Audital low:
Type_trans:
Type_member :
Role trans:
(K& ..
# MJ:E—’}MI]_IHEEU

3076 N;
# e MLEARSZHIAN] (Booleans)

# 3efl=

Conditional Booleans:

3076

271307

10941

v.24 (binary, mls)

77 Permissions:
1 Categories:
Attributes:
Roles:
Cond. Expr. :
Neveral low:
Dontaudit:
Type_change:
Role allow:
Range trans:

9
173

44

44
241

==FIHBERFAEE SR

229
1024
251

13

208

0
163738
38

20
2590

XPMBRE targeted , UEEIRHAY SELinux type B

HHENTT 173 %

SN

: FIHE httpd BEREIFN (booleans) HHLL?
[root@www ~]# seinfo —b | grep httpd

173
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al low_httpd _mod _auth_pam
httpd_setrlimit

httpd enable ftp server
L (RTERR ..
# RATLLEER], BIEEZHS httpd BXEIMNITENE !

N EBEHATTIANEES httpd BXEHRIE, FEH, MRIFBELEE httpd FHE
MR EMAITERIN, BMALUER [ seinfo —t | grep httpd | K& T ! ﬁu%ﬁ
BEIEXH KA K E R RERE, BEMEFANAMNE, RESEER sesearch X
T™ELT!

[root@www ~1# sesearch [——all]l [-s EEHI] [-t BirZH] [-b H/RIE]
yEANESE L
—all : FIHIZERNSIHRENAEHEXER
-t FETEEET, Fla0 -t httpd_t
b FEEATEEM/REAMMN, B0 -b httpd_enable_ftp_server

# 3ufl—: HEHEREREIRLIA httpd_sys_content_t HHXER
[root@www "1# sesearch ——all —t httpd_sys content_t
Found 683 semantic av rules:
allow avahi_t file type : filesystem getattr ;
allow corosync_t file type : filesystem getattr ;
allow munin_system plugin_t file type : filesystem getattr ;
co RTEER. ...
# [ allow FHEEFRE2MARNEH BIFEEREMARIES ]
# 0 E, BEAX AN ERIFT LA AR EMAZF R AR FTIREL, AR BFrE R EIR
A8

FATAREZZ N ERRIRNERIEF (subject) FJLULEIRIBIFEREZIR (Object) .
BaREHRRER? BEEXAET HA? EBRITREEE:

# o= RIEENT/REN httpd_enable_homedirs , iFONZAHA/RENTES
> F 2

[root@www ~]# sesearch —b httpd enable homedirs —al |

Found 43 semantic av rules:

allow httpd_user script_t user _home dir t : dir { getattr search

open } ;

allow httpd_sys script_t user_home dir t : dir { ioctl read
getattr |} ;

L (EEHER. ...
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M H/RERNZERNATUER EERAE TIEEZNERIEFS BirtE R FIRRI
T5E! FURIMET, SEFRACeXLRNE, IR RENER! B2
ZRATF—ERNZ ! ROEFIEFESH KL BFERHITER, SXPHR
BEIEEAXRE! BAMREAUEANREAZS (1) SEZXH 0) !

. mRENERSER

LFEFHATET sesearch BT, HSIL Subject 5 Object REBBFEEAINR,
=5 REFXN, WBLRZEZLVHREFLUEE seinfo-b K&Ef, 1B, BN %
RERBIHTEXFMRE? XMEEHEEIE:

[root@www ~]# getsebool [-a] [Fp/RIEFEFK]
EIMS S
-a : JHBEIRZ IEANAEGREZFRENF B RAE

# SEfl—: EEARZEAMENARERERR
[root@www ~]# getsebool -a
abrt_anon_write —> off
allow _console login —> on
allow _cvs_read shadow —> off
(ETEE ..
# "”H’E' i’?k.:.lﬂbﬁﬁuﬁ']*ﬁddﬁ%k 5 |

BLMRE BB EANHR/RE, FHILL sesearch FEZAH/RENRIER, BEXANRB
Eftt, SMOZAMTALE?

[root@www ~]# setsebool [-P] #/R{E=[0]1]
yATESE 2§
-P . EEBEEESANEEXH, ZREHBERRSERH!

# Yufl—: Z httpd_enable homedirs 2&H on, BEAH on iERTN!

[root@www ~]# getsebool httpd enable homedirs
httpd_enable_homedirs —> off <=%45RZ off , K==L MBTH!

[root@www ~]# setsebool —P httpd enable homedirs=1
[root@www ~]# getsebool httpd enable homedirs
httpd _enable_homedirs —> on

X/ setsebool mIFIEHE—TEEMLE -P BNIEI! EAXHEABEFLIZEESANEEX
B! XRIEEEMTARA! R—EEMEWNAFER getsebool 5 setsebool F1T!
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07,45 SELinux BRIHIDRFERS

FiRpieSThaE s, SLER setsebool, chcon, restorecon ¥, #=A T HIR
HIRLELE AR 55 T IE IR AR XThEERT, A FEEHITIEN—LESaE. BR,
BITEAFEWMNIHMEA FEHITXLIESHIESI? RITEAFERGRE A
SELinux BB SHMLEARS AT ? IR EFE R FumBRL LM A K RIK, X
EBAMET ! B, FHAIEY Cent0S 6. x BRMJLZITUMAIARSZESR SELinux =4
REEI=IE! FPFL2 auditd 5 setroubleshootd.

. setroubleshoot —> FHIRMEBN /var/log/messages

JLFFAE SELinux HHXAMBFRERIL se AFL, XMRFBELL se HFL!
M troubleshoot KZKEFIERIEI=RTAR, RELiX4 setroubleshoot BAMBER
it ! XPMIRSZSIE T SELinux BB IRINE S mBRAEIEZEE
/var/log/messages 5 /var/log/setroubleshoot/* B, FFLIR—EBEZREXN
REFF. BEIXNRESZAEHAMRSEREEH! XNME/LEEXEFER/IMRY,
7= setroublshoot 5 setroubleshoot-server, M1R{REB/LRLE, 1IHEEITER yum
ZAEIE !

sk, RARH SELinux ERARZLUABNRSKIZEMN, 73R auditd 5
setroubleshootd. BEAREIHERIEE, [EIk Cent0S 6. x FHEE S auditd L
Mi! PrLL, FH&FE setroubleshootd HIRRSFZFIE TIE! Eitt, HRBZEFT
setroubleshoot-server Z &, IHICBSEEFESN auditd, BN setroubleshootd i
RN S B EIAY.

[root@www ~]# yum install setroubleshoot setroubleshoot—server

[root@www ~]# /etc/init.d/auditd restart <==%2%&%| auditd HHT!

Tips:

EL |k, Cent0S 6.x Xf setroubleshootd HIB{EARE: ()% -~ ~

B auditd ZIFM audispd BR%, (2)A/S audispd FRSSEMEN " f ( o
sedispatch #2fF, (3)sedispatch BI$EAR auditd 245K @ J '_5??"' _
setroubleshootd FYILE, H—HEF TRA! = 'ef-\g”'l"t

BrMRBLEERET, MEFRMAANE? FANELA htted XZIZFEBITEIRFKIA
FT. BZIRFEDE WW ARSSES, FefiTRY Www 2 httpd XZARSFIRMHA, Fitt
RLMERERBRBINEAT:
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[root@www ~1# /etc/init.d/httpd start
[root@www ~]# netstat —tlnp | grep http

tep 0 0 :::80 Dok LISTEN 2218/httpd
# BEE? BB5h port 80 T! XEBES!

XANEHEEATE) W RBF|MLEZET . RITWETIEXLZHMEE] /var/www/html
HRTH, BEXHZLMER index. html. ABIRFKEA K TR RFAITHE AL
R, FATRERLAHE SELinux HUEIRE T ! FeATRisRAEI— T Hiali AR STIE !

[root@www ~1# echo "My first selinux check"” > index. html

[root@www ~1# |1 index. html

—-rw-r—r—. 1 root root 23 2011-07-20 18:16 index. html <==#¥pR;%|o]
L

[root@www ~]# mv index. html /var/www/html

MR AT LT FRRI T RS, AEEXSERR EEMA Linux B2H IP RERE, &
BEFBEELBCH WwW BT, FARIMXRZEHSEEREED, FRLUER links 3k
&I http://localhost/index. html BE! REEBEINTHIRE:

[root@www ~1# links http://localhost/index. html —dump
Forbidden

You don't have permission to access /index. html on this server.

Apache/2.2.15 (Cent0S) Server at localhost Port 80

EHmAENMAEFRESIFR, R TERRTLAER index. html 89! W T ! BHEH
WIEREXRINE! AREN? ®XFR, #iEIL setroubleshoot HITHREEKEEFE . LAt
B HT—T /var/log/messages HIRIRIE! B ERiXHE:

[root@www ~1# cat /var/log/messages | grep setroubleshoot
Jul 21 14:53:20 www setroubleshoot: SELinux is preventing
/usr/sbin/httpd

"getattr" access to /var/www/html/index. html. For complete SELinux

messages.
run sealert —| 6c927892-2469-4fcc—-8568-949dalb4cf8d
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FHEMEIRAETRR—ITIE! XNiZAI=Z [SElinux #AREESE httpd EELEEEIR
HREMARY, BEETRTENHE, FHIT sealert -1 ... | &fE! RFERT!
ERfiE sealert —| Mi! LFHEHRENEEHATE, BEFTEHNHIPSES
sealert BLEUNEIRFEIRNKIERLIE. LFRLEBESGIXE:

[root@www ~]# sealert —1 6c927892-2469-4fcc-8568-949dalb4cf8d
Summary:

SELinux is preventing /usr/sbin/httpd "getattr" access to
/var/www/html/index. html.  <==MINI{E messages BEEMEFFINEE!

Detailed Description: =HETRZBIFMERIR R EH0E!

SELinux denied access requested by httpd. /var/www/html/index. htm| may
be a mislabeled. /var/www/html/index. html default SELinux type is
httpd_sys content t, but its current type is admin_home_t. Changing
this file back to the default type, may fix your problem.

. (FhE)&Rg) . ..
Allowing Access: <==BEEWHB! EFEEF!

You can restore the default system context to this file by executing
the

restorecon command. restorecon '/var/www/html/index. html', if this
file

is a directory, you can recursively restore using restorecon —R

"/var/www/html/index. html".

Fix Command:
/sbin/restorecon '/var/www/html/index. html' ==fME ] R T g ?

Additional Information: <= 1F—EEINHEE!
C(JRTAER) . ...

[root@www ~]# restorecon —Rv '/var/www/html/index. html'

restorecon reset /var/www/html/index. html context
unconfined u:object r:

admin_home_t:s0->system u:object r:httpd_sys_content_t:sO

BN LEFRFHRERNMS ! f(RRERE [Allowing Access | BEHEBYIRREH
TR, FLEEMSSERIRAY SELinux FEENGFET ! EEXTMIRIFRAT LA N TIEEIRY
restorecon 5 chcon {RELEENZENIE, setroubleshoot IRHATHEEZEMTTIR! &~
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http://linux.vbird.org/linux_server/0210network-secure.php#restorecon
http://linux.vbird.org/linux_server/0210network-secure.php#chcon

BT SELinux RY[E]RE, #KFRSTE setroubleshoot HIFRFZHIMESEFIRIRIERZ
E! L, REFAEHIHAERY!

. F email SEIESH) FEHEIEIEM setroubleshoot EiRIFLE

MREBRMRERISER|] /var/log/messages K01, AFE Z2HEFBIAIN )& X &,
FAMFTLUET email T console BIANKIFEE~E! UR2WR, FHAIATLAL
setroubleshoot EFNHIAEHEEREIFKNIEEHR email, XHEFRTLAGERHILAT
HothE! E4DE]? FiEEX setroubleshoot HIFCE BRI . (RATLAER
/etc/setroubleshoot/setroubleshoot. cfg XMUREMNAZR, RINEREEZR KA
R

[root@www ~]# vim /etc/setroubleshoot/setroubleshoot. cfg
[emai |]

# RY7E 81 1TEA, XITEFEAIT!

recipients_filepath=/var/lib/setroubleshoot/email _alert recipients

# KATE 147 1T7EA, BIEKH False & True ¢!

console = True

[root@www ~1# vim /var/lib/setroubleshoot/email_alert_recipients
root@localhost
your@emai |. address

[root@www ~]# /etc/init.d/auditd restart

ZIRIRAAI LGB A IREY emai | SRERIG SELinux HIEEIRIENS! IFEHIERME! R
mEIE, LIRRIEE email HERT, TREABKS, {REER] @localhost &5
£, XHEFEAYLEER root FREWEIEHIE! X ARRE! "7

. SELinux $&iRARAVEZE

HAVRE RN 2GR EARBMEERKNZERET SELinux A BIRFIE R
BERBLALE rwx BURPREEXT. T SELinux BUEEXIEEN 9H: (1) FEBIBERRIEIN
FNELEF R (2) A BESB#HIT SELinux type REMARICHILLXS, XA TIEERSEIEH
F17. MELZERY SELinux {8 FZERIEIT chcon, restorecon, setsebool 1543k
A IERY . BB ? ATLUET 947 /var/log/messages ATE{EHY
setroubleshoot HIERRAE! XHFRMREMATLAEIERIRE SELinux 15!
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BEEMBEAFLEE, 2645511 Cent0S FAEMIEEIA setroubleshoot {EERT,
AR R T AT A ERBREEME LS. EARNSXHFEIN:

1. ERES rux WIREZBOIRE, AT ERINAYIE F L% AR 55RT ;

2. HF{EH setenforce 0 IWENERIELN;

3. BRIERZMEARS, ARIXMERMEER, R~ SELinux WHElE, HE TR
G4, MRXHEFEER, MEMHRARAE SELinux EHE! EFEKEBRR
&, KRTHEHETREER;

4. ST /var/log/messages MRS E., #E sealert - HXWEEHEN

,—

1T;
S. E| AllowAccess BIXHEiR), BMEMmMAITN{ERFHIT SELinux BIFEIREAR;
6. AIPSEEEEFT setenforce 1, BN ML ARSSME !

XHEFREEBREMPEIRRAN SELinux Mi! FAHEEEXZ! SR !

Tips:

YEFE—RIEKIXA SELinux EIERSYET, £ sealert RYERSY—
BEHIEEIR, §25: query alerterror (1003)... FRETE -~

N
RS, XABLFELL UTF8 #ETCF IR MR o)RE | St 1A ik A~ y :“
=

REERZIER T /etc/sysconfig/i18n HEHEMBIREER: Z ﬁ“
LANG=en_US 3B E#HE5N, FIRFIRE sealert HIERIHER! H — (154

HIRRIESR !

., - -1“]
s

{}15WW$EWIM%EI¢

NSRRI T ERIS BRI EDIE, IRt BT 7RI ENEENFEER, A
UEREHNFERLIL—FH, Az MENROENRIEE? MR
REZERIE, RXNWEARLFEMLEIINOREE? KTERMNBRK—K.

0751 mEARRASNLE

NEAEE—PHHSIEG, REXUNELTENZRERN, tFENRERRSE
—ERENRE, MNTREFNSESHRESNEEZEE THR, ST ! AT
BERGHEABZZIN, BEINELTFEZEFHREIINE? SRFEM! H—i%
MEEREEBAVKR, #2H [AMHMERAA~E0N] , U, RREFE
NmE’ [RBIELLEER ] B! K TFARIRKIRIREFEEIRFITNE?

. TR LARFEFRIFHASR:

HHIRM, TRAETFARFZRIPEIVE? X8, DMt ! BN EAER
FNMNRFTZESGS, THETHE, RAZBEALERNENE, BLAEMTEERE
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ARakE! FHit, MRFHENESHNEE, & [FE2LEFAARE! | R
AUEE—T 7R EHE [ FAEMNES ] EEEG I BRI BER
ExEE! "

o Wt BESiL AL !
o Bt TEHIREERNBIETR!

FPFEZ (Black hats) HIN{R:

RANRIIMRN, HAREEN! XRAAFEAEAMEZ S, IMAZLEE
EelETH, FRUZAETRARIRNE B EE A Black hats Mi! EFARIXT
HREER, BRTEBREFRNENEAZN, TEFEEFHNIEHIEARRAEN
FEIAY! BIAVDREESRGE, FNEUAAFIHAHBEEMM ! i E R
ERAIKSHEELRLFIE, RRERM! FE AR HHEDENRBE,
HEIMRAEN, WBAMBAELRT ! MRZAREWEE, BLARTERAMLE
B, WESFRPE! "7

FNHFEREMK:

RATAFHE, BRTZRL, BREZXRL! FHNSITERE, EELNEER
MNREEE, IPEREM! TEI T URRIEE EHEOAVER !
EJ, SIREHHIREEG, MERAUMERZHNER!

B AR AL BT 2E -

X ERU L BRI — Lt | B9 R FFE A ERAVANN BN | ABS LRI
HKr2RE! BARlE? EERIGHE, AIRIRAIBT AERNITE S K L HIEHE,
PBL—MERFH AR BLZ T M LB X FA RET BRI AE, LEAEIENA
R OREIR! XA RMEZHATERMEN ! SERENNBESE! FRlBEX—
e !

SERTHEFPRAY EH -
FENINNRA), ROZEERETERREEN, A, BAIBAR—RKREZET
THEBMRT! BEA, BEEMRBAE, tSEREN! XL REEIENR A
MZEANR. FIASFBTUUNEEAR. FIRERNIBREGMNRSREEFE! B
A, EESLRTHEIRRAENT! XAHEBRT 947 log files 24, tHAJLIFE
B SERTiMSR I TX N TAE! 4140 PortSentry BB EHI—EEIR!
RIFHH EIIZ&iIRIZ:

TR BHNABZHENMESF, LEERNAEREEBFERNABREZHN
SLBEVTENBREV! XTEHME, BERSHE, R TREMNEREER
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AZHATE, BMREAABRTENEMAETELD? BEEREZ T O~
ZIE~ET LR, FEHRHNNHEFNEREG! XURARNFENENERZ—!

. sTEREFNITR:

XEFMMNE, ABEYWREF! A ANBRHEFARESEXE. HiltH
MAHEH LRSS RANERIEIE L~ N, TENEMTRIZRELHEE
B9 BESh, AEESBALRMEAIENE 100% HWREE! FUMREHESGEHAN
1R, BEREIRNIREE, REWNMEFRREIENR? MW —4 RIFHIMEETE
AR, TREZIESHTEERENZHE! REER! X—HBMESE—T
EfMFSIEZ Linux EHEHHASIE! BMNERENTERIRESSZEDH
W LIREI—MRZER rsync TR, {REJLIEHE!

075 2 MEREEEETIERRE

B TBEE -] W, ATE2M, S28EBAANER, B—IROENRERZR
[—Ei] SBHANRT, WBizEaH? ALEREASS, ENFE [AS] 2R™
BN, BAMSERNRZTHNEI] (Back door) ILBEHHERLUENREIEMN, ™
HESEMR Linux LEMFER, ILRETEZARDIERF! Eah?

REZAREBIRI RIEERERE root HIZEKERFIFT | XHEFEMN S, B L,
EE—EPENIE B M A PRGN BT, A—FRRENHEANRT, RF0
FELRE [EFiRZE Linux | SEEBEF4&!

Bizanf EFHFREE? REME—BRE, —FRENR~Htalk? Bt
=B [CEEN ] Wa! Wi RTRNMKR—IK, —BRENERHENEIZEES
ELas4F ?

1. SIENRBRI%L

BEARRIBANRT, BLAE—HFFMEEEMWEINGE ! ERWEINHE & & R
EZERARRRIENELT! FXE, ZEMBEEEENINERTRIFEC
25N, ERIURIFEIRISEIH . BAUlE? 24 2003 & 8 A &LHINE
RImEFT, thBREEMBAMEMENIE! L, KBENE&ZE, T8
B EE LRV T EFHNRAY Linux EH, mERIEATLURIP ISR A R H 48
R /LI !

2. PHERXHER, BIAENANRER:
WANRZE, RIRRAZENRENYT, ERZGINOH [ AHLARBENX

—REWAR, MHRMANRR? ], WMRREGHKEEER, BLAFER
B Linux AMZNERT, ENBSERBEREE! MURRAHEIT S

net.giang@hotmail.com


http://linux.vbird.org/linux_basic
http://linux.vbird.org/linux_basic/0580backup.php

3.

WANRR A RERTR, PBLAEFRRRE, TREZ A R AR AN #
FREIBIML ! 47T, ABIZan{4 BN R AEIRIE ?

o DEFRE: KR cracker BENEF A TLERERANRIRIER
G, FRAFRAATAFER T — L E B G FRERIKE T HH 1P AR AT&E
BOlERRIRE. AT 93 #T /var/log/messages, /var/log/secure B F|
A last 84 E#KE EXBEANENER.

o REFNAHARS: RS Linuk BREETFBRESECHAZ LA
FTZLHMRS? FBANRE, BT RSEHEHFRNEZTNIZE RS
spBUsE M BIIIRE, PTRL, BRURRZELEARS, HFARLE—T
BIRFZERERE, AFRAERELERTREK, RE—1—THIEE
gt

o &Eif] Internet FEMZLIRIR: EIZLZLBRIRRTHE—T N
EES, RAERBCEmAE L\ !

EEHEED:

FHENRE, EECMEINTE, AalkR? BAFH EEEHEIEEENH
B! MREN EESEEENEIE, WAEREHRZEMTT! BT, #A
Z2fE, REETARER, BRRERESNEENHRIET. F7T, [ ER,
22l EEHIE]? who, ps, |s FFIESEREEHIEM? L2 httpd. conf F
FEEXHEREEZHIE? XHERE /etc/passwd, /etc/shadow F2EZHIE?

My ! BEA L, EENHIENZE [3E Linux REEEEAROEIE] , Flan
/etc/passwd, /etc/shadow, WW ITIRIEIE, /home BEEHVAARPEERRES,
ZT /ete/*, /usr/, /var FEHRTHHE, MARSEEZNT. FE: T
EEZMD—L binary T, A Linux RERETEFEARRBIXLEYE,
tesh, XLEMRBREFE [EEFESNET ], BEHXLEIE, RMER
TRARGERANT4!

EMERE:

BT THIE, BRAREFRE Linux RAET . MAEXXNRES, RRE
EFESRECHRERRGEIT, NELIRAEEAMMRE LXT! EREKAY!

RIS :

LW, Efi RS ZE, B EMIRN ARG, BULER SN R !
BEFERAEHMELRTFNIMETE Internet EEAVREMEARETEHT
*k, REZIFRER, REERNECHNINIREZTTHRIZRSZE LE, mount CD ZJF
RS, B /G, FERE THEXHBAENS, FREIT T —28 X
ARERAFENRS ] 5, BAEMBLE LEENNNERLE! BASFR
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B EAERESTER, EL Internet EFFEEAIXEERE, SFENZEIAN
BB ...

KA TR FERIARS |

BRNEEMAFTZFHTIE? | BRABLCHIRS, REEARTTABN R AT EEM
LB .

BIEEIE 5 ERFIRE :
NIRI &SR BIREEE XN EHIER AR, RS RZRNRSZERXNERTN, 15
AR, XERFHNRERFEBEINHA—T, BR—LENGIMNRIESH
AEKIE!

% L Internet:

FRERNTIESHITHERZ T, B BRINZIEHIMELIE ERE! RS EH
HEET!

S RX—ERNIERE, ROENNIZLSRE LT #HFE, HIHETEEEIL

Z
IIL'\,

RIFERSEHAENRE, FEZHEMNESE Internet FE—LZFHE

3, FILRMENATUAERE—LL!

GE,'%:"\IEIJEDE

EEHIBNRSSH=NRIEEN, SETHENEHENEE, XTERE
TCP/IP WIE B, UREZEM Socket Pair , JFEIRIESHIRH IP 5
port . 7£ TCP HEFE, MIEFTHE SYN/ACK FHEIKE;

MESEEHNFA] Linux A¥, EVFEBET (DFBHAIE Q) RSZSES
FIEIE (3)SELinux (4) BRSHERAY rwx BWRFELEE;

FHMEXRFFZ—, BRBBEEHINIRIZE. MEFARPRIEE [T LLF]
Fl ACL Z¢#& =2 SELinux SREEAN;

X# SELinux RAI{E /etc/selinux/config HEMNI%E, INA FEEIZ O INEE
fAN selinux=0 RTH;

rootkit A—FENSE root FUT R4, RATLAFIA rkhunter REVEREM
B HWEN rootkit;

WMEARMIZGIEAERTHHEINELEEENNTEEZNHRLE;

— LB EEZRE, JLFH2ETRE Linux EERERIERE T
Linux FEHLEY;

BUAREMRHANRNRBN G EZ—;

RIFFVERE TR AERENBEAL IR ARSZRRE, FMEE.
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ai%lﬁé,#ﬂ

HRERRIFZNRFREN, UWFELISHRIRRE, IR CPU H11
XK, FIAEERE—TREHEXNER. 1FE, RZUTAELERERNE
GHEXNER?

AILU{EMA top, sar, free, ps —aux, uptime, last FINEEETIARGH
HXEEE! AEB kill i35S,

EMRENARZ EEAIZHWES SUID MEREE, SH—RERERTLL
BESHIERIS root HUARPR, iEM0), FEMfIHXLRH SUID PRAVIEHE?

EJ SUID 2 4000 X/MYPRAVIERE, FTAFRATLAUX #4 :
find / —perm +4000

BEAEN—L ftp Wk ETFHT Red Hat ARBHIKE, BRIBREN,
B RS RRTHEROT ! RN AR A ?

MAKEZH M5 HEDRMIX—T, BI2A [ mdSsum REERFR] , BEEXT
SEaARLEMN 05 BIEEEERE! ?

MEBRFEIMER [ setfacl —m u:dmtsai:rwx /path/to/file ] B, &%
ENE 7~ [setfacl: Operation not supported)] , {RIAFZMIE L o)qH?

XEHETRA filesystem RBEBA ACL ¥, B R EAZHIZDA
1B (ER mount —o remount, acl /mount_point JIIXEEES Z$#F ACL , HEAX
8, MAgERBTZOMAKXIBT .

MREGE dmtsai AJLUER /home/project XMNHEHZE (Ri& /home B
2% ACL), EIZBFEM dmtsai AJUHBTEMNIIR. FEza&EZE
R?

P& T{EMH setfacl —m u:dmtsai:rwx /home/project Z4%, BEEIRE
setfacl —-m m:rwx /home/project , [EJA ACL EBHFERFHE, PIuETHFPHL
1% mask HOIZHEEEFAEE!

SELinux =& AP NIE?

SELinux FHIEBGAIE, b2 RIEAEMENIRIZEH— N2 DIRR

RIFHZEMRIZFFZENNE—ES, 1Ei0 Linux REHF, X TEHEE
HXPEESHRNE EEMLESRER?
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BRI ERNIE /etc/login. defs BH! ZTZBIZEAE /etc/shadow

BZ A, H—RENBNRZE, MIZAMLLIE?

e, EfRE. R BELR! HEERERE—THREMA.

67’5%%‘&?&5@@ 15232

E1: nmap BIEFHMUL: http://insecure. org/nmap/
Fedora HY SELinux FAQ: http://fedora. redhat. com/docs/sel inux—faq/

. SELinux BY&KFEMUL: http://selinux. sourceforge. net/

. Red Hat z RHEL 4 BY SELinux ¥EF3:
http://www. redhat. com/docs/manuals/enterprise/RHEL—4-Manual/sel inux—g
uide/index. html

2002/08/12:
2003/08/23:
2006/08/31:
2006/09/06:
2010/09/06:
2010/09/09:
2010/09/21:
2010/09/21:

EEFEEZRZELEB SELinux f&4T: http://www. nsa. gov/sel inux/
Rootkit hunter: http://www. rootkit. nl/projects/rootkit_hunter. html

FE—RERHER!

EREESEMESER. REZ%S]

BFREISCER TN E AL

hn SELinux RYTEERUERH, 1Ehn ACL RYIEHH!

FIBRYE T Cent0S 4. x EEHIXEBTHE AL,

ERBLER Cent0S , EEGHT apt BIEHTTIEED !

FIHE REBKVIED 5 WMEARRE BehBIFERET !
AEHEFSHIERE () ELEB/ (2)REZS)/ (3) EHIRIERIER /T ERIL %

ﬁ- Emiz?o 7 \E%/\il_—'miﬁﬁe

2011/07/20:
2011/07/21:

BET Cent0S 5. x BIXERENE AL,
SELinux REZEFM! 24 Cent0S 6. x HIIEAERM !
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http://insecure.org/nmap/
http://fedora.redhat.com/docs/selinux-faq/
http://selinux.sourceforge.net/
http://www.redhat.com/docs/manuals/enterprise/RHEL-4-Manual/selinux-guide/index.html
http://www.redhat.com/docs/manuals/enterprise/RHEL-4-Manual/selinux-guide/index.html
http://www.nsa.gov/selinux/
http://www.rootkit.nl/projects/rootkit_hunter.html
http://linux.vbird.org/linux_server/0240network-secure-1/0240network-secure-1.php
http://linux.vbird.org/linux_server/0210network-secure.php#selinux
http://linux.vbird.org/linux_server/0210network-secure.php#acl
http://linux.vbird.org/linux_server/0210network-secure/0240network-secure-1-centos4.php
http://linux.vbird.org/linux_server/0210network-secure/0210port_limit.php
http://linux.vbird.org/linux_server/0210network-secure/0220upgrade.php
http://linux.vbird.org/linux_server/0210network-secure/0210network-secure-centos5.php

BN\E, BEANSESHEHEFRE

RIFEFHHHA: 2011/07/22

MR 1P BN, BAEREMAERIRRAZ (K] RITHEEMD! BIEMESIMRERRFE T, Ba
BHERASAERETFANIE! HIAENIZEE _EMEEMAER, FWEREELTHEEN XK
HEEHEE EME. BMESARER? MREFFIMEDFERES 1P BRBH AR HEXERE,
BLARGEE I BAFNHEAIEENT . AERT—EHAES NAT &G, SAEBTALRES
BT —EREILNEFE!

B&HEH

1 BHRRSERAER

2 — MRS IP: IP Alias BIMIXTHAE
8.1.3 EE KA EIH

8.2 HEHEHERIE

8.2.1 HfARKHES IP 9=85: sysctl.conf

8.2.2 RIEERHZE

8.2.3 FSIRHZ B RS

NISESEHEES8E : quagga (zebra + ripd)

YRR : BHEERIAFEZR—1 IP MEZ: ARP Proxy

E§ =Y E1}

AE I

SERIESERIFIE

X ARSCAYIEIL : http://phorum. vbird. org/viewtopic. php?t=26428

68. 1 B

BNAEE-—EMEZEMEBEREITBENBXES, thERABIIERZERRLN
AR EHEREER RS HE. ETHRANABMALUER route XNMESKEI
S5RE. H7, BLBBEIFRBML? R ZNAHIARE S EHRIE?

8.1
8.1.
8.1.

® o o ®®®
00 N O O b W

Os 1.1 gzt mxm

NMEIE_SEWMEEME@MARTN, S—MENBEFECHERR, WBmRER, R}
LREELRE CHBERREERENNEHEE T HF k. FRELERE,
ZHENSEEL T— M RHFNEERREET, KT SRE S ENRRBERRKZE
XKERMLI! FrLAR, WMRME EERR—EBEFRERER, . HENREMRELE
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http://linux.vbird.org/linux_server/0230router.php
http://linux.vbird.org/linux_server/0230router.php#routing
http://linux.vbird.org/linux_server/0230router.php#routing_table
http://linux.vbird.org/linux_server/0230router.php#routing_ip_alias
http://linux.vbird.org/linux_server/0230router.php#routing_double
http://linux.vbird.org/linux_server/0230router.php#route
http://linux.vbird.org/linux_server/0230router.php#route_what
http://linux.vbird.org/linux_server/0230router.php#sysctl
http://linux.vbird.org/linux_server/0230router.php#route_when
http://linux.vbird.org/linux_server/0230router.php#route_static
http://linux.vbird.org/linux_server/0230router.php#dynamicroute
http://linux.vbird.org/linux_server/0230router.php#arp_proxy
http://linux.vbird.org/linux_server/0230router.php#hint
http://linux.vbird.org/linux_server/0230router.php#ex
http://linux.vbird.org/linux_server/0230router.php#reference
http://phorum.vbird.org/viewtopic.php?t=26428
http://linux.vbird.org/linux_server/0110network_basic.php
http://linux.vbird.org/linux_server/0110network_basic.php#route
http://linux.vbird.org/linux_server/0140networkcommand.php#route

RO, FNIFMSEIET traceroute KREK THE—TE router HIEEARIE
1778

OK! AMRE SN HEREIRAMLIRSVE? FAVUR T XN EEHRKIGAR:

[root@www ~]# route —n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use
| face
192.168.1.0 0.0.0.0 255.255.255.0 U
eth0 <==
169.254.0.0 0.0.0.0 255.255.0.0 U
eth0 <==
0.0.0.0 192.168.1.254 0.0.0.0
eth0 <==

B, BASHEE Linux 2% TREAFZEHE/DMIGHSIZIAME, Flan L maeg
HEYD, BRAZH T 192.168.1.0/24 —> 169.254.0.0/16 —> 0.0.0.0/0 (FRi% &
H) ] RHFIEY. MHENHNEHEEEERERN, MSER LR =PEEBEHNk
TRz EAEEE. BRETFSESFTR, ATASEX/LEAE? HIL
BHEREEFXJLMERRILITH:

. IEMEIEO SR 1P MAEENKE:

f5an 192.168.1.0/24 I BEHNFESHTESSHNXEN LEIRSE
192.168.1.100 X/ IP B9k FH! HEER, REVN LEAB/LINMEIEONE
R, ZMERORSEE—NERAXT. AR, A—REENEREANMLE
BEOR, 540 192.168.1.100, 192.168.2.100 B}, APEBELFHLSH:

[root@www ~]# ifconfig ethl 192.168.2.100

[root@www ~]# route —n

Destination Gateway Genmask Flags Metric Ref
Use |face

192.168.2.0 0.0.0.0 255.255.255.0 U 0
0 etht

192.168.1.0 0.0.0.0 255.255.255.0 U
0 ethO

169.254.0.0 0.0.0.0 255.255.0.0 u
0 ethO

0.0.0.0 192.168.1.254 0.0.0.0
0 ethO
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FEh T A (default route) :

RETLUER route XNMESFRIMA TFEHINVEEHRIZE, FIanAB T EEH
(0.0.0.0/0) FREZNIMNUIEE. FH route XNMESH, REEN—MISE:
[MREFRXIBI RS NERZRAIEE (@0 eth0) ¢ IP AJLAEIEAE
(broadcast) HIEM ] A1T. ZEFIKE, ULEARMIMERE, HOMEEM@EN
B 192.168.1.100 K 192.168.2.100 , FPFKINBIEIEZEIESR] 192. 168.5. 254
X BEEERAT, TIA:

[root@www ~]# route add —net 192.168.5.0 \

> netmask 255.255.255.0 gw 192.168.5.254
SIOCADDRT: No such process

B! RGEMSMRIRBINEEZERZME, EARMHMNEEDS
192.168.5.0/24 RAFIZEXZM! FPR 192.168.5. 254 HEZFEFK{IHY
LA ETE L, HBESHAIE eth0 EEE—E, BEHTHRMIZEXFEM:

[root@www ~]# route add —net 192.168.5.0 \

> netmask 255.255.255.0 dev eth0

[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

192.168.5.0 0.0.0.0 255.255.255.0 U 0 0
0 eth0

192.168.2.0 0.0.0.0 255.255.255. 0
0 etht

192.168.1.0 0.0.0.0 255.255.255.0
0 ethO

169.254.0.0 0.0.0.0 255.255.0.0
0 ethO

0.0.0.0 192.168.1.254 0.0.0.0
0 ethO0

XERENRESEIZR eth0 XPMREBEEZINZEE 192.168.5.254 7! FHh,
TERAGENESHSIERN [Flags B9 6 | 7! BRI 6 REEHIND
R E1EN Gateway FIEE! MABA Gateway (192.168. 1. 254) WAMEFETA]
MEFEENRAMES. XURREENHIIE! "

HZSEEE 3 :

PR T LEX M LAEEE AR SR 5 A RIE MR AN Z 5, A —FhE i B8
FEF SR 2 BRI R LUAREIZS B R, I, BRFERIMRM
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YHT, Blan: zebra (http://www. zebra.org/) I Cent0S _ETHAY Quagga
(http://www. quagga. net/) XJLNEEET !

FEXE, 7 Linux BIEREMNEZES 20 ORIEEY, PTEUX LR FRAHINIE
EEROEAR! tRBAEATFLHE! "

0&12—¢M%%%¢|m IP Alias HYMK &

HNAEFERER ifconfig IESEMIKIT eth0:0 XNREM? XNREALUE
R eth0 EEAEPIE—MNEMREOHR, ULRIMTBEABMEEEES) 1P, B
BEZ IP BIINEERMFR S IP Alias T MXA eth0:0 AU BEALIEIL ifconfig
g ip XAMESFKIERK, XTFXAEMESHARBEHEEZINETRE, XEFR
IR ZRE NN !

IIRSIFSEIMT: [XA IPAlias BIEHIEMR? | $FEIER! XA IPAlias &K
RAEMETLULRARK TREa) ! BAiik? BMNFRHI—ItrLNERBRE
T

. M -

B RFEMKIE? 26055, NEFER 1P 2ZRBNALRERZE, @ IP 5%
HBEREBERZER W BZORZEHRW. X IP PESRBBEESET—IAE
IP JRENR 192.168.0.1 RiLAAFE WW O, BEERT, IBREN
MEZELXE IP p=HRE? BR! EFENBRANMNEMET, (RATLEEF
H:

[root@www ~]# ifconfig [device]l [ IP ] netmask [netmask ip] [up|down]

[root@www ~]# ifconfig eth0:0 192.168.0. 100 netmask 255.255.255.0 up
REMN—NEMRIMEIZED, XEMATLNZEZEL IP 2ZE7T, UASEE)
ERIEARBINE S HIL EENE!

. E—NEAEMEPEEZD IP K.
Ho, MRGE2EA IR E R FKREMAE, HTEXRNENME L ERFA
ZhEFEEN, BNREIULRZFNAREERENTENESR, MAILLLED
FIZEEIED IP Alias RIZER—MIHEY 1P, AL ARSRKELATLAFER—MEL
AT E M EAR SRR T, RAEIE!

. BB & TAIR M % SR W R BT :
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http://www.zebra.org/what.html
http://www.quagga.net/about.php
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http://linux.vbird.org/linux_server/0140networkcommand.php#ifconfig
http://linux.vbird.org/linux_server/0140networkcommand.php#ifconfig
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MRIFRRXFBENFTEEZZINWE, EIXREFATERM R RE SR,
RRFGAEMERGER IP Alias REZHAFEMEZHIBLAARS T !

i, REEMENZ: AR IPAlias #EZHIAEM-FAERDN, FRUAHER
& eth0:0 B, eth0 WAIIEEWEINA1T. M eth0 WXH/E, FFLL eth0:n A
MNFER KA. XSRBETHRAT, BUEEREENNREN! EKH
Mg ES S, FEFEHT LMK, XD IP Alias R ERFZT. XH
EFRBMMES IFEL !

EAXE, BRIEBHREXR, BNENRERSZA IP i, RFEARNMNF LEIE
B, GRIRERZEER IPAlias B, FBAMMAFNNBIEHRIEE) IPalias Be? 75
EERZH! BEELEEA ifconfig BEIAIESEAN /etc/rc.d/rc. local tEHEH
({BfER /etc/init.d/network restart B, iZ IPalias ;AWM EFEEN, BEEF
MBI FER I TR R IE :

. BILEIL /etc/sysconfig/network—scripts/ifcfg—eth0:0 HLE &

kiR, RANEZTR FXNAEREL—NMEMRENEEHR:

[root@www ~]# cd /etc/sysconfig/network—scripts
[root@www network—scripts]# vim ifcfg—eth0:0
DEVICE=eth0:0 CHHYEEE! —EESNAZHEENEERS!
ONBOOT=yes
BOOTPROTO=static
IPADDR=192. 168. 0. 100
NETMASK=255. 255. 255. 0

[root@www network—scripts]# ifup eth0:0
[root@www network—scripts]# ifdown eth0:0
[root@www network—scripts]# /etc/init.d/network restart

X TRENEEXHRANEZSHIRA, BFESEENE 4.2.1 FINEE IP
SHHIEXRIREA, HERABRR! EFRAXNMNEEEINFL, SEHRER

[ /etc/init. d/network restart JBY, RGAKIBSFER{RAY ifcfg—eth0:0 4
KA EERBINREIANRIE! 556, T ifcfg-eth0:0 KIAJ ONBOOT
WEEAMM, RE ifcfg-eth0 XANEAEM-FHIBECEXHH, ONBOOT 73 yes A,
HHFESIFGEEREY eth0:n BB,

BT XA BRI E, R A AEF I EHR SRR EMEOMEG 21 1P &£
El—KMFLT. AIFEEIENZE, WMRIRAXKMFHAIED DHCP LUK FHHY
AARKEMRD 1P S8, A dhep RIBUSSUERSSAEMT, TFEIZ eth0 Z3KHY
MERS, MFESIFLL eth0:0 2 MK SRIGERE.
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http://linux.vbird.org/linux_server/0130internet_connect.php#connect_fix_IP
http://linux.vbird.org/linux_server/0130internet_connect.php#connect_fix_IP

Tips:
7EIBRREY Cent0S 4. x o, ZNIR{RAY eth0 ZfFMA DHCP KENE IP @
SHEIE, ABLABT ifup & /etc/init.d/network XA ,;;‘I, ::}

- \ f o
script MIERFRIBESHAR, L SH ifofg-eth0:0 XMEE Q:Ej?)@%
bl iy

A

b

NHEARLSEERENE! R XNEIAE Cent0S 5. x LUGHIRA
B4 TR !

o)
N
—_— OF

r

5&135?%&%@@

REPATEBE—NAIZHEE, B [HRAATUFAHRKNE, FIF
AN HEEIMIEA 1P RIEMBXEIBENHMNERE ? FEXLEXE2—NMAIITHAR, &
T NEETIFZRIRERIEK, BREEKRNE, ATUISENPAXRTERNX—RF
GED:

- 2o

. T a1 EEE (http://www. study—area. org/tips/multipath. htm)

INRRAB BRI LUAREF KM FRY 1P 7E[RE—N P aE 851G 0 R EHLA
ERE, MARKEBIFET ~ Aale? TILFRANEBBRAN E @i Mg
MRS EERKBENAREERMAMIE!  ANREREHKMERE, BE: (KT
SEIERE, TRASE!)

. ethO : 192.168.0.100
. eth1 : 192.168. 0. 200

ABIRA SRR < Z (e ? it E L TRIXHF:

[root@www ~1# route -n

Kernel IP routing table

Destination Gateway  Genmask Flags Metric Ref
I face

192.168.0.0 0.0.0.0 255.255.255.0 U 0 0
eth1

192.168.0.0 0.0.0.0 255.255.255.0 U 0 0
ethO

HHEH, (1)HEEXZELEITEFE 192.168.0.0/24 HIMIER, BRALIBETE—ZM
n o, wEEiET etht KEHE! QEWNHELSE, FE2H eth0 T2H eth
HRBMEE G, HSIET ethl REME! XAJRESER—LO)RR, LHE—LHALE
BN E, RAESAE—LIENEIR, Wik—:k, WRARB I EIER T4,
WASHEMMERENAR! EEMNE, BARAEHEHEBRBRIFELN! BT
W, E—EPEN _ EEIEEEBEMER IP B, SE4FHIBERIOIREMN, —AKiR,
AROZEER—RIMEE AR 1P ER—EFEH LE. Flan EEHNRFISRE—NTALEF
B 7~Se i !
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Tips:

At ASFFAEEX D SHE? K4 2000 FhifE, BEFRIERM
Linux B, ATHRMMNEREESER, A TRAMNZRESS ~

L
BROEW~SRE, MEEHANE, FRTUEAET ”;*
=

D7 FEMigeTHAIEMEH 1P E—BENMHENEL, & 4 =
RIR? REMEUTHERT ! RERNBL, FUFEERIN = AV

ENGRM! $EREZIZF SIEN ~_7 !

., - -1“]
s

68. 2 HRHRSANR

a7 EE Mg EmAEN AT LUED T B FREITMEH R EE, BE
T EIME AR ENEEE HRIE, MEEELRHRT . ATLAZHERT? B
FEMRERTA? KRTIRAFRH—H!

Os 2.1 HoBBmmES P S

BERENNBERBIREZ BT EIRIMIEITSE D BRI, BT, BEEH
FERERE: [HBENEHE 5! Wik, MRS RIREE AN 1P &Rk,
ARFAREEXENBR IP 5, BURHFZASZRIEEATR (routing table) RI¥
BRAMEHBET—MERR (hext hop) &%, XHIHEHFATNEE. FABABRAITIEE
A LAARfAiA e ? B RTA PA 75 A T LUK AL :

. WEEIhEE: 640 Cisco, TP-Link, D-Link G¥ 2) HFAREBEES~EHE
MR, XLEHJAEGRARNNERERSE, TUARTREMNEENEEAEES
HIEFINRE;

. EPEThRE: A0 Linux X MRMERZHZ LM BRI QIEEARE

SRR AT UELS T RIMNE RS, A ATUEEFREARNHERN, BE. ..

MBLAEEN! AXNETER, RNHAREERTXASMEIEE, XTHEE)

AMEELFEBERIRAIINGE: EREADARRIMNE. B! XIEE Linux A
TWEHBATLUER T ! AVEAIERIE?

. T OBEBE%iE (IP forward) IfgE
FAE BT REMB Linux MBOINEEFTRERN, XML BEFHENENHERE Linux

wDFriR i, AR RERCLBEaHAKER? RERM, REZOIEE
HEREREE, WMTEAR:

[root@www ~1# cat /proc/sys/net/ipv4/ip_forward
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0 <=0 RFKEBEF, 1 KKBH;T

EiNZHEERNNBSTRENE 1 REENHRMEFR: lecho 1>
/proc/sys/net/ipv4/ip_forward ] IR, AiF, XIMEEERETREFHBINEHS
K. FHitk, BEENEEEENAFREXHHIRNE, IPF=E /etc/sysctl. conf 3K
BT B shE S 4E IR ThEENE

[root@www ~1# vim /etc/sysctl.conf
# BERTXMEEESLIERBEIA ! (KREHR 0, HeEkH 1 BN
net. ipv4. ip_forward = 1

[root@www ~1# sysctl —p <=3 ZIHZIZEEIL

sysctl XNMELSERERLTIENAREREZOSHN—1MES, ESMINETLL
&% man sysctl Eifl. AEREE! REXDEE, RE Linux SEARERAIEKEH
BRINEET . MET Linux BEEEASRAIRARIZEFZENAE, BERAFAXEEHED
AR E R

. FRSEEE: HIEUEM route XMESEKEFILERARIZOINGES F,
REEBRESMIBIMEEFTEIR . Aid, HRAOMEETLE, BAHABRRESE
BINEE;

. NZSERE: BT AL Quagga B zebra IRHFHITHEE, XLEUAIIRRAE
Linux BEERRR E, X L8R LABDZSHTNRISAY L, HEREIZI Linux
BICHEBHERER, REAFILL route RIEMIRHIEHERERE!

THRTHARZRE, BETRIRAREETHEE 42 NAT (Network Address
Translation, M4&Hhit4EHR) ARS5EE, NAT 2M4? HSC IP HZ=Em 2 s EEAY NAT
ARSSaami! IBIE, THETID? X5E, NAT AJLUARK IP 9=RIINEE, T NAT K55
e—NigHeE, R2E NAT tEEEsE2T—1N [ IP 8] MIhEe. EAlik?

. — ki, BEFSERIMEZED, BUEARAGHN 1P FBINEEILE
MR BEHABNETE. PBORENMEO—LZ LI IP (public IP) B
—iiZFAE IP (private IP) E? HTFAE IP FeeEES A IP ABHEE
HIES, WHMESEHIING [ IP 25iF ] Thek

. Linux B NAT BRSZE5FLUES R 1P RABIRZKIFES BT 1P,
iLkBRAE 1P WEERTLIEER NAT RSN 1P, MATLLEL

Internet !

ERLALi, LERESEMinmIMIE S RIE Public 5 Private IP B, AEZE NAT B
IhEE! NAT IWEERNESET—EMAERNAKR, XNEWHKIL—TIRBEEm S !

A A
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Os. 2.2 mEtEEmmsE

— AR, EAME TR N E KRS BN, REEHD
hub/switch BIEEIMHEH, AREDLE—EIEREE Internet LEIAT. i3, W
REBIWEBHENOARCUTE, mFHN0FEREEEEENTORE,
i+ BERHR BN

. SEARER B Z T R RERIE FE :

A—HRAENAEEREE RN RN R, B UESBNMER
R —EREREIRR, FRENMERBEREERE, MEBEHENEESEENN
% AN, MRILENBRILEHER, MEEEUNBLRIZSEERN

hub/switch B, FBRATE—MEHKIEZZL BREER, PIENRER
KRBT ENAE B, FAENTEISSTUEN, B! SERAEARME
FLBERDIEIRE ; PRIAZRIRBEERRRIGSEIA LR S0PR, WIBBT X5 EAIMEEE;

. BB S RIPBIRRIE IS |

AEREEE_EMEEME, TSRS, RELFEBIERAE—EN, B
LHBIREL T B, (R ALUES KN topdump BIFESRETHAHKIE, H
B UG~ MREHNEIBITZENBIETEFTEMRY, HERRLEE
H B IR N EE A BRI T LURIPES, T S AR EZ AT EAME — MRz
ROSEERRIEL, FEISMMRRIALE, BERFEZ EATREREIME.

BHEBRMAR—MRE, ZUNMEARERMNEIFEHNL! ER{RESH L
RAZRG. KTFERINERRRE— DSBS ERRRIT—IE !

Os 2 3 s mmr KmSE

BRARARMMEIMRE LS, BT —AREARN TER T EN R EEEERIXIMNY
BERRREGRERN, AERAREIEE—MEIFERZEMMIIIFE, EibiXaER
HIRLEAKI AT RERIX B R (S5 E 3.2-1 AREMMRK) :
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Router A [P public 1P
IPA: 192.168.1.254/24

Routing: 192168, 100024 -> Linux router

Default gateway: FRISPAE{IE)

Linux Router

[P 192.168.1.100/24

[P 192,168, 100.254,24
Drefauli gateway: 192.168,1.254

T B 1
T LA

2
workstation i
[P 192 1681101
Default gateway: 192.168.1.254
Option (1A, Linux rouler)

clientlinux wInxp win?7 5
(92168 100,10 192.168,100.20 192.168.100.30 ¢
Default gateway: 192 168.100.254 i

8.2-1. R SR BHBFRMREE

A EERZRARY, IRABREEZGEA class C HIME, 27E:

. —ARX M (192.168.1.0/24) : E13E Router A, workstation LK Linux
Router =EREMNFTFaIRL;
5 {RIFAIM (192. 168. 100. 0/24) : E13E Linux Router, clientlinux, winxp,

win7 FEHLFRHEIR.

Hrh 192.168.1.0/24 RRARMA—MRALEZFSFMAN, ET
192.168. 100. 0/24 N 2A4FTRHIERITA Y. workstation KR E—HRR THITHEM,
clientlinux & winxp, win7 N|24F%EBITRT/EBIHTEN, Linux Router NIZEiX
NEFRER A REZRE A B A BMIE AR ERE . EXHENEET, ZHEERBIINHEE
AR S A B H IR MESHEMAIRT -

HEEREAHELI, REEEBIKAEINEERNIZTE (Router A, Linux Router)
HMEEAENULEEQ, 23ARGBARNMIE, EHZEASEH<ES—1

TRBEEM! "1 BN, RITAN E— LR A IERORRAEZE Linux Router £, I}
&¥P clientlinux, winxp, win7 g!

BBFAVERIRTT—TEHLBIHLEILF T, £ clientlinux XERITEHIRE. 2R
clientlinux #8ZE&E L Internet, APAMRIEHIE RS20 ?

. EZEEKHEXK: clientlinux —> Linux Router —> Router A —> Internet
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. M BXANZEESK : Internet —> Router A —> Linux Router —> client!| inux

WE—THFEB Router BUIRE, BiAE) EiAINEE, M Router A MMEBHF/FHENEO,
—PNEXIMN Public IP —MUZXTAAY Private IP , EA IP BERIARE, Eik
Router A MMEEZEERIMEM NAT XMFIAIT, XMEIRNEBREETSHEIXE,
FRILEZ 5, Router A HAFTEMHLEFIMNYIZE. ET Linux Router FREEET ! 1
LEBEARME, BAIMEERFZHETERD P, HEBIMXUHFEFFIEINRE, 1
ZIFZRIGSEEE T ! EEEER ! HANF SRR —RX LY ZRAIE E MR !

. Linux Router

EXBENAEEZEEHKNF, SFSEXEFMBEN A (BRIZREZLFNINISSIER
eth0:0 HUEIET) :

. eth0: 192.168.1.100/24
. eth1: 192.168.100. 254/24

# 1. BEE eth0 MRER! ERAFENECELEENERIBET :
[root@www ~1# vim /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="eth0"
HWADDR="08:00:27:71:85:BD"
NM_CONTROLLED="no"
ONBOOT="yes"
BOOTPROTO=none
IPADDR=192. 168. 1. 100
NETMASK=255. 255. 255. 0
GATEWAY=192.168.1.254 <= EZMIREM! EFTXIFPENELEH!

# 2. BAIE eth! XIKZBI—EERBENAIMERIE!

[root@www ~1# vim /etc/sysconfig/network-scripts/ifcfg—ethl
DEVICE="eth1"

HWADDR="08:00:27:2A:30:14"

NM_CONTROLLED="no"

ONBOOT="yes"

BOOTPROTO="none"

IPADDR=192. 168. 100. 254

NETMASK=255. 255. 255. 0

# 3. Bzh IP ¥iE, HERRSSIERINAIT!
[root@www ~]# vim /etc/sysctl. conf
net. ipv4. ip_forward = 1
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# B AR EE, HEIAE 0 ALK 1 BIF! fiFEEEAE!
[root@www ~]# sysctl —p

[root@www ~]# cat /proc/sys/net/ipv4/ip_forward

1 <=XHEES! EZ 1 FRLUE!

# 4. EFIRING, HEMEIABS ping Router A

[root@www ~1# /etc/init.d/network restart

[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

192.168.100.0 0.0.0.0 255.255.255.0 U 0
0 etht

192.168.1.0 0.0.0.0 255.255.255.0 U
0 ethO0

0.0.0.0 192.168.1.254 0.0.0.0 UG
0 ethO

# FEMERETHREEPBINEHIJ[NRERTEHRY !

[root@www ~1# ping —c 2 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

64 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=0.294 ms

64 bytes from 192.168.1.254: icmp_seq=2 ttl1=64 time=0.119 ms <==F]o|
Rz BIRY

# 5. EBTRAGAIE! X—FHREEE!
[root@www ~]# /etc/init.d/iptables stop

AREHRRE I MAET&HER ping HIIEAELE Linux Router AILAZE_E Router A 15!
XHERAY Linux Router B OK THX! 1tk4h, Cent0S 6. x BRIARIBGAIEMINISIERE
AEIMFEABEF SR, FFAEEEER XA AEA1T. FERRUNEERE
clientlinux XMEIRIFEIAERENLERT

ZFARIPBIMIE, LA clientlinux Jgffl
NIBIREY clientlinux M—MRERS, REFEHNIZ2XHER (& 8.2-1):

. IP: 192.168.100.10

3 netmask: 255.255.255.0

o gateway: 192.168. 100. 254

o hostname: clientlinux. centos. vbird
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. DNS: 168.95.1.1

L Linux E1ERZ AW, #FH clientlinux {XB& eth0 —3kM-FBf, BRI E =
XHERY

[root@clientlinux ~]# vim /etc/sysconfig/network-scripts/ifcfg—eth0
DEVICE="eth0"
NM_CONTROLLED="
ONBOOT="yes"
BOOTPROTO=none
IPADDR=192. 168. 100. 10
NETMASK=255. 255. 255. 0
GATEWAY=192.168. 100. 254 <== X/ MEEHEEM!
DNS1=168.95. 1. 1 =BHXNMHRTABECSN /etc/resolv. conf

[root@clientlinux ~]# /etc/init.d/network restart

[root@clientlinux ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

192.168.100.0 0.0.0.0 255.255.255.0 U
0 ethO0

169.254.0.0 0.0.0.0 255.255.0.0 U
0 ethO

0.0.0.0 192.168.100.254 0.0.0.0 UG
0 ethO0

[root@clientlinux ~]# ping —c 2 192.168.100.254 <==ping ECH
gateway (R ID)

[root@clientlinux ~]# ping —c 2 192.168.1.254 <==ping SMEREY
gateway (£ H)

wE— 1 o{EBREM ! BEASE ping &% B#E ping | Router A B IP BE? 40
R¥E ping ERBIMELFHORANE, PLRRKBNWBENSECIRAT! B MARIRKIE
Mo Sz BT K RAZRE— T IE !

. EZ#ELH: clientlinux —> Linux Router (OK) —> Router A (OK)

. O S BX#l: Router A (AT router A EMMNAIBHRrZ 192. 168. 100. 10) ,
Router A X% public 5 192.168.1.0/24 HIERER, FRLUZEESH public
AEBEHE, BEHEHMEAREKT. ..

AZWMTIE? MEEWNEE), LEFHEHAE, BERIFEFRE, HEEANK~BE
JIIR? DHFEH Router A HERERFIMIALEZE] 192. 168.100. 0/24 B}, ENg Ttk
192.168.1.100 Fi2 T ! FrLAREXHEHIT.
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. FRlBIEE AN :  Router A FREEEEH

FRIZFKAY Router A IFHMIMIKA eth1 , TMAIERAY 192.168. 1. 254 MR I1&ELE
eth0 3k, ABEATE Router A HEMN—FEEHBMNINE? RIE LM BEIZFER route add
FIBIENAT ! AR RER BB

[root@routera ~]# route add —net 192.168.100.0 netmask 255.255.255.0 \

> gw 192.168.1.100

REAMNHFEBABRE X, R TREFEHXMAMRFLT ! FFL, R
MBS — M EBEEXH. BTXNBEEEME etho MLy, FUREX
B ZRIZER route-eth0 18! XAMREHHAE LSS, HNEEE
192.168.100. 0/24 XM HY gateway = 192.168.1.100, HEiET etho , AT
KRR

[root@routera ~]# vim /etc/sysconfig/network—scripts/route—eth0
192.168.100.0/24 via 192.168.1.100 dev ethO
B FrM1a; iEITHY gateway xE

[root@routera ~]# route —n

Destination Gateway Genmask Flags Metric Ref
Use Iface

120.114.142.0 0.0.0.0 255.255.255.0 U 0
0 etht

192.168.100.0 192.168.1.100 255.255.255.0 UG
0 ethO0

192.168.1.0 0.0.0.0 255.255.255.0
0 ethO

169.254.0.0 0.0.0.0 255.255.0.0
0 etht

0.0.0.0 120.114.142.254 0.0.0.0
0 etht

FRWMEWESETEEEHIM 192.168.100.0 AFITEEEH! MMREHIE, 15 ping
192.168.100. 10 BFEHEENEBEIN? RAFHEE clientlinux EEZX ping
192.168.1. 254 BEEEREME, FRAEEERIIE! F7T, RARNIPEIPMEDE
ALLUEL Internet T, PAREBNE clientlinux AIUEES—ARG TR, 4l
W0 workstation BEATERHLNE? FAVKIBEZEAMNKIRIT—T, & clientlinux
BEEEHE] workstation BY, fBRIEAH S EIEXEFR (BEE 8.2-1):
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. BEX#l&#2: clientlinux —> Linux Router (0K) —> workstation (OK)

. [ R Ek#l: workstation (BX#HLEFRA 192.168.100. 10, FEKHEZEIZE
AN, ELbEEHLEL default gateway, JREJ=Z Router A) —> Router A (OK)
——> Linux Router (0K) ——> clientlinux

BEREAERON—NMEAIZHMEHRIZE? B LA ERXBOIEM, A, lNENE
REMIFET Router A SKEBILH)! XZ2FE A workstation 5 #]HY Router A —#f,
FHAEIE 192.168.100. 0/24 #£ 192.168.1.100 EEMi! F3iF, KIE Router A B&
8 T iZMIHAE Linux Router A, FRLA, 1ZE B2 A LURFIAIEZ] clientlinux &

2T

. 1L workstation 5 clientlinux A1EJid Router A BUJAIB AT

INRARTIBEIL workstation SEIE Router A A AREBBEKHLE clientlinux
(1%, BAISES Router A HHE], HMAB—LHEMNB! NRE Linux HIRL,
240G Router A —HEHIIEEIAT :

[root@workstation ~]# vim /etc/sysconfig/network-scripts/route—eth0
192.168.100.0/24 via 192.168.1.100 dev ethO

[root@workstation ~]# /etc/init.d/network restart

[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
| face

192.168.1.0 0.0.0.0 255.255.255.0 U
ethO

192.168.100.0 192.168.1.100 255.255.255.0 UG
eth0

169.254.0.0 0.0.0.0 255.255.0.0
ethO

0.0.0.0 192.168.1.254 0.0.0.0
ethO

wERZE clientlinux /A ping ATLLEZR] workstation, [E]#fRY, workstation t
AL ping B clientlinux BYIE, FARRIRAIEER OK BIMI! 5E! MiETX R
WEARN, MEAULIE—HE, FBaE: [BHREN D, RONET ELE LRI
HSERETRIMM ] . 265K, EFUZAERT (Router A 5 workstation #RI%
BHIMEERER), ELHEERLIA clientlinux BEHLE] workstation BY, 1B
;& workstation AIEBHEXMEEHTTLAENE] clientlinux ~FrA LKA SERE

Router A (&R workstation LEHEIZEZIMFIESEHAMIMT! X4£17, BETIR? ~_°

net.giang@hotmail.com



F Linux E—837588HAY Router REERME! LI EEAIZRFISKIL, RFE Linux
Router EMEJLFSBIEMFLEIIINITIE, RERFMLE IP SNEZEOXNNTFEE, A
ALt 1P Forward BYINEE, ILRAY Linux #0558, RieEMRTI/EEN
B Linux kernel SIEFRNFBRIBET ! ERFHE!

it X B EIREERI R, tERREY Linux Router BHi&ERAIEAIE, MEAE
BILELM NAT EHB IP ARER, AAISHIEER, AALARISERERIRS
el ~ EiREY) Linux Router Heh [FHRBFEMZBEM NAT HTHEE ) IE! #5741t

BEA!

68.3 NISESEHEESR1E : quagga (zebra + ripd)

E—REESEESE EE, BNATLUEEXERBEENH (route—ethN) KiZE
YFERERVEREEAN, IHRMBEBRF/EEMF. ~id, XHEMAFEEREERITRK! W
RERXREAALNBESHEEZSTMARIFRMEL, tntk—k, (RIAESEEE 8.2-1 BY
Router A 5 Linux Router FURHIALIESKERAMN, ER2EBMOAI~ FBET&E
I REHRE S F IFNERAE, RIAKBIEMZERHNERE?

EREIThEERL R T IB SIS K SIS BB E 2 AR 5K Hes 2 Ea0aE,
FrAE LR ER RS E B S ETIEE, R ME T BEIX S EAEE A
RSB 1T, XHEMEREE RS A BEWBIE Iz SRy K L BB B R . BAr
= LSBT A: RIPvI, RIPv2, OSPF, BGP %,

HMELE Cent0S FEIBEXLFNSIEEABHEXIE, ABMEEFER quagga XX
HH! XNRER zebra THRIBVEMR, HEXBEMIRATIUSELENSELRIRE G
3. BEAREDT quagga , BARATEBELZEMT! HEAIEE!

[root@www ~]# yum install quagga
[root@www ~1# |s —| /etc/quagga
-rw—r—r—. 1 root root 406 Jun 25 20:19 ripd. conf. sample

-rw—r————. 1 quagga quagga 26 Jul 22 11:11 zebra. conf
-rw—r—r—. 1 root root 369 Jun 25 20:19 zebra. conf. sample

..... (EL & HR)

XA iR R B ISR ER N E R /etc/quagga/ BRA, RTEANIURA
BIEAY RIPv2 tHSCRAERISEE, AIRBEIENE, NMRIRBZRINT AT
B, A zebra HRHBERHFIT! XREA:

. zebra X4 daemon BYTNEEFEEHTAZ L HIEE AN ;
. RIP X4 daemon N Z27EEMIAAIE M Router 7a)iETERE AN AY1E 1%
5%.
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MENEAHRS A B STHEBATELL /etc/quagga/*. conf HIRSE KiEEF AT,
MERFATIULI zebra XIPMNRFZRBREF T, AT ripd FIEBEARRZ . conf
ZRE. RN MERBIMELIRE A 1T,

ATEHI—THANE quagea , HRBEIRIT— T AT RERIMLZERHLID ~ R IZPILEEX
A ERIN T, £ =M XMAME, HPRARZE 192.168.1.0/24 XMIMBXM,
FEANABXMIHIZ 192.168.100.0/24 K 192.168.200. 0/24

[Pl 192 16% 1 200,24 [P 192, 168, 1. 100/24
[P2: 192 16%.200.254/24 P2 192 168, 100,254/24
Default gateway: 192.168.1.254 Default gateway: 192.168.1,254

4l -
- -

Routdr 2 Switch Routgr 1

PC 21 PC Z1
192, 168.200.10 (92168 100,10

8.3-1, LTSI HFTIRE MBI R EE

FEMIAEEB Linux Router FAlGARARIAIMIE, HA Router 21 B ENMNTIK
EWFZ BMIRER, Z538H Router 22 NI EEELHIME ERESHEIE! EF Router T
PUEIE 192.168.1.0/24 X /ANM1E R IA18 . FER B IR EIMEEAANBERT, A4 PC
21 5 PC 72 BFEMHBH! HIM, quagga MHMERATLREEMIR Linux Router Lk
AT, MARNREREFXAEIBENHIMEED (eth0, ethl) F, FEEFE)
WMINEINO IR ER ! ATLUEE RIP XANEETURIEER!

1. BAEEHE IP &EZY:

XESFEEMNIE? FE5XUEEIEH (Router Z1, Router Z2, PC Z1, PC 72) HY
WMigSH, REBE 8.3-1 WIEHREEY. REMNANFSEAEL—/T,
FERKEEMNEN 4.2.1 RIEEWD, XBEABEERAT. FHI, £ Router
21, 72 IR BEMLEIEK ip forwrad 3! JFEIE /etc/sysctl. conf
HigEEE! XTEFHEEERIE €.,
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2. 7EMBER Router EMNIEE zebra :

FN&1ZEE 8.3-1 AFiLAF—ER Router Z1, KT zebra.conf {RAILUXHE
WERY:

# 1. KRESEMNSIHEMREZH zebra FEFTN zebra

[root@www ~1# vim /etc/quagga/zebra. conf

hostname www. centos. vbird =T XN EHE— N ENE, B
fEHY!

password |inuxz1 (==HF—PNZE!

enable password |inuxz1 ==X AN ZRE AR

log file /var/log/quagga/zebra. log <==J§FfH zebra FHEREERFIE
EX A

[root@www ~1# /etc/init.d/zebra start

[root@www ~]# chkconfig zebra on

[root@www ~1# netstat —tunlp | grep zebra

Active Internet connections (only servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
PID/Program name

tcp 0 0 127.0.0.1:2601 0.0.0.0:%* LISTEN
4409/zebra

8%, BT zebra XINRFMESEEZEMEN Linux R0 ARERA,
FrAE R B RO S, AP SESMBREOZ X! Bk, £ zebra. conf
RMERIH, HNFIRENRNEZELE2EERRE! ATRULERNEN zebra
XERHER! 7T, BITRE—EZXD 2601 B port ERIEFMIIEEIRINE?

[root@www ~]# telnet localhost 2601
Trying 127.0.0.1. ..
Connected to localhost. localdomain (127.0.0.1).
Escape character is '"]'.

Hello, this is Quagga (version 0.99.15).
Copyright 19962005 Kunihiro Ishiguro, et al.

User Access Verification

Password: <==7£iX B ANINI{RiZ E #2585 1 !
www. centos. vbird> ? <==#EXiHMA [ ? | BEEBFES S/ VIESAIER
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echo Echo a message back to the vty
enable Turn on privileged mode command
exit Exit current mode and down to previous mode
help Description of the interactive help system
list Print command |ist
quit Exit current mode and down to previous mode
show Show running system information
terminal Set terminal |ine parameters
who Display who is on vty
www. centos. vbird> list <==FIH BRI HIES
echo . MESSAGE
. (FREJEER). ...
show debugging zebra
show history
show interface [IFNAME]

. (FRIEJEE) . ...

show ip protocol

show ip route
C(HtErg) . ...
www. centos. vbird> show ip route
Codes: K — kernel route, G — connected, S — static, R — RIP, 0 — OSPF,
I — ISIS, B - BGP, > - selected route, * — FIB route

K> 0.0.0.0/0 via 192.168.1.254, eth0 <=L BERFIRER
C>* 127.0.0.0/8 is directly connected, lo <=EOA4ERESEH
K>* 169.254.0.0/16 is directly connected, ethl <=#LEIFREH
C>* 192.168.1.0/24 is directly connected, eth0 <=#EO~F4 KA
C>* 192.168.100.0/24 is directly connected, ethl <=1 ~=4HIKH
www. centos. vbird> exit

Connection closed by foreign host.

FEEZR], FHATBANX zebra MIRRFZ /G, FILUEIA Thelp] SiE=S 2] ,
zebra LS B RHREEBINITHIIESBML, LLEREANHA R EZ B FNE !
LT show ip route ] RER, “ERAUULIERNZEROSRARBEHER
HXT, ERBERES:

o K : RFREAEM route FESMARCHIBEEAN, €45 route-ethN

Ffr =5 B9 AL 5
o C : RERBIFMMZIZOFMRERN 1P /=% A9 XA R AN
o S : LA zebra INREFMIRERFHSHEHAGER;

o R : Fi=IET RIP 1S B hnpd B B AR RS !

SXE, MRETBEIEMFIMIFHSIEBETE, WALUEED zebra MAWE
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F route 1ESWE! GIanFBZEHE/N 10.0.0.0/24 45 eth0 RALIEAVIE, ATLLX
A -

[root@www ~1# vim /etc/quagga/zebra. conf
# FHERTX—1TIE!
ip route 10.0.0.0/24 ethO

[root@www ~]# /etc/init.d/zebra restart
[root@www ~]# telnet localhost 2601
Password: <{==iX By \Z55

www. centos. vbird> show ip route

K>* 0.0.0.0/0 via 192.168.1.254, ethO

S>* 10.0.0.0/24 [1/0] is directly connected, eth0
C>* 127.0.0.0/8 is directly connected, lo

K>* 169.254.0.0/16 is directly connected, etht
C>* 192.168.1.0/24 is directly connected, ethO
C>* 192.168.100.0/24 is directly connected, ethi

IR SRS H—ERENAN, MESKALSER S, TRRFHSKE
(Static route) HIER. WMit—3k, BNRAZEBRARBENEZ T ! RET

151 Router Z1 B zebra Zf5, NESICKERH] Router 22 B! [EIHEAIZE
BR—iEM! ARFHNBEZBBNIZETAEA Y ! EALZER—, S50
THBEERE. BETRREBNATUFIHEESE ripd XPMRFZE!

3. 7fEMEP Router EMEIEE ripd BRSS:

ripd XMARFBATLAZERER Router Z[BIFEITERERANAIAZ RS T1R, =AM,
MRIFNIMREEE AL Cisco EFRZHMBIRM RIP HHUAIEEMZFAIE, AP
AREAREZE A LUET XA RIP IEFREY Linux Router SHE MR E R
BRI R Cent0S 6.x HY quagga FrfZfHEY ripd ARSBZIEMRIZE
RIPV2 FRA, XAMMATIRMERGEHITHMEIERNZNME, BERMNZEND)
R, HREEMNXDEREIERITIGE, EhEER N F g EE A a5
IRFIEI TN ripd !

SeRKIZE Router Z1 NEB! 7£ Router Z1 Heh, HAIEERIET eth0 RKIXFFH
RIMIEEBRER, E, RNSEMNMIEAE 192.168.1.0/24, 192.168.100. 0/24.,
B EECESMEIERIREER, FNI8Y ripd ST ROXH:

[root@www ~1# vim /etc/quagga/ripd. conf

hostname www. centos. vbird 35 1 Router BYFEHLZM

net.giang@hotmail.com



password |inuxz1 IR EFIRE R REIE !
debug rip events <E=RLUERRZHEIRIE !
debug rip packet <=EEHE X MNEFERR Z 0/
router rip <==]8%fl Router Y rip IhAE
version 2 <==BEZ RIPv2 BIBRSE ERIA
18)

network 192.168.1.0/24 =RXEIMARERNEENEOY!

network 192.168. 100.0/24

interface ethQ E=EXFINEBRIABAN RO, ERGHE 5
RIEIERI

no ip rip authentication mode ERREXAIE! AERIESH!

log file /var/log/quagga/zebra. log <==FFRHEELS zebra FBEEIA]

[root@www ~]# /etc/init.d/ripd start

[root@www ~]# chkconfig ripd on

[root@www ~]# netstat —tulnp | grep ripd

Active Internet connections (only servers)

Proto Recv—Q Send—Q Local Address Foreign Address State  PID/Program
name

tcp 0127.0.0.1:26020.0.0.0:%* LISTEN 4456/ripd

udp 0 0.0.0.0:520 0.0.0.0:%*
4456/r ipd

# FREEY quagga BENED 2602 {NFE 127.0.0.1, 2iEiT port 520 FKi&#IE

BEA L, IHRITETTR—IBIEHEEN RIP SIASAMN T ' ZELESL ripd. conf
BIREY T, ME2EFILL eth0 B 192.168. 1. 0/24 XA MBI THAE kit T8
&, Mtk—3k, KRRARBITEMBEEANPETR), HEI2EANMIEAIEN IP
TED, RBTAEESHEEE Router FEF! FERXLEHESHIINE
e CHANE! 22! ETR, RHMEERR B 8.3-1 LR
Router 72 FEIKE—T! BEAEMEERNRES—, AUAXESSHMEARE
i !

4. KT RIP MMUAAELER:
EMAEB Linux Router BIREZHZE, RAJLLEN zebra EHEXFERENIAY

BHEMERE! 26k, SFBEANE 8.3-1 HiAEB Router 21 f7, FH
HEAN zebra , MHEHSEZXHFHIIFR:
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[root@www ~]# route —n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface

192.168.100.0 0.0.0.0 255.255.255.0
0 etht

10.0.0.0 0.0.0.0 255.255.255.0
0 ethO0

192.168.1.0 0.0.0.0 255.255.255.0
0 ethO0

192.168.200.0 192.168.1.200 255.255.255.0 UG
0 eth0

0.0.0.0 192.168.1.254 0.0.0.0 uG
0 ethO

# HSLRREmAE ! FA &M NIErEAN ! REE!

[root@www ~]# telnet localhost 2601

Password: <==f"EXid 7T ZXrMH!

www. centos. vbird> show ip route

Codes: K — kernel route, G — connected, S — static, R — RIP, 0 — OSPF,
I — ISIS, B - BGP, > - selected route, * — FIB route

0.0.0.0/0 via 192.168.1.254, eth0O

10.0.0.0/24 [1/0] is directly connected, ethO

127.0.0.0/8 is directly connected, lo

169.254.0.0/16 is directly connected, eth

192.168.1.0/24 is directly connected, ethO
192.168.100.0/24 is directly connected, etht
192.168.200. 0/24 [120/2] via 192.168.1.200, eth0, 00:02:43

MRIRBER LA FEA, I 2RI N RLBE R KEHEE
i RIP BT ERI BN ! antk—3k, BIINERBEEREE
W~ R—YE& B0, RUEEFVFEE) zebra, ripd, AL FEXHE:
[

[root@www ~]# chkconfig zebra on
[root@www ~]# chkconfig ripd on
BIT5E quagga BUR RIPv2 BOZSERTMLAOREED, FATATIUEAARORLIS 2 EOAIMI 4 2
EIMHAXMe S HES £3L, ERBAFER route XL Linux HZIDEEHR,
XMESRERERS ! T‘T MRZRNDBHINEINE, BAFREFERIXD quagga
! EARE RStk —2REE . MRRNCWMEAERNEB X, PBLIT—IXD quagea
foa—LERNSE BTN, EE! th 2 RITHIM!
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Tips:

BE2E—SHX—ME ripd. conf BERNSIEFE~EF Cent0S
5.x LUBHIRRATNIEEY RIPV2 £EHITEWMINIE, FRUREE -

L
Cent0S 4. x HRESTEERN, BEEFUNBETHEAIRUR. . 7/ r \“‘*
EREBTLUB ripd. conf PIRY debug SHEREBEESR, ALY ALy
AL RIPV2 BOAMERE! B4 google — RN AHRRAT~FE = A
ok

68-4 FRARA: BRESFRMAFEZRE—1 IP ME: ARP Proxy

MRF—FIREITBINEIFET ZRE— Class C AIMIE, flan
192.168.1.0/24 , EREAFLERANERFRELFHMBILLRATBRIEFEH, 540
8.2-1HY clientlinxu, winxp, win7. RENREAELEE, FALURTETEIX
L EHNAE IP, LEHRERE—MISMESEBE— EBHEEINEARAT ! F#45)KiE,
B ERE SRR T X HE:

Cratewaa: 192, 16%,1,254,/24

PLTT ethO
192, 168 1. 100/24

(M3 eth()

~ 192, 168.1.200:/24
PC]
1P 192.1658.1.101 gi
PC2 PC3 PC4
192,168, 1.10 192 168, 1,20 1921648, 1,30

Default gateway: 192.168.1.254

8.4-1, HEHHFIANAEALN IP RER—IMMEIZERFR

VRN E~ERREREETRIE ! EARBRNFILNEN 1P KESER—
WA ? RS ME P RES TR IP BE, ...  EE2—/LENK~antk—
5k, #£ Linux Router FHAZEMNMIHI(ERSAHM? fFajf! ERFEIf~ Eh 051 =
EMEENEBR—F—FFLELITH, L aRARMN-F L EER 2R — Wiy
IP B, BiSLZHERIR. BTt ?
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HMNFENFEFEERGE, EF—1, HBNIERBME (PC1) ZEEXH1Z] PC27PC4 B, fib
MiZEZZEiEid Linux Router AREREABIXTIN IP (192.168.1.100) A4T! M H Linux
Router EWAEINZIEIETAER IP (192.168.1.200) BE#LE| PC2°PC4 . IthAT,
HEEBENERE RIGXHE:

P e R e AR
PC2 - ZE/E PC2 I ?

R 7

PC 2 PC 3 PC 4
8.4-2, IEEHIMEEZREINEITENEZNEHERE

TEXANMEL, FATTLALE PC27PC4 BY IP FRXT R FIMFFS (MAC) #Ri&ETE
router BN E, FEitt, router BIXFIMEORILUSLS PC27PC4 RO ELLATIR ]
T3k, FTR, MERNETEEILE, ILHEEMEOLXEH L. X# PC1—>
PC2 HUCISRARR T, (B2 PC2 EAMEEE| PC1 B? HMALUBE K FHERFKEHR—
T

k& eth0 &
E LRI R - 2558

J&5 eth 1 &

'\. = )

B AL | 2T
1557355 | 15
1]

1
1P 17T FY ethi
E rjitsh !

a
e}

g

i m A O EE

PC1HY router & -

Linux router §{#{ 1k % %

PC 2 PC 3
8.4-3. MEMTEHIBEfZXE|EE MR aRE
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% PC2 EfREMTIERL PC3, PC4 B, MAXNMNTHESERBERLE. B
MREZRXIEEMENEFE, MESEET router HIXAMN, BIETEBANIK
Bz B SEIMBIZEORMGIEAIT! XNEFHMER TR AEREIIE O PC2 3, PC1 5
Router A By IP REABBXKZEOLFME T, REEHETEAFIEIFZEEIELIND
FEORMIMEIBELEERITR . Ri% Linux router RIXISMNERE A eth0 MXTAA ethl
BT, FATATLUX 1R

1. X Linux Router HY ethO ARANIEEAIEEERER| PC27PC4 RYEHLAT,
B Linux Router faZRiZEUq;
2. X Linux Router E(E1XEHIER] PC2°PC4 B, SFWAER ethl FiEiE;

3. LA ENEEZEIES] PC1 3¢ Router A B}, E§ Linux router HY etht
AEE LS
4. X Linux Router ZfHXRIEIEAN 192.168.1.0/24 , {EHIE PC2°PC4 B,

F=H eth0 15i%.

FIMPBEEERTRANZEZ ERIRFEMFEM! SENRBREER. HPH () 5
(3) FREIET ARP Proxy (IXIB) RYThEEMi! FFIEE ARP Proxy WE? fEEMIR, il
AR KIEA R MAC RIBEMEMNA) IP IR, iEEEZEIZZRXA IP B9 MAC F
BHRFBHEMEIZFTROEE. 23H11E 8.4-1 BBIFKiE, FLEFE Linux Router B
eth0 FEOL, ME 192.168.1.10, 192.168.1.20, 192.168.1.30 X=4" IP #*XIX
Z| eth0 B9 MAC L, FTA=A IP HEEHSHE eth0 KAWT, ELLA M ARP X
IBAWK! PRI, B—3B7E eth0 MimAIENES [1EF]) =4 IP 2 Linux Router
Frif, XHEFREEBILITEEL Linux Router Mi!

BIETR, B8 Linux Router WAMEERIMEERE, WEFRA:

. =Bir=E PC2 7 PC4 B, ZISHMNERKNIPAY ethl KiXHEXAIT,
. ZBirT A PC2 “PC4 , HBEFRTE 192.168.1.0/24 ByMIEAT, =B etho
RiXEHEF1T,

iR, RONEIEEEEMN LT, A PC27Pc4 BEEMEIRIFEN, REH
RIS E B4 eth0 REX. XHEMEBERKNFAEENERM! =" B
TFVFRYE, HSRESETEE S/, RALUEE arp UK route XFNESKRIA
Bz !

. SMNERFEO ethO: 08:00:27:71:85:BD
. MERFEN ethl: 08:00:27:2A:30:14

# 1. FILEIMEB eth0 BY ARP Proxy, L= IP SMEIEZHY MAC
[root@www ~1# arp —i ethO —s 192.168.1.10 08:00:27:71:85:BD pub
[root@www ~1# arp —i ethO —s 192.168.1.20 08:00:27:71:85:BD pub

[root@www ~1# arp —i ethO —s 192.168.1.30 08:00:27:71:85:BD pub
[root@www ~]# arp —-n
Address HWtype HWaddress Flags Mask | face
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192.168.1.30 * MP ethO

192.168.1.10 * MP ethO

192.168.1.20 * * MP ethO

# BEREEIIIMNMEOFE=D IP BUIREN, ELX=1MESKEIL ARP
XFRL!

# 2. FIRACIEERER, G0 PC27PC4 RIBEAIEHLAZTNEBR ethl RiRid
[root@www ~]# route add —host 192.168.1.10 etht
[root@www ~]# route add —host 192.168.1.20 etht
[root@www ~]# route add —host 192.168.1.30 etht
[root@www ~]# route —n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref
Use Iface
192.168.1.20 0.0.0.0 255. 255. 255. 255 UH 0]
0 etht
192.168.1.10 0.0.0.0 255. 255. 255. 255 UH
0 etht
192.168.1.30 0.0.0.0 255. 255. 255. 255 UH
0 etht
192.168.1.0 0.0.0.0 255.255.255.0 U
0 ethO0
192.168.1.0 0.0.0.0 255.255.255.0 U
0 etht
0.0.0.0 192.168.1.254 0.0.0.0 UG
0 ethO
# IXHERMAIRF R R RN EBEY NI E e AmZE 192.168.1.0/24
# B, A EOESTUEE! Bit, F—TEONMNPREER eth1 MR
F17!

3. IE—THNEREY ARP Proxy T1E (4BfE eth1 _LLiE)!

[root@www ~]# arp —i ethl —s 192.168.1.101 08:00:27:2A:30:14 pub

[root@www ~1# arp —i ethl —s 192.168.1.254 08:00:27:2A:30:14 pub

# XARIAYRIT PC2 © PC4 , iEX=ZEENFIEHFHERALUE router K
Rk !

4. FIRERIE eth1 BY 192.168.1.0/24 F&H
[root@www ~]# route del —net 192.168.1.0 netmask 255.255.255.0 eth

R BRI EHNEBER—NMIE A, Eitk default gatway EBE 192.168.1.254 , M
netmask #BZ 255.255.255.0, RE IP F—HmME. =&, FIBEMNITENETILE
ERXT SN, EEBIRFIANEL Internet | XEEHNEEFEERHE DRITHEES
KT R—YIFEBEE, BN LReIESE/R— AN, flan
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/root/bin/network. sh , REFZEBIRENTRNIT, HIFEBA
/etc/rc.d/rc. local , [REIRMEXREFIBIMNER, MESEEFHPITIIZBIA, BIF]
BB RO KIS !

EIRXANRGUR B AT LUBZEREE, RETRERIESISHAMXRAAME! M
2N ERY, ReHIEE EBEXAH (A = sk pY o) HiE !

68. 5 E[Em

. MLEREIK S A eth0, ethl, eth2..., ME —KMEFHE—NELIED
79 eth0:0 ...

. ME-FRSEAI{ER ifconfig HIFIRE, Jral{ERABCESCHN
/etc/sysconfig/network—scripts/ifcfg-ethn KIZE;

. BEE N ERY, BT M AEA & X BIiRREEBEMRKI, BREEE
EfENEREEEMNEE, BUZIETES MBEKX] ;

. FEHMENBEE AT, EEER (routing table) BIEATIEEIE
AR B 2K 5

. FERAIXISM Internet EEFHEBHEN, HEBHEESPNE—TIREH
(default gateway) ;

. ZEif Linux fE/9 Router REEMZB 3% LHI IP Forward INEE;

. EE ARSI RIMESH B ERERE IR E;

. S HBERRAER Router Z[EABEMLLAIEEEBAMNAR, B
Linux ERIEITSEEEBHEHRA zebra ;

. arpproxy AJLAEIT arp 5 route BUTHEE, iLEKHEEMIREBTER— N MEL
A

. —MRiE, HsELEHSARN ERMMEED

. EL b, Router BRTIEABEHEEIRZIN, 7E Router LMHEIZREBHAIE, 75
AIEECNARESRHZENEERLE (Security) RIB{IHIERIXEE!

68.6 p =]

. AEHITAENEXERE, BENEMEERERIE 3. 2-1 BERE! 1L
HBERRBESETHEIE! XNMETHHRHARHIRERMRA! ™7

. BIEMRAAIFYREY eth0 X/MEOMEKALJ 192. 168.100. 2 FERMIE;
192.168.100.0/25 ZHBIMEZSHAR?

EJ5 192.168.100. 0/25 BY netmask Jg 255.255.255.128 , R LAR] LUX £
i -
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ifconfig ethO 192. 168. 100. 2 netmask 255. 255. 255. 128 up
XHEEIA ! REMEARNSE, WEZLHEERKRTIE, W vi
/etc/sysconfig/network—scripts/ifcfg—eth0, HI&KA:
DEVICE=ethO

ONBOOT=yes

BOOTPROTO=static

| PADDR=192. 168. 100. 2

NETMASK=255. 255. 255. 128

NETWORK=192. 168. 100. 0

BROADCAST=192. 168. 100. 127

EFHRE eth0:1 XPNEMED, ERAMZSH: 192.168.200.2, X
A 192.168. 200. 0/24.

ifconfig eth0:1 192. 168. 200. 2 up

WA R ERER 3R ?

route —n BIRIZER]! ;=% 0.0.0.0 AP BEF5 (default gateway) o

S{A[/ZZN Linux BY IP Forward IHEE?

Bi3ZLL [echo "1" > /proc/sys/net/ipv4/ip_forward | ENAJ!

REMRE—INFREMMPESEERR, FKRAB 200 PitEN, FLEX
KRB E, WMEE 200 EBITENSTA 4 4 Subnet |, IFERRIZANAT Lk (GF
@IHjTE'\!)? MiX 4 4 Subnet E’Jﬂéﬁéﬁﬁﬂﬂﬁh GEBITIER) ? MEE
ZEZE Router ? ﬁﬂ%%%ﬁ"]iﬁ, BIZE Router {NEEBMANMELAEO, AP
20z sk ? GE: AEFRERIED)

BRI EEREE] 168.95. 1.1 , BBAfRIZANAT BT RE T 2 /DA I = ?

AJLUER traceroute 168.95.1.1 KA EBENTRNEEESR, WATLUE
i ping 168.95. 1.1 FREMERIABA ttl EFIETHREE.

— RN EE S EH, KA EEEMNE EEN D S B IERE, RAIZa(E
IA=M—2ER Router Hi[o]Eh?

FF|FH traceroute ME!

6%%%&?%55&.@ 5] 13
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http

B
il
HEX
;s
;s
Ben

http

quag
http

http

2002/08/09:
2003/08/22:
2006/08/21:
2006/08/30:
2010/09/23:
2010/10/26:

B!

2011/07/21:
2011/07/22:

E1: MPEASH [HEnadFiE) -
://www. study—area. org/tips/multipath. htm
2 LA EREEIRERNAT:

(Cisco) : http://www. cisco. com/

(D-Link) : http://www. dlinktw. com. tw/
AR (TP-Link) : http://www. tplink. com. tw/
3 ISR EAZRIEER
B Quagga: http://www. quagga. net
B zebra: http://www. zebra. org
S5/ [ £4E Linux BIASERE] -
://linux. vbird. org/somepaper/20060714—1inux_cisco_route. pdf
ga BEAERIESCHE: http://www. quagga. net/docs/quagga. pdf
tZ[E[Y ARP Proxy:
://phorum. study—area. org/viewtopic. php?t=5619

tZ [ ericshei HY ARP Proxy 93%:
://phorum. study—area. org/viewtopic. php?t=22943

F—IRSERBER!

ENRENE, HENESERSRESES

BN XERE k.

MANT zebra LAK ARP Proxy %5 Router EbLEIAEXATILER !
ZIREIET Cent0S 4. x BUERATRENE Ltrab

BT TER ¥R, LHE ARP HIIREAEESY ! Ad, ESTHEETERE

BETF Cent0S 5. x HIXERTHE AL
BRI H A GE—IEN, MRABE=ENX IR IR AINE !
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http://www.study-area.org/tips/multipath.htm
http://www.cisco.com/
http://www.dlinktw.com.tw/
http://www.tplink.com.tw/
http://www.quagga.net/
http://www.zebra.org/
http://linux.vbird.org/somepaper/20060714-linux_cisco_route.pdf
http://www.quagga.net/docs/quagga.pdf
http://phorum.study-area.org/viewtopic.php?t=5619
http://phorum.study-area.org/viewtopic.php?t=22943
http://linux.vbird.org/linux_server/0230router/0230router.php
http://linux.vbird.org/linux_server/0230router/0230router-centos4.php
http://linux.vbird.org/linux_server/0230router/0230router-centos5.php

BAE. BIAES NAT ARSSES

RIFEFHHHA: 2011/07/22

MNEEERNE 7.1-1 HBMNATULIGAIBRENTEEHRANETHNARE—EXTF, 8, FAa2HAE?
Linux RIRGACEBMLEALEI? FHASERTLUAR| ST EIREIMIhEE B ML ? [ ASERE BEAE AIXIERG A
EMA RN E—EHMER? HSE, Linux BFFAIEEERIEL Netfilter 5 TCP Wrappers B4
MFIREEN. HF, BT Netfilter FFASEHE], FMNATLULEILFAT 1P WEH LM (1P D=
IngE) , FHEHEEBIL Internet EEIFKAIMFAE IP FTZRIEA Linux ARSSES (DNAT IhgE) ! EHIR
THIE! X—BXERY, LENEBEZAM!

1 INRFEASE
1.1 FIRZ AR MREEEIN
1.2 RIEER AE
1.3 Linux R&% LB AEAEE LS
1.4 BB — RS &R A
1.5 B ISR A BRI
9.2 TCP Wrappers
9.2.1 MPLEARFZBEXZFH: Idd
9.2.2 /etc/hosts. {al low|deny} BYIREF
9.3 Linux B9EELITEEE: iptables
9.3.1 A[E Linux #ZORRAEIRG KSR
2 HEHENRE: ANIRFSEE !
.3 iptables HYF4tE& (table) 5%% (chain)
.4 KLY iptables 1&E
41 NI ER 578 bR
4-2 EXTZHEKR (policy)
4-3 HEEMEEX: 1P, MIEEZEORE: FERE FEMNE
4-4 TCP, UDP HYRIMIEEXS: $+X1EOEE
.4-5 iptables IMNEFEIR: mac 5 state
4-6 1CMP FHELMMIAILLYT: X REBMWRL ping K&t
.3.4-7 BIREZE Pinb K E T 5B KSR #EF
.3.5 IPv4 B9RLVEIBINGE: /proc/sys/net/ipv4/*
9.4 BT XIERI— LB
9.4.1 MNEH
9.4.2 SRR
9.5 NAT BRS52RRUIRE
9.5.1 ff42 NAT? SNAT? DNAT?
9.5.2 &[FAEF NAT BRS528: IP TEINRE
9.5.3 iptables HIERIMZILRIRLINGE
9.5.4 TEfFNIERIHZ MLEARSS2S DNAT %7€
9.6 ER[EIm
9.7 KE3@

0 0 0 0 0 0

030 0 0 0 0 0 0 000
W W wWwWwwowowoww
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http://linux.vbird.org/linux_server/0250simple_firewall.php
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall_before
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall_why
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall_type
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall_topo
http://linux.vbird.org/linux_server/0250simple_firewall.php#firewall_limit
http://linux.vbird.org/linux_server/0250simple_firewall.php#tcp_wrappers
http://linux.vbird.org/linux_server/0250simple_firewall.php#tcp_wrappers_program
http://linux.vbird.org/linux_server/0250simple_firewall.php#ldd
http://linux.vbird.org/linux_server/0250simple_firewall.php#tcp_wrappers_setup
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_version
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_iptables
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_chain
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_clean
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_policy
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_comp
http://linux.vbird.org/linux_server/0250simple_firewall.php#trust_dev
http://linux.vbird.org/linux_server/0250simple_firewall.php#trust_net
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_tcp
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_state
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_icmp
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_syntax_simple
http://linux.vbird.org/linux_server/0250simple_firewall.php#netfilter_kernel
http://linux.vbird.org/linux_server/0250simple_firewall.php#local
http://linux.vbird.org/linux_server/0250simple_firewall.php#local_rule
http://linux.vbird.org/linux_server/0250simple_firewall.php#local_script
http://linux.vbird.org/linux_server/0250simple_firewall.php#nat
http://linux.vbird.org/linux_server/0250simple_firewall.php#nat_what
http://linux.vbird.org/linux_server/0250simple_firewall.php#nat_ip_share
http://linux.vbird.org/linux_server/0250simple_firewall.php#nat_modules
http://linux.vbird.org/linux_server/0250simple_firewall.php#nat_dnat
http://linux.vbird.org/linux_server/0250simple_firewall.php#hint
http://linux.vbird.org/linux_server/0250simple_firewall.php#ex

9.8 SERIESIERIFIE
9.9 FXAITHIEIL : http://phorum. vbird. org/viewtopic. php?p=114475

69. NP

Wik 2z 2R T BERNEEERRE AR M LR EBIR I, (RRFREBIK
EB CREMERITERASEIS] ! XN TR SFE, SERARE—RE! A8
Kt 2P g ? HSIp AR 2 E T T E— L BIRFRIARN, HEHFENBIFRAIN
WANEN GEFMUREME) BEHEHN—FHE! B XHkii, REEBSH
S5FEHEHBRNEE NSNS HE, AR AE.

B K38 AT LA 53 Jo W 1B A8 5 AR LB 3R A4 B KA« B 1B AR T R I EF AN
ENAEY, XEEGHAEARNRMERZEETZRBESBERNZIRNE AE, I
Hitb A BENIEEER. FRARMAIEARIEINEEMS, EitHediEaysR=Ett.
ETHRERAIER? BRBHRNZNETERKICHIN !  EEHAERSHEER
RpME LT —ER MG R AHED , B0 Netfilter 5 TCP Wrappers #BATLAFR
AR B AR

TRELS, RIEFAIERERRRIPEANINE R Z R HITHL ! AT NET
FEAENE Linux REARSEBAVEARAIERITIEE, BHZ Netfilter o ZF TCP
Wrappers BRAARMENET/\EANRRGERFEDRIT, RINXELLFHHMER
HO/ 48 !

Oo. 1.1 Finz sk MEEEET

BATFAZSETEZENEIENSB Netfilter XFE I ERARE AIENF], FILLMLE
EMEENFZHE5NENBRIEZIEEEFE, SEMNENOES, IP MiEARESR
%, YEE—ENEMAIT. 1FRIEZEME—T MAC, IP, ICMP, TCP, UDP FiiH
RIHIBHTIAIR, LK Network/Netmask HYZEZ{AMIE, (CIDR) HikZE.

HoN, BIR Netfilter HIHITTLUED iptables HHSHIFAREITANMHFS
g, PEEFEBRFIA shell script KRR TIRE CHIB AIEHHIELE LT,
AT RAMEHEF SC A BTSN,  ATRULIRAIRT A SN LB B — = o
FRABEIRITIE T RER TR AR AT, RERATLSERIEIEXNEIET

242IA1R Shell ALK Shell script;
BARIEEE - EMEEMNAS;
BLEIEETELEANRNERZENNE;
BREETE/\ERHENAS, TREZNRHAETS;
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http://linux.vbird.org/linux_server/0250simple_firewall.php#reference
http://phorum.vbird.org/viewtopic.php?p=114475
http://linux.vbird.org/linux_basic/0560daemons.php#tcp_wrappers
http://linux.vbird.org/linux_server/0110network_basic.php
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_link_mac
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_network_head
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_network_icmp
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_transfer_tcp
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_transfer_udp
http://linux.vbird.org/linux_server/0110network_basic.php#tcpip_network_netmask
http://linux.vbird.org/linux_basic/0320bash.php
http://linux.vbird.org/linux_basic/0340bashshell-scripts.php
http://linux.vbird.org/linux_server/0110network_basic.php
http://linux.vbird.org/linux_server/0210network-secure.php
http://linux.vbird.org/linux_server/0230router.php

. RIFAEHEDENU LA NBBIEMEIME, U5 MR AE;
. AR KRR Linux EAEFEMKEEMF, ATUHTZ M,
FHE2E NAT ARSSES;

0o 1.2 HmEZR A

FEMTELENE 7.1-1 AULIM, HEENFNE, 2@EHAE, BEH
BEHERF. SELinux SXHR%S. UEAL, MRRHERSE (1) BEXATHEM
AR[IERS; 2 EERENRANAAREDREERMORS; O DIRRER
LEEMBTENIE; @) BEUBEAPRGRIFOMNE. REREIR. PAR
MAGEIRLEEMARET ! EFERRHAE? BRI RES!

Pid, EEMEHRIRELRM, M Linux ENELAER—NMERMNER, BAE
WR—ROREFA TR AN RGMNRES, ENRRBMEEN T —MWEARS, WRIRER
EHIZARSHEREE, MAZRBZIAEFTXAE Internet i, AL T !
AZRSF AT UARFERMABANRN RS, BAEREEK?

FRARS, By KISREMEMHAlR? B AR ARITIRER R A BN IR [ BRI LLAR S5O R R
FKig) ! =Gk (1) IRATABRBISCAHERIARSS (FTP) RETFEHARIEN A REBE
H, MAKEA Internet T (2) IRATLABRHBIZERR Linux EHURXATLUERZZR iR
HY Www 25k, HApRRSZEXE; Q) (REF ABRFIEIBEHN N GEETNITINERA . &
ki, EAETFEMEMNENLZENKIAFEIRT (TCP FHEHJ SYN flag) B
TUREEFS. JEREHREZHIPNIEINEET !

FRASEHAA, BAEREZNESHEENKILE

. PIENEE QFig) SAHIEE @ Internet) BIMIES ;
. XD HEATEE Internet HIARSZ SN IRIPHIIRSS ;
. DHTHAEZ SAUEZHEHERTE;

LPAME, DB Linux BY iptables BB AT LA TEEBEARANAY NAT
(Network Address Translation) HI%E, HHITEMMA IP FHEARINEE, T,
SFEBE—EHHMGAERYRE, HREBRNESTEELEEMBZMMET ! T, RELE
EfFAER? IBit b, HRFE! MARVAEZENE [RHNRSEHERIESREETE
RiP ], HMNFEZFRIPRSKIZEFMEAFMMIB! KTHIERIK—RK, AE
Linux ESLE ARG NGB BGHiLL ?

‘39. 1.3 Linux &% EfrAERIEESH
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AL, KBEHMEEIRSERE, AT AIEX 5 AR R S5 B —E A
FE. ER—HNENEERE, FTEMARAIEEIETIERN Netfilter SKIER
FHEIEFAERSTHTEY TCP Wrappers Ff. HUUXBRMEGAIEMS, BHTIE3ERR
NIBH R HIERRAEAE, BELRAIRERFTENSHEILIER Netfilter SFIAK
1BARS5EE (proxy server) FHITHEENRIENAXT.

Netfilter CEJE13EEHHI

FriBRE eLidiE, TFEIR AT AEHAIMETE, B BERIFRLBIRIE T kit
1T, LUREZBMLABITHIRENNE. BATFX#HARTUEESHEHE
FLHE, FTLAGIERE it (MAC), ZXfitbtik (IP), TCP, UDP, ICMP HIE
BE 2EB AT AT IE AR ThRE, EAIRIERENS 2. HIFESMIR
0S| EEWMNE 2, 3, 4 ZHD

£ Linux EFEHFNERAZOHER Netfilter XAHLEI, T Netfilter 12
T iptables XN RAEAR AIEE ST ERNTES. BT Netfilter 240
NEThEE, FtHNEEENS! FEEEET— Hx'J BB AR ETR !
Netfilter FIF—LFETEMMINEE, REXHTLAEZRATUEK, 4
EREEFIR, LUABIRIPENBERE!

TCP Wrappers (F2FiITE)

F—REHEHANNGE, AETRSHFEFEIIME (tepd) RAEH! 53
BAITEAERNRE, XMHFIEEROMEMEEFHITER, REELTHNE
DINZIR SR IEFEREBENL, EAREHI. HTEEREISTREFIZRF
kiEE, FItERERIEO X, RS5IEFNBTRAER. Z56)5KiR, Fl1EE FTP
AILABEHTEIEIEMAY port 21 FHATHENT, HHRIEL Linux AIERY TCP wrappers
PR&I FTP B, ABARIREZNE FTP AIEKHRFR (vsftpd) , REXTAEIRS,
NAE FTP BEIEMMED, BSHIZHNEIER,

Proxy ({XIBARSS2S)

HERERSFE—MMERS, A [RE] BPFER, MRAEITERS
RIS HEXIER . RARBRKTXERE:
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Proxy Server Client
9.1-1, Proxy Server HIZ{ERIEE

L EERA, & Client WHBZERFI{E Internet BRIF Google HIIIERT,
RSB RENRIER X

1. client =@ proxy server EKHEIE, 1F proxy HITALIE;

2. proxy AT HAEMER IP RERERZE? ERAEBVEEXMN
Google MBBEFAE? MBXA ol ient MERMEELE, B4
proxy SRS EFNAIEIT client HIfE Google ERSEH;

3. Google FREIEHIMIERILL proxy server HNE, FfLA Google AR
FE FEEZZE proxy server By IP IF;

4 Bf5 proxy 1§ Google EIfEHIEIIEXL client.

XHEETHTIE? &, client FHFXREEIEEL Internet , FRLAESEZKER Y (5
B, 4HRZF Proxy 5 Client AJLABKHLELATLAT ! LR client EELRFEE
#i78 public IP FE! MYBAEELT client imRIENET, BFRIEMEEBIAKE
Proxy server , BNEZTES client BXHLAYM!

FI, —M proxy EHBENFFI port 80, 21, 20 ZF Www 5 FTP AUIBO™
B, MEABE Proxy MIRAERBR LA, ELrUEENEREBIEMNERNL
STINEERANL ! iEFREY LAN THEZR2W! AT —R B MEIFERDOS AR
%28, EAPHEHIXRE proxy server BIRE, BXBIEFTUESE—T
F+EE squid GE1) XNMREHEMZE google —TIE!

B9 1.4 prasE—BMEHE TS

HETEA RS S, REIZA AT BREI—HE, B2 AIERR T "L TR

SEHEIARSERAERAREREN ] 25, TR MRFRAIREEEN] . BRZEU, B
KIEFR T AT ARG & AR Z IS, el AT LASRIRFE S F A8 E M FE LU B A s
MRS E B,  XMARIXTABAENENRZE M E—EREENFRIFERTE! K
TEAVERR—K B orE LRI K iS5 W& BCERE -

net.giang@hotmail.com


http://linux.vbird.org/linux_server/0420squid.php
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B—iE, RE—HEHER:

B KIEER T RILAMEA Linux ARHBIEARBGIR N, BRI AZRIGERRHeE L@
UEEENERENENFaHE. FHit, EXXNBAELELBEELVEES
AN EO, FRIEEMNAIBSAFEER Internet 37, FTLARTA A& E
RN £E 1 O RORG KSR ! B 2R IMENREITIE 9. 1-2 FiR.

ZE 9.1-2 i, ATHAERREAMEMNEHBH LT HIERHS L,
XA AR AR E SR EREBEMENNRERE, MARIEER
XEBRGAIEEN, BMATUREZEZGHIERE Internet BT R ELIRISIRAN.
REEE—MENREEBEREN LAN EEAY PC, RXIFHIM.

IR IIEES BRI S E R AIE, TREEA MRS Linux BIAIE
FERGEFEAMRIERSE, LE PR NEE EREFTRE W RS ETE,
AR BT R IR BB G AWIEE, PR ELRBMERAEE
FARESEEE LW W RS, (REEHE! [FEIN! MBER NS
EEMERI WRTC ARB IR, AR R R R TION . XAt
REORSE:

o A ARAIINIEER ST, AR S4EIP7ERIERA] AFF AR PR K !

o RIS ETLEXT Linux B5AEEENSRHE$AENE] !

o SHINREHIZE] Linux BFARIEEN, BT TRERAILUEZI AW R
e={UsEiall

domain domain

EooC \
S
ol L

Firewall/Router

MELER S (LAN)

& 9.1-2, B—MiE, XE— ) EHIZHOFERERE
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REBMERIREMESHTM, TR KETIFFH:

—MRRIE, FANBIBIAIEN T LAN BB & EMAREMRTE, ERRRIE
o LAN BR! FTIREEMEZ—B! A, SERINANRAZERFERX
H—NMEERRE! ERETEFREREEREIARRITEINAFEHZE LR
WAL, BRERERMAITNS [BHIF! | ELSRMERHTREIIN KGR
MABHNKRE (BICAREM) EIZB L BPEBAY T LM 4 M0 AT B A
BHEERER

WA ! L, SRR EHHNEEZNBIIFEERENRIPMEIFE, B2 LAN
BEERBME—IMHAE, BREFETE, BLABSRULRNEZREREEEN
RIFIE! BOMEMB LG TERT.

Private

~ 3] -5
- Public

. ;OOOOi_
> domain

domain

4

Linux
Firewall/Router

Linux
Firewall/Router

Z{RaE1 LAN

9.1-3, AMMEEEFTEERERT MBI AE

R A IER A EZRIE MR AR 525 £ 4L

AE—HMEHBENEE, B EFRENERSZHRSSHER IS, X8
2175002 INTEFR, Web, Mail 5 FTP #EIEZFHAIEZER Internet
EmE, R, JEKTXPAZRENZE Internet LAY Public IP E3E—4ERY!
(XM BENSEAEZRTH NAT RESF[HHMERRAEE) . REBERHAN
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BHEHESE, 1§ W BRI EEIEE] Web EH1, 1% Mail X4 Mail
Server XA IBME (Eid port BIAN[EREEIE) -

¥, BAMEEENE Internet EEEZIAY 1P #4ERE, ER2FEX EAZMER
AREMEN, MYBWEEBEENFRW FTP £HEF T, EASHOAE
RHWHEN, HLZ [BFAE] B—, EFEERERNIBHEN, B
e REB R TN AVISE (REORG K iE, BNFREENRIRAIAEBIENLLE !

A, BTENMEEMRIBRAIEDE], ARRMLEINRLERTE (FlansELiE
REFRFESHDEN. WAXTRERESEABENEPRTEFFLN)

BASEMBIMERSZFHNERTESIEN. XA ERELRAR LT,
EAxhxLeddl ki, MEEHNERRREERENRSZZREELN!

i, XFHRETHITEREMBE S port BI5%E, MAEFRIBHIMEIZ
LS, WUEBHENENA@BIREI AR MTEHEKXRR, BRELE—E
FME, LSBIENMATNKEBYUHFXLHY, ERFURELE 2 EHERITXMEE
@ !

T
%

Private
domain

Linux
Firewall/Router Linux
Firewall/Router

f
¥

e

Mlail WOW W
JEEHFE (DMZ)

& 9.1-4, ZEgERMIEEIHNMERSEZFEREE

BEG EENRES, HMERS[IEIHMEERNB AP BRI, TR
ZHAFERRXIE (OM2) . DMZ BB HIMANFEIRTE 2R, ELERIFARS SRR
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HY

7 N

2
3

5, L Internet 5 LAN #EREITR, Mt—RFALRMFZFALE, BE
= LAN HWIBEES, F—1MXRIERTTH TR !

B9 1.5 posBmERRS)

METEBZHH, ZNELMEITHEIEXBAIEEZESH 051 EEHYZEF
. 3, 4 B, BRAAMLEAYIE, Linux BY Netfilter HLHIZIERATLUMLEH A EIFR?
AT T TIEEESR:

$E4EiLE Internet BIETELHAENARE L IFO O
XANROZAME T BB ! BIanfRAY port 21 X/ FTP #HXAUEO, BHREEFH
LAEMERNE, BAH Internet REVETEBEHNIREY port 21 B, FLH
LUz R e EE ! BAFTITT SRz e R85 0 0 S0 !

RIS SRIR 1P FUE BN
BIARRER AR 1P EEHEREWEITANEN, BLARERBZ 1P 1Y
HEHE, B EF! IEUTLUAREMINREY !

LI B R LAFIRIENR (flag) HIFEFHAN
REEENMETH SN WENBVAERT! RE—KLIW, IZIZ! (KA
LUEZE B EFT!

SRR (MAC) SRREFKISE
MRRNEEMEEE AL BISENERX AEGLLRSEIMNEII H S FaT,
MRRER 1P RIWHMbFEAMERNR, MEEMESRIER— IP REFT,
EHER—NWIBAR ! EHFTRERBIA~EAN? ZXFR, HATTLEHiME
HIPRLERAE LA ! FA MAC RIFEMLE R EER, FILURRZESHEZE
RAERFEARN MAC /G, ATLAFIAR AIEE1Z MAC $Hi{E, M ! pRiEfMbaETE—
BRI KR REVSETE MAC, T[Nk (P 225 HEIM!

B Netfilter FAEEZXTUHMEIXAZHER, Td, ERARZFRHR

PEIBL Netfilter RFTEMIE! 4? REMMBZEETREM! RN R
WETHAEZRIFNRER—ERE? BAERATLURGIEANZIDRT ST
MeMESH, T, REFRAT, tHTERFERNIMNE—ERRREE. /L1
BlFRIK—IK -

B KiEH N BERBMNREREIADIERF
RIIREEFMT W B9ARSS, ARARES wiw EH B, B AIE—EBER
WWW AR S5E) port FFHK4E Client ImBEANAITIE! BRIREY WWW EHIRE T F
TRERAME! i, REANFRNENNHSZZK WW HHTE/, mA
LUBE RERE K SE. ABEF T, [A—RE W RRBZF|REERE, SEASE
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fRER W ARSSENIZF ERMEREBEVVNRIN RS ) B, REBAETZE—R
SERREBN!  FARKRERNRN R Z S LM EZ.

. B ki FRBEMNER LAN MER &S
—MRRE, FAIXT LAN EEMENERBTARAERRE, BRREIE
o LAN B0, FRASARMIEEAEEMNL T ! TiF, LAN BEEREF AL
K am, BRMEINIAZHEERBAR, EIMMNMEBAER! PTARELR M
BT . XANEHMRRIERS, EAIESTRBHANREBRELRD, X
A ZEANER 5 T T M4 A 5m A RS 5.

ErAMiL, EREZEEENE 7.1-1 MIRBEEE, Pth—TRzER, RS
8, ERAY Linux EHSEH ENZ 7], TR2EEL:

. KA R EHBRS ;
. FERILA I REB R EN;
. IR AR R 2 RIHF R A IE—

HtAXWME LR B ELEARNZZEEREF—EEALEMBESNEE
!

69. 2 TCP Wrappers

HEFNEBZ AT, FMNERIT— BRI AENH], FBFIE TCP Wrappers XIT
/L. WERTEGEH, TCPwrappers BiETEFIHEEHHEMNIEFLER, REDH
B IP, BERESEEWNIT. LMLFEFZ I TCP wrappers HITHAEE? XA
TCP wrappers MIZIMAIZE? FA1X BB BEAIRIRIE! (XMNMNFHREEEMN BT
TCP wrappers , B HEXINGEIBESEREMFIRNET/\EARE! )

B9 2.1 WemsELE

WE T, TCP wrappers FimiEId /etc/hosts. allow, /etc/hosts.deny XA
= NEREEN— LB ASERIHLE],  (BEHIEFRBRIREE AT LUE T X M Rk
1#E, RAERTHREGFEBELXAEMERREER SR, 772:

. Bl super daemon (xinetd) FTEIERIARSS;
. BEXIE libwrap. so RRHIRS.
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Z2H xinetd EIRMIARSZITIFIEME, FLRACEXHTE /etc/xinetd. d/ EHEAIARSS
T xinetd FAEIRRIM! HBAMHLEBELIF libwrap. so HRERIE? FiLFAIRKH*IT
JETHBIRR, REERE SRV

151 35 -

HELRRHNAREBRBRE xinetd , BERBIBERE. RETER, BEH
xinetd EIBAYARSS B ML ?

o,

= -

[root@www ~1# yum install xinetd

Setting up Install Process

Package 2:xinetd—2.3.14-29.el6.x86 64 already installed and latest
version

Nothing to do

# BEEPETR, EL2RME xinetd ! T, BEELERET!

# FETEIXE xinetd FREIRAYARSEE!

[root@www ~]# chkconfig xinetd on  <==EE4til xinetd on FABEFZIK

THY

[root@www ~]# chkconfig —Iist

... (ATEE). ...

xinetd based services:
chargen—dgram:
chargen—stream:

... (REEE). ...
rsync: EETR—ISESe s A X TR LR ERE
tcpmux—server:
telnet:

PRGBS RS IE xinetd FIEIRMIPRSEINE ! FIREIARS 2 By AIEG
S1%E, ERILUEIL TCP wrappers REIRRJIE!

151 33 -

1508), rsyslogd, sshd, xinetd, httpd (FiZBRFZAHFE, BEEITRERMY ,
XUNMEFBREZIF top wrappers BIIEIHINEE?

%
HTX#F tcp wrappers FIBRZWLER S libwrap X—NEIRSERANE, FEILER]
LAER Idd SR EZARSZENAT. EEmERARA:
[root@www ~1# ldd $ (which rsyslogd sshd xinetd httpd)

# INARNT LR ENSSRAERLRER, NEEERBES.

# ATLLUEE R TR AR IEE R !

[root@www ~]# for name in rsyslogd sshd xinetd httpd; do echo $name:
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> Idd $(which $name) | grep libwrap; done
rsyslogd
sshd

libwrap. so.0 => /1ib64/1ibwrap. so. 0 (0x00007fb41d3c9000)
xinetd

libwrap. so.0 => /1ib64/|ibwrap. so. 0 (0x00007f6314821000)
httpd

FIRME RS, EiZEZETERIN libwrap By, REBBHRINZEBRE, A BXH
tcp wrappers. FfLA, sshd, xinetd X #F, B2 rsyslogd, httpd XFEEZIZF
MAZHE, iR, httpd 5 rsyslogd FEETS{ER /etc/hosts. {al low|deny}
SRFATRE AIBHHI AT E

<}9.2.2 /etc/hosts. {al low|deny} BUREFT

ARIAATIE T X A AME R RIRIE B RIRERY 1P KRR ? XA MARMIEEE—H, R
&) B2AY :

<{service (program_name)> : <IP, domain, hostname>

<BRE  (FRAIEFEIR> : <IP Hud SHEHZ>

# B3y > < ETNBETEREXHHNIE!

FAVFER KRR ER R BINFHY, XA MERSRANBIRFRERERRE? EX
ERXHFRY:

5 SeLl /etc/hosts. al low AMMFCEEXT, ZHNFFE B LAKIT;
5 BLL /etc/hosts. deny EEXT, MMTFETLFLAIEY;
. EAEXEMEIRAN, TFEIARUEBARTE, =&MFUARIT.

FHAIZE rsync XA xinetd EIRRIARSKHITIRAF T, 1BSE K NRIFIRIT:

151 33 -

SEFRARHE) 127.0.0. 1 AJLUHITIEMANIARS, AR, LXK
(192.168.1.0/24) BILUER rsync , EIRF 10.0.0. 100 HEEREFER rsync , {BH
IR A 2 IFEER rsync BE.

Z.

BAVSELFIE rsync HIIRSZ BB AN, EA tep wrappers EELE
ARSFEIEZ R EIEN. HFEAIWE rsync WELEXHRT, AILALI:
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[root@www ~]# cat /etc/xinetd.d/rsync
service rsync

{

disable = yes
flags

socket type
wait

IPvé

stream

no

root

/usr/bin/rsync  <==f£Z A rsync
server_args ——daemon

log on_failure += USERID

user
server

EHEFFRNFEESHE rsync B! Eit, HIIRIZEXEEEEN:

[root@www ~]# vim /etc/hosts. al low
ALL: 127.0.0.1 (=X AN EERRIIR SZEES !
rsync: 192.168.1.0/255.255.255.0 10.0.0.100

[root@www ~]# vim /etc/hosts. deny
rsync: ALL

FTEMGEBILANES, Bk, tcpwrappers IBif EARTHF 192.168.1.0/24 X
BT bit BERENHIMNE, H%#F netmask HIHMEERARX. B, WREL
Mg ERE—KIE, JLUEETEHRERM. MREBESRZITR? LATUN! %
SJLIT T kshd: IP ] AR AILL, AAEFRERIBEFAE—ITH! ER tep
wrappers t2—5&— AN Eb 330 !

AL, RAEEMXLKIREIA ! FEABKIBIRINZ], FRNBBERRKRT

TERHY Netfilter AYMLEISRIILT R . ALIATERZFIERITIT iptables FHEILIE
B K AEE !

‘69.3 Linux B9ETELIZEEREE: iptables
FHERTXALZ, TELRHFEREE THRAIPHTAERMT XM ! B tAFENR

MERAEFHIEARER . F T, BARTIAVLE TR LIRIE—HE, ABRIFAIN 2.6 hR
XA Linux #0BI R 2% 0 TREREI TR AR E ?
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09,31 FE Linux BbBiABES KIS

Linux BIBTAKIEAMTATIRER A4F? XREAMASHEH Linux #OFriRHE,
MTEEZIORLTE, EHEESEF! TF, TR OMRAETER IR K IEER
RN E i 0 3 FrRI R K 23 AR T Sk B 5 !

Version 2.0: {EM ipfwadm XAFFAEHE;

Version 2.2: {EARIZE ipchains X/NFALEHLE];

. Version 2.4 5 2.6 : ETEZEM iptables XAFHAENE, THEX
LE BB HAM) Version 2.4 hRAHY distributions &, JREIFI X ipchains (48

FERARR) , FLAPMARLUERRE 2.2 HRBY ipchains BIBHAIEIK

i, AENFE 2.4 U EMEBORAER ipchains !

E AT ERZ O ER BB XIEIHIARE, Bt SS5iEEt T EE, Pt

£ Linux ENGERFRESHMAERMET, ZFEM, A uname —r BE—T
REVZIDER AT R ! IRIRERE 2004 FLUSHELR distributions , APRAIARE
LT, EAXLE distributions JLFEMER kernel 2.6 RRRIFZ O ~ 7

O 3 2 st me: MUIRFNESM

AIENLNNTEERN—EIRS: [BAERN ], B! 2R Fi
iptables EF|AHEEIEANSG, IS IHHEANRELBIE. RF\EFABIESE
X TR ] KREZHOEEFWUHEAENHERZRKET. ETRER: [RE\EH
BHSER " RIMAEXHRANAE, BFHEHESHUNASHEEMEITH

5, BB T—FANEERT! | ESERA TEEXSHHFRF] £.

EANEAGF, RIREMALEEN 10 FHAERNLEF T, BAZ Internet KT
—MHEBEHRAZNEN, BAIERWMEASTXNEHEHE? TR THE

RRIGARLFT :
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A

. CHIP packs W ACCEPT D

| Rulc 01 I—‘i u»—h{ Action 1 |

I
Mo
¥

|
|
|
|
|
|
|
|
| Rule 02 v Action2 | :
|

|

| ............ I_\,_-,,_’.| | :
|

|

|

|

|

|

|

|

|

|

|

| Rule 10 —Yes—p|  Action10 |

B 9.3-1. HETEAIMMENER I RIE

H— I MEHEEHNEIEN B, SHKEH NetFilter HITIRE, BHME
iptables BN T . #ZE@INFES (ACCEPT) HANAKRHEEEZIE, MREERIE T,
NeTgEFLAEF (OROP) ! FEFPFEMEMESHR: [MUEBIRFE] ! Fian
LMEEEFHN Rule 1 BIEERTET, MREETLERTFS Rule 1, IWEHXAPMMEEE
MEBHIT Action 1 HIENE, MASIELFER Rule2, Rule3.... FHNMDT .

MAMRZNHEBHAFE Rule 1 BIEEXT, ABFLS#HAN Rule 2 BOEEXS T ! ntt—
D= EHITEENRRET . BUREABHMNEAFEEN? RSB TR
ME EFBHEIKR, Policy) RAEXNEHEAIEME. FrLAMI, ZHIREIFMIGFHESIE
=i, MEFERTENERT. BAalR? iLHRNBRRTXNHIF:

BRIRIREY Linux EAURET wiw 9BRSS, MABRRKESST port 80 KEMIE
ErEaHN, BERELIM IP KiFEA 192.168.100. 100 FEEEZHZ=IXNEHRHE
%, FLURIBERZ IP $EEER, &5, FIB/EE W WHESMAMRES, mX=
AR, PRELANATIS TE B ARS8 5 AR ?

1, Rule 1 %334 192.168.100.100 ;
2. Rule 2 BiFER www BREHIE €8T ;
3. Rule 3 FFrBENEHBER.

net.giang@hotmail.com



X RV HEFIIR P L RE R & 1R

1. Rule 1 $EibZEsk wWww BRZ B9 EIBIT;

2. Rule 2 F#E#Y 192.168.100. 100 ;
3. Rule 3 ¥ BEMEHEER.

9K, T, —fRAIMFHET, A

tEEF, ABAS 192.168.100.100 [ AJLAERREY WW ARSS ] WE ! REMITIREIEM
EH www ZEkEE, SATLUERMRE W IheE T, EARMNIRRFEX E—FRES

BT, MAEZESE LN XERT IR ANIRFENENY 7!
AR Rule 1 TR T MNEMAMNFEEF] , Rule 2 AI&E [www fRZEHEE
B, iEml, A client ATLUERFAT Www ARSSAZ? AofAnf !

—48

Y]

A A

g7

69. 3.3 iptables HYFIE (table) 5%% (chain)

BERE

MAEHRE

[&~]8&7

FExE, BME 9.3-1 FFILMMNIRZE iptables RZBFTIGHFI— 5

(chain) M2,
g ?
wS5HN,

-

-,

h r.A',l’J

HAREEIR? XIS iptables MIBHRPE. J9HHATRA ip"tables”
BN AR EEAS MR (table) , BAFMEE X B HBAR
BSA FHRNARETER. RITTUER R TXKERHTR—T

=" T—— BRI At
-7 T~ L MR
[_--: ____________________________ =
I | Filter (S :
| Mangle (SLEETHTE |
| Chain: INPLIT angle ( ) |
I |Palicy Chain: PREROUTING [
| Fule 1 Policy |
Lol NAT (E{#mNEH) Bule | [
| o outpor | |Cain: PREROUTING | | :
: Palicy Policy Chain: OUTPLT |
1 |Rule Rule | Policy |
| Rule | |
I |Chain: FORWARD | [(hain: OUTPUT :
| Policy Policy
I Rule 1 Rule | :
e i (options) |
[ Chain: POSTROUTING | 5577 g |
| Policy Policy |
Policy |
I Rule | Rule |
I l
I [
I [

-

9.3-2, iptables WIRIESHEXETEE
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MINIE 9.3-1 WANMAZNEERE 9.3-2 AHEAN chain ME! MAUZAIIER
T, MBfi] Linux BY iptables ZOFMB=NFIE, SFEEFEAVHLH filter \ B
BRmEN EFAIERTBEEMETEN) B nat  EIBFHREIRERA mangle D
R . EEEE, RIEAUBEXFIIMER! BERRHEFE! SRS HS
R RIE 7 A B XY :

. filter GFiERR): FERFHFN Linux AUHHFHEERE, XNMETIEH
table IE!
o INPUT: EZSBEHAFKA] Linux AHHIFHEBEX;
o OUTPUT: FZE5IHAT Linux AHFIEZEHHFHEEX;
o FORWARD: XAMIEIRE Linux ARHLLBUIRBXER, el [iEiEE
8] BFRiENITEN S, 5T%) nat table XIS .

. nat (ihilt3EHe) . 2 Network Address Translation HIHES, XPFRIEE
EHE#HITRESHK IP 3¢ port BI3EHR, 5 Linux AR Ex, £ES5
Linux EHERIEIEMEAITEHIREHEX,

o PREROUT ING: FEFE1TEEERFI BT < B B Z i1 TR AL NI (DNAT/RED IRECT)
o POSTROUTING: ZEF1TEEERFIET 2 fF Fr E i1 TROFL N
(SNAT/MASQUERADE)

o OUTPUT: 5XiEHEHFHEEX

- mangle (AEIFE) : IPNRBEZEZSHFHNTTOMNIEHEREGX, FHIX
& PREROUTING Az OUTPUT #%, AiTM kernel 2.4.18 ZJFMANT INPUT K
FORWARD $%. HTXNRIGSHFEREXMEES, FLUGIBIIXFHERMSGEHIR
B, BAMER mangle XPRE.

FRAYE, FNSRIREY Linux BIEA wew BRSS, BAEFBEFLHITRE www ZR
BN, SHEBELIE filter BY INPUT §&; MINREE Linux 2IEAHBBMSKEIE
FHEE, ABARBES nat BB MEELIR filter AY FORWARD $541T. 2, H
IENRIBHEEZ BREXEN! BRENXRATUBETEXAA:
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filver mangle
i FR Pl b

INPUT OUTPUT

nat

mangle

LR

INPLT {}

filter

A

OUTPUT

mangle filter { }

FORWARD FORWARD
mangle
I—r\
ot POSTROUTING
PREROUTING ‘J\}
T &
POSTROUTIMNG
mangle
PREROUTIMNG

9.3-3, iptables NEZRESHERIHERXM

EFEHERRERE! MEERERKIBRTLIEL R, I8 iptables AJLUEH

=MEERRRE:

HEHN Linux THEREE BR A : ERHFEEHREZME Linux
FNMERBIENIIE, TEMSIET filter BY INPUT $ESRFHITIRE;

HELH Linux EVRER, SEFRAEVIER, MEEEmREVRSD (8§
£ B): ERHBEIIEZATHITHERLMEITELE, ZIBHEFEREET
fr ks AR, WETHEMSIEEKE B kiflzh. e, ZHanB8ix
HIAEFATEY Linux KHl. EEZHRIER filter B FORWARD LAK nat BY
POSTROUTING, PREROUTING. X2 B MEHEARBFERIEFR, RISEAREN
9.5 INTIRIRAFIENERMNA.

HEH Linux A&LZEEE BBRF O fHlinmNEFIHHER, IER
Linux A#HLEZNEHRIEE, BRELERE C KB, LRELREFIE, R
ETHHMEERE, BB filter A OUTPUT HERMEZER! LR, REATRES
3¢ nat A9 POSTROUTING ##.
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Tips:

BRARIEM [ BEyIRL 7 EARGRTEN, FLS 7 LN
WEAFRE! Bk, EAOHOFEHAE, 2nnHesR {0y Jes
BB EFIN A RET LS AW T HRT? Y,

HT mangle XPNHRIBRLHEH, MRFE 9.3-3 B9 mangle EHRIE, PBHES
BENET:

fillter Linux nat
ae v o e [

INPUT IR E OUTPUT
o filter filter
BEHH >

FORWARD OUTPUT
nat
nat

POSTROUTING

PEEROUTIMNG

9.3-4. iptables AZERFRIESHEAIHEIM (EE)

BEHE 9.3-4 REATUERNMN T HRE], EXEERNKRERFESIZE filter
XANRIEAR INPUT 5 OUTPUT XK HE, WNRIRAY iptables R RFAFRIRIF Linux
FNAKREHNE, AP nat FIMNIBRAKMATER M, HIEZERFMENT,

i, wRREIR AMIEESE E2ARES] LAN AREMENANE, AR
EHEXS filter B9 FORWARD iX2%$%, i nat BJ PREROUTING, POSTROUTING LA
OUTPUT #HITERSMNIAMNIITE A 1T, nat FTIGHIFEREERBMBIERBEB ST EBIZE
iF, BINEHFEAEGN ! RERMELET—IIHEMAEMN nat ThEE [ IP HZEERITHEE ]
MEFT! T XBBENERENHRE /DTSN RBRIM!

69. 3.4 K¥H iptables iBE

it b, SHIRRELY Linux 2/, RENIZREIFNBREHN—EERIE A E
AMUNAZ, AIERXNRFHAETENZHRNEEZNER, BBRNFZHINAIT—
L2TRITH. A, AFEHITRTHEIZE, EEXEAIMREZNERES
M—T. BA iptables MIELSHMBZHAAITILIRAIRIEMENE, AL, BAE
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EEEEN _ERITRHAENES], FARRETRE—TNMOBESXERI TN RE
EXRHBTEEAN ttyl-tty6 KRigtlifITES), BNEESEZEERN! SRR
7EIT iptables B, MBERARNNMOHANIEERE IR, SHETEBTENRLAREITE
EE. ..

MIKIFEZIIE{]AY iptables ZE/LBH=/"FIIXA table (filter, nat, mangle), %
FHBOERIE filter T, XBRHANFTEH. Z—MIZBHENAE nat T,
ZT mangle BPER, IUAXNMNEBTENHATSITIL mangle. ATAERY table fi
IEELR—, SHERNESIBERZHPHERER. EXMNMNTHH, Hi1E
BG4I filter XPMBRIARBI=ELERMNB. KTRRIT—IE!

Tips:

PSR ETEFERANME iptables XMESTE. MBHAKE ~ ™~
RAGEEANTEERSz—, ANTRZHEZWAELSNA, Eit ’f:’ f \:‘
[ Q&L root M iptables |, TR EFRZINERGMIEM

Mz ! = A

O 3 41 mNEMESES

IMRIRE R RHFHRIE R R BRI AIERNIE, B4 iptables E—FFIRAIBHRNIZRE
RBRNE, AT, AR ARERRNFHEIMEIRE RS B IRE IR AIEHLH,
BAGASBRARB BRI T ! TR, A5 RERBRIAHN ARG K ERN
= anfarg !

[root@www ~]# iptables [-t tables] [-L] [-nv]

RIS 5.

-t : [GHE#E table , 0 nat 3 filter , HHEEULINE, MNEREIAR
filter

-L : FILBAEH table BIAM

-n : AT IP 5 HOSTNAME MR ZE, ERAEREESRRS!

-v : JIHEZWES, SFEIZMNMFERAME,. HXMEEOF

Bl FIE filter table =£%HEHVFIN

[root@www ~]# iptables -L —-n

Chain INPUT (policy ACCEPT)  <==%tXt INPUT $, BT BIRAAIES

target prot opt source destination <==1iRB#=

ACCEPT all — 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
<==%8 1 &N

ACCEPT icmp — 0.0.0.0/0 0.0.0.0/0
<==%8 2 &N

ACCEPT all — 0.0.0.0/0 0.0.0.0/0
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=58 3 &M

ACCEPT tcp — 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
==LA T 33

REJECT all — 0.0.0.0/0 0.0.0.0/0 reject—with
icmp—host—prohibited

Chain FORWARD (policy ACCEPT) <==%t%f FORWARD %%, BB AAIHE

target prot opt source destination
REJECT all — 0.0.0.0/0 0.0.0.0/0 reject—with

icmp—host—prohibited

Chain OUTPUT (policy ACCEPT) <==4t%f OUTPUT 4%, BII&BIRATIES
target prot opt source destination

Bfl: FE nat table =ZHERYIRN

[root@www ~]# iptables -t nat -L —n

Chain PREROUTING (policy AGCEPT)

target prot opt source destination

Chain POSTROUTING (policy AGCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

ELEEh, 88— Chain FLRITHIREIKNENET ~ Chain AP—ITE@IESHY
policy FLETIZMIBIR, FBETH target, prot KR AWE?

. target: RFTIHITHIENME, ACCEPT 24T, ™ REJECT MIZEIELE, LIk,
=% DROP (EF) YA !

. prot: KEMAKIEMY, TEH tep, udp & icmp =FEHEAMKRR;

. opt: ENFIMAYIELN It RA

. source : FRULFMZEIHEAS [3RIE 1P) HEATRRE?

. destination : XFRUILANZE WA [ BFR 1P) FHITIRE?

EiBERD, E—NEAREKEEMLE -t BRI, FFUBRIATE filter XA
FHMEMAHEY INPUT, OUTPUT, FORWARD =& HEpyFRMInE, a%ﬂu‘ﬁm;ﬁﬁ INPUT 5
FORWARD B ZLLEEZREHIRH AERE, MURAIAAMRE—FANEIBR =
REJECT (3E4E) WE! &SR INPUT 5 FORWARD BUBIE 21T (ACCEPT), A HERE—
EZAMNFLE L EEBRIET EERIELE T !

AERXNMESHRUE AR MR URNE, %ﬁilﬂﬁﬁr%ﬁ/l\ﬂﬁ“JAtthT BoE
. ZEHIRNE, FAVF INPUT B9 5 FHNKBMLERKIRA—T, SRSTK:

net.giang@hotmail.com



1. OEE$3EYK7ASH RELATED, ESTABLISHED Fi-F LSS

2. REFHGMINE icmp EEE, FLURIT

3. T fEERIRE (0.0.0.0/0) BEEXFMBHRIFHE, MREAFHEER
(prot A all), BRIBEIES

4. RERRLE port 22 WERNEKA tep HERER
5. ERIMHAIERBEES

REBHIRNIZESR 3 ZFANT, EASHENTEERESTLUIER? REPEZ
BE, BBLRERMNRARASERAWR! ESLAEANZE T ENESBERNA
IEIAMAMLE (o) FOMI'ARZBIEHED, MARINTARBREZIHET ~ BTLL,
kB EERIEIER iptables—save X/ NMESRIMERG AN ! EA
iptables—save RFIHFTEMEGISENN, REHEZEIHRLBEME.

[root@www ~]# iptables—save [-t table]
yrATESE 2§
-t ATLUNETITRLERERME, FIXEIT nat 3 filter HFF

[root@www ~]# iptables—save
# Generated by iptables—save v1.4.7 on Fri Jul 22 15:51:52 2011
*filter <=ESTRRENRERE, XBR filter
- INPUT ACCEPT [0:0] =ESLRENENE, ZFRAERE
:FORWARD ACCEPT [0:0] === KMEFEBIRERZ ACCEPT 1!
:OUTPUT ACCEPT [680:100461]
—A INPUT —m state ——state RELATED, ESTABLISHED —j ACCEPT <==%t%} INPUT
pp L
—-A INPUT -p icmp —j ACCEPT
INPUT —i lo —j ACCEPT <==XHKMREIZE! FHxAHATEOFHK!
INPUT —p tcp —m state ——state NEW —m tcp ——dport 22 —j AGCEPT
INPUT —j REJECT —reject—with icmp—host—prohibited
FORWARD —j REJECT ——reject—with icmp—host—prohibited <==%1tX}
FORWARD H&# I
COMMIT
# Completed on Fri Jul 22 15:51:52 2011

R EEMERE, BREENTEE lo WABFAMESH, [ -i lo JHEAIHEA lo
BEFHRNHE! XFEFNFEST! AABSREONXEN! NMEZER
iptables L -n B! X THEF! i, BRXMAMNFZHRNEEYN, Aizanfle
A ? SEHEIN, SMERANERISET ENFZMMAN ! ABaEERRAN ? X
MRS T

[root@www ~]# iptables [-t tables] [-FXZ]
RS 54

F : ERETEMEIT RN
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X : REFFAERAE "EEX" B chain (RIXHKE tables ) 1B
~Z : EEAK chain MK SHEBSITEHIFIE

efl: EHRRAWBGAGE (filter) HIERBEHN
[root@www ~]# iptables -F
[root@www ~]# iptables —-X
[root@www ~]# iptables -Z

AT X =ML WA KRR R AR E SRR, (BAIT ST TREER (policy)
FTAARIRP RERN TERX =1TIE S, RATGEMFRSWESHEERIII G& INPUT
W EJ DROP ) ! ZE/ il !

—RRRE, FRMNEEFE X AERIEHE, HSFFINE thERRE. EILFHA]
BIERZEIRY, B AOERY THNGE ) REBFHREXE, FTAY, SHRF&BREHN,
RE—F—FRIEESLBE I —mM. KIRFRKE X FZBERIE!

‘39. 3.4-2 EXFEEIR (policy)

ERMNZE, BETRREEREANMBERN! FICSBERIENEMT A2
[ SROFEAEREENRN AR, MZHEMNETEE, 2L Policy HIEE
R, EAN S EMFUEBERF, BigGRTTREHMHNEREEEORE, A filter
MY INPUT $575 T AT LAE M RYEE B = 48— &, T FORWARD 5 OUTPUT TIRTLATT ZEHUAA
—EIBEEEEER INPUT B9 policy EX 5 DROP Hi, HthNNIEX 79 ACCEPT.
ZF nat table MR ES,

[root@www ~]# iptables [-t nat] —P [INPUT, OUTPUT, FORNARD] [ACCEPT, DROP]
IS5 2%
P : EMHEZK(Policy )o FE, XN P AKXEN!
ACCEPT : ZFBIA[#EF
DROP : ZHBEEEFR, ISiL client imFEAMHES

Sefil: FAMAY INPUT ZEH DROP , HMBi&EA ACCEPT
[root@www ~]# iptables —P INPUT  DROP

[root@www ~]# iptables —P OUTPUT ACCEPT

[root@www ~]# iptables —P FORWARD ACCEPT

[root@www ~]# iptables—save

# Generated by iptables—save v1.4.7 on Fri Jul 22 15:56:34 2011
*filter

- INPUT DROP [0:0]

:FORWARD ACCEPT [0:0]
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:OUTPUT ACCEPT [0:0]
COMMIT
# Completed on Fri Jul 22 15:56:34 2011

# BT INPUT i&EJ9 DROP T X isiRAEAAM, FrA EEAMEEERER:
# FTANEAEHIEANRNEN! BTAEMBAERE! (WEKTZNE

EFMEMERTIE? INPUT HIEK TIER! HME nat table = REMTISIE
WEME—#H5, Flan: [ iptables —t nat —P PREROUTING ACCEPT | BRIRE T
nat table HYJ PREROUTING $:AFMEZHER! MEBIRIZETER, RXK—KXTE
A9 E B B At EE 3% B R .

aa&&sﬁ@%%mwﬂ:w,mﬁﬁﬁu%ﬁ

FHIGRFEI TR ASEAN A ET BLEE X% EE ! BEAREHFN, ABATAN M AR EAY
IP, MIEARIED, JREIR 0S| MISB=RikiE, BARIKKEKE (MKF) BIRHEFE.
R—\ N5 T— M HIEER—EEIRE, FAXZHREMAEXIEEE!

[root@www ~]# iptables [-Al $5&] [-io MLIEO] [-p ] \
> [-s 3kiE IP/Ms] [-d B#s IP/MiE] —; [ACCEPT|DROP|REJECT|LOG]
yATESE 2§
-Al R SEXTEASEH TR HAT 3 "2Em”
-A : FEM—EAN, ZHNEMERARN N RER. FIMEXES
BrUEHmn,
fEFA A BRATLAMN B8 58!
=1 FA—FHN . REEIEEMUEINRF, BRARBANTHE—
SR
FlanEARBIEEZHRN, FH -1 WZMNTHE—F, mMEAME

TR 25 5

% . 75 INPUT, OUTPUT, FORWARD %, k8 Z#YNE -io A%, BHEK

T.

—-io MEKIED: BEFHGHEHIZEONSE
-i (FHERFANIBANMEED, HI20 eth0, lo FEO.ES INPUT f%

-o : HEELMAITMEREO, F5 OUTPUT EELE;

-p HiE: &E N ERF I aE8EK
FEMNEHEHEAE: top, udp, icmp X all .
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—s RIE IP/ME: WE MMM Z T BRRIFEDE, AIEEHRL 1P HEHE
psE, fan:
IP: 192.168.0.100
RAiE: 192.168.0.0/24, 192.168.0.0/255.255.255.0 47,
EWeA T A7) B, Wk ! BIA], fign:
-s | 192.168.100.0/24 FRAIF 192.168.100.0/24 ZFHEKIRE;

-d BfF IP/ME: B -s , RNTXBIRNZERE 1P M.

-] : EEENME, TENMEBIES (ACCEPT) . £ (DROP) . $E4 (REJECT)
Kig 3% (LOG)

iptables MIEARSHFME LER, XRKE 1P\ WESKREFFNES, =
F TCP, UDP FE4FARNBED (port number) 5MRZS (2 SYN fEfR) MET/NHFS
WEl. F, FURNREBBSEMEJLOAN, BGIGAFH o XMAHAEOUERE
A 1P SRIFEE !

Sefil: WE lo RAZEENERE, TRIHE o WHBEHTFUES
[root@www ~]# iptables —A INPUT —i lo —j ACCEPT

FRELEHREBIIL -s, -d FFHAN, XFR: TRIFGQKREMAEHERIME,
RERKE lo ZNFE, ATLUER! XMUSHREEN, B [IRBHEENTE,
MFRZMETEEZ] WER! fINXPNEFIZP, XT -s, d .. FFHESHR
BHER, BRARNEHAERSBEIETS.

Xt REFrBRIEEREER ! BRUNRAENEMmIKARMNE R, HPh—ik 23T AR
Mg, RIZIZMEEREAR etht T, WMRAZBMIEIAEER, BaizMFa9H
HifEmBEawIES, BIRatectA: [iptables —A INPUT —i eth1 —j ACCEPT] 3k
BzEEREAEERE. T, TEXMESRIERFIER, FARXREETZNFE
BEMPBETE!

o REEkERAMEY (192.168.100.0/24) BT EIBBEIES
[root@www ~]# iptables —A INPUT —i eth1 —s 192. 168. 100. 0/24 —j ACCEPT
# BTREAMMIES, Ftkta Ui izA [MEEME] %,

Bhl: RERZKRE 192.168.100. 10 FIEF, {H 192.168.100.230 XMNEE
KIEMEF

[root@www ~]# iptables —A INPUT —i eth1 —s 192.168.100.10 —j ACCEPT

[root@www ~]# iptables —A INPUT -i ethl —s 192.168.100.230 —j DROP

# SH3E— IP KR, AMAGEENSEENEENEERIERE!

[root@www ~]# iptables—save

net.giang@hotmail.com



# Generated by iptables—save v1.4.7 on Fri Jul 22 16:00:43 2011
*filter

: INPUT DROP [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [17:1724]

—-A INPUT -i lo —j ACCEPT

—A INPUT 192.168.100.0/24 —i eth1 —j ACCEPT
—-A INPUT 192.168.100.10/32 —-i eth1 —j ACCEPT
—-A INPUT 192.168. 100. 230/32 —i eth1 —j DROP
COMMIT

# Completed on Fri Jul 22 16:00:43 2011

X B B A AR ESUE AN AT, £LEEPRGIH, ELRE
AME|EREEZHN TR LI~ A2 LA FE BRI NRF. BARAEE
BATT 192.168.100.0/24 T, ERUAFABAS 192.168. 100. 230 HIFINIsR A AT a4 FHE !
XFiaa el AEZERN! THERFE? IBizEN? mEHIM! e _e! PunRREED
EENMNPLERELD? ATLUXFEM:

[root@www ~]# iptables —A INPUT —s 192.168.2.200 —j LOG
[root@www ~]# iptables -L —-n

target prot opt source destination
LOG all — 192.168.2.200 0.0.0.0/0 LOG flags O level 4

FIMEERNRAN, SHMWE L6 iE! REFIERE 192.168.2.200 X4 IP
B, MAZEFHBEHHEXEERSHBANIZOINE, TREIR /var/log/messages X4
HMRIH., ARZHESHERITREMINEEXT. BrEAR, LOG XAEIENAERHIT
BEME, HIASEMEXNFHENEMANEET. F7, ETRFENDAKREER
TCP, UDP LA |1CMP 83 A4 EL fth ) il bt % nE !

59. 3.4-4 TCP, UDP HYMMIEEXT: 3RO E

BAEE —EWMEEMIKT IMAR R BB, 7ERXF TCP 5 UDP B, HEER
FERALEAMED (port), £ TP FEMBINEMIBNENHERTS, BRERRE
WH SYN EZNEAHBE RN a3 x mihE G E TR BRI AIRE
We? fRAJIAXHE

[root@www ~1# iptables [-Al %] [-io MI4RIEO] [-p tcp, udp] \

> [-s 3RIE IP/Mg] [——sport IBOFEE] \
> [-d B#xr IP/Mi%] [--dport 32OFEEI] —j [ACCEPT|DROP|REJECT]
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AT 2
——sport IBOSEE: FR&EIREMNHOOSH, wOOSER LARIESR, Flan

1024 :65535
——dport IROSEE: REIBH#FmOOSH.

EXEFRRZ T —sport & ——dport XFENTEIL, ELEMA port LHEHI!
PEIREEFEFIER, ERNE tep 5 udp HEEFED, B IRBEEH ——doort,
——sport B, FEMLE -ptep 8 —pudp MEHASHINE! KTILFHANIRETLAD
1N |

sefil: EERNHFANEN port 21 BIFTEERHEILTR:
[root@www ~]# iptables —A INPUT -i ethO —p tcp ——dport 21 —j DROP

: TEERFIXBEPEHAIMNA (upd port 137,138 tcp port 139, 445) &
[root@www ~]# iptables —A INPUT —i ethO —p udp ——dport 137:138 —j ACCEPT

[root@www ~]# iptables —A INPUT —-i ethO —p tcp ——dport 139 —j ACCEPT
[root@www ~]# iptables —A INPUT —i ethO —p tcp ——dport 445 —j ACCEPT

REV(RETLAFIF UDP 5 TCP 1Y BT3B s O O 5 A% K1 T 5 Lk AR 55 9 FF Al ek < A0E !
{RIRAT LS AN EBIR ! 5l4n: RESkE 192.168.1.0/24 9 1024:65535 B[O A,
BAAERBNBANE ssh port FEFLLHERY, BTLUXPEM:

[root@www ~]# iptables —A INPUT —i ethO —p tcp —s 192.168.1.0/24 \
> —sport 1024:65534 ——dport ssh —j DROP

WMRTZIEMLE —p tep BEMT —dport B, R&EHEREE)RENE?

[root@www ~]# iptables —A INPUT —i ethO ——dport 21 —j DROP

iptables v1.4.7: unknown option ~——dport'
Try “iptables —h' or 'iptables ——help' for more information.

REIZERERETIR, B4l —dport | SERRHNEH (arg) |B? XEZFEAREE
it —p tep 3% —p udp AILHINY! REZENE!

PRTIEOZSN, 7 TCP EBHFRAVEFRN ! &2 WA 2 ENEAHAE) SYN 1
FRT o FAE iptables BEEZFF [ —syn | AIEAN, BATUKTHIGIFRIE
BR%F T -

Sefil: ERBEAMGRIRE port 1:1023 BIESNELHEIAH imAY 1:1023 BEHLE
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[root@www ~]# iptables —A INPUT —i ethO —p tcp ——sport 1:1023 \

> —dport 1:1023 ——syn —j DROP

—R&KE, client iHBAH port #EART 1024 PALEHBED, T server imNZ2E
/T 1023 PATRROEMTRY . BTAFRATAT LA R BIZRFZRY N T 1023 LATR YR O
O¥BFENEDFENELEMEET! BRERE FTP NEBN S ! XEIRFERINAREKAES
+—EK FTP BRSZEEHERIKE!

‘39. 3.4-5 iptables HMEIEER: mac 5 state

1E kernel 2.2 LABIER ipchains EIBfHAER, BESURGEIRERHEYLRE!
E A ipchains ZBBHIFERSER, FtFHILMESH BRI, B E#HIT
BT, 2R, MRREERNBIZIZENA port 22 B, {RAESXTHEZN
RIZTE :

- AHLiHAY 1024:65535 FTFERY port 22 WAMEHRIT (OUTPUT 4%) ;
. IZEH port 22 BAHLAY 1024:65535 wAIT (INPUT $%) ;

XSMRERG! EAMRRERNE 10 FBEHE) port 22 BF, {RIZ OUTPUT HF
wFHFE (ACCEPT), MRIRKIBFEEBSHITHN, iLIB+HERmZEENAE port 22 AJLAEL
MEBIR A EEEN £, BUMRFABEERE port 22 B? XIBLRELTESFHSES
L port 22 EX#HLEIREVHZR L! RFRHANEIR, MRREILAMIGFEN A LUERISMREY
port 80 (WWW BR%%), IBRMEAET ~ XFEMEHENENEH—NMEEEAH X!

FAEFEANM iptables BIRTXAMEM! ATLUBEE —MRSESREK S [XA
BEHANNHBESANNZLHENBNE? | MRIRNF L B LR, Aoz
AT LHEZHAT! ! B! IERTHECEEN R RHRNERMEE T ! AR
A2 ? BER THIEE:

[root@www ~1# iptables —A INPUT [-m state] [—state JR7S]
yrAESE 2
-m : —Lt iptables BRYIMEIRR, FTEERHE:
state : RTSIRHR
mac  : MIKFREMEME (hardware address)
——state : —%ﬂ'@ﬁ'ﬂ’[k?ﬁ, FEAR:

INVALID : EMEEHE, HlaHBEREmREEERS
ESTABLISHED: &£ BANLAINEVERHLARTS

NEW : FEEIES B A R

RELATED : XN RER! RRXMHEREH N ENLEHEZHFHE
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uffl: REERMNSHEXHERTURE, RERFEETIEnER
[root@www ~]# iptables —A INPUT —-m state \

> —state RELATED, ESTABLISHED —j ACCEPT

[root@www ~]# iptables —A INPUT —m state ——state INVALID —j DROP

Witk—3k, A iptables MEEMPITLIZHBETAWMRTS, EEME, BE
FET LR WM | XA — SRR AN TR S XM 2 B £3 BLRIRE ARG A SN 7!
XERAET! KTRINHEEX—T iptables BIB—ME, IBERFXM-Fkit
TRITS R

Sefil: $XEIEMNEAR aa:bb:cc:dd:ee: ff EHFREEEHL
[root@www ~]# iptables —A INPUT -m mac ——mac—source aa:bb:cc:dd:ee:ff

\

> —j AGCEPT
yATESE 2
—-mac—source : FLESRIEEHNLAT MAC Mi!

MRFPXMHEPEREMEZSF, EEALUETEHR IP XEMETEEFEING,
BIRZELD? WEEFENXMWIESE? HAFTERN, (RATLUET ZANRZEIR ARP X
B, EIRBVABEREHNE NMAC , REET ESKAIXAME], IFZEHNEA DROP 2]
A, NEMKTHA IP, BRIFMLIERZAMFE NAC KREIR, FNEMELEAE
Mi! THREE?

Tips: ¢ g 1_J
HSt MAC 2RTLAfAZRAY, FILAEIS LR RIEEIM-RHT MAC, /; D
i, XEHMNZRIZ MAC BIEEKEIE KA. o, “F f \\\\

NAC RFELEEREERM0, Uk bika0R BRI R KR, yar? e
MAREIE Internet INERHYSEIERE ! — if’.'j."f{,-".-""

A

k]

r

B9 3. 4-6 100P HEMMELLRT: St ETMR ping i@

HEEZZ ICWP thEHPIHIFE ICMP KRBELMNZ, MARSZ ICWP FHEH
RARZRTERARBITNEENALN! FARTAIEFEFRER IO HEHEFR! W
RARMAEHIZHENET, BEHNISI ICMP type 8 (echo request) EIEME,
IR FENAHERNEREFE, UASET ping HIWNFET . ICMP FHEIENAY
A8 2 X HERY

[root@www ~1# iptables —A INPUT [-p icmp] [—icmp—type ZEHEI] - ACCEPT

ERS S
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——icmp—type : [EHEIW/NERE ICMP BIFTEAKA, HATLUERKS,
5120 8 4X3K echo request BIE=E,

36f: ik 0,3,4,11,12,14,16,18 By ICMP type AJLAFENZSHL:
[root@www ~1# vi somefile
#!/bin/bash
icmp_type="0 3 4 11 12 14 16 18"
for typeicmp in $icmp_type
do
iptables —A INPUT —i ethO —p icmp ——icmp—type $typeicmp —j ACCEPT
done

[root@www ~]# sh somefile

RFFBEBFTALARSTHY 1OMP H AR AENRHETHEQMNTIET ! Aid, aRIR
HENRIEAXMEEEREE, WLEY icmp HELREBBERITAHE! X2EAR
FinteMW R, FERER ping RAMAZBAEFNLBRETHAHY! FUR
BFHEEARRN iomp KiE, SBIRIIML!

B9 3 47 WIABEZ PR IG5 BN

213 EIREIARHL iptables WEENME, ETREANIRIERE, MREAEZTFimER
RIEMEARSZH Linux RLAERK, REIZZWMAZITHREBIAER? 2R, RR
EoHid Cent0S FIARIFTAIEMNAMSFIE T, HigE, NIZEBHAWMT:

1. HMUAE: ERFFBELEERNMN (iptables —F...)

2. FURER: BRT INPUT XA BEEX#I%J DROP 5h, EAhJ9Fiik ACCEPT;
3. FIEANL: BT lo MANRRRMHEERR, Bt 1o LIRERFER
=

4. BINEE: LA ERNEINEKT N AVE G AT LA R
(ESTABL | SHED, RELATED)
5. FEAF: XRIELER, MRERBEILXMAINRIRR B IRAYEN FERES
Xp R &AFNAE, RATLUEE S - SBRIREMATENRIEHE, MET
FBUSBLRERPTEENREE SN, WEIEFRIE 1o XPMARBEME

ERTLUHAT, BEE!—&B client ERIAIBGAEHMMGR OK T HRATLAERA script L
T X A B A -

|
[root@www ~]# vim bin/firewall. sh
#!/bin/bash
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PATH=/sbin:/bin:/usr/sbin:/usr/bin; export PATH

# 1. SERRAN
iptables —-F
iptables —X
iptables -Z

# 2. REBR

iptables —-P INPUT DROP
iptables —P  OUTPUT ACCEPT
iptables —P FORWARD ACCEPT

# 375. T &I

iptables —A INPUT —-i lo —j ACCEPT

iptables —A INPUT —i ethO —-m state ——state RELATED, ESTABL | SHED - j ACCEPT
#iptables —A INPUT —i ethO —-s 192.168.1.0/24 —j ACCEPT

# 6. BB AIEHNEE L
/etc/init.d/iptables save

[root@www ~1# sh bin/firewall. sh
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ 0K ]

HSEpr A B E— MRS, YRATLLEE [chkeonfig —list iptables] EREREIE
T. Eit, RXRIEKRHEMEERELE TRFFHIIERT, BARABERT

[ /etc/init.d/iptables save ] XPMESMESH. HEit, SFMERZRHEEFE
EENZXA firewall.sh BJAAR, ELEBAGLND! IAE, REY Linux EVELBHES
BRIPT, RIUNMRBEEARSHE, B2EHEHRSE, PREERTMERLER
TE X BIF RS

Tips:
ZIUL, MRRXT Linux WBEAERNE, BEEEEK §<§5%Z%b

/etc/sysconfig/iptables SR/G4% iptables XPHRSS restart, / f \\
SRIREES AN R TS HEAE | T, BFMAR Q\;ijﬁyé
ity

=B2MNE scripts B2 T . ~ ;

A

o

ST E S AR REMLS | FATHRE?
1 REEMESNEEHRAES;

2. BHMAEMIBAR PC ESMNEEEKIINES;
3. &fa, B Internet EEIMEN, EFHEFAHFBIREY Linux EHIXEE;
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—S—HE Tk, BERBEAEME, REZZHEKE, HR! XL, WKL
BRIMRZMBRNFTURBEFENSET! X—RHNREENSRER, KBIEILE
ENEMERME! HEMNAREREY! EFAESHHECE 2 SHhIHILNEREm
KiEMTT, FEARAEENEZZZIHNEEER! cREFTHH!

'69. 3.5 IPv4 B9iZIEIBINGE: /proc/sys/net/ipvd/*

FRT iptables XA AIEEE SN, HICIE{] Linux kernel 2. 6 $RERZ#l
FUgHIBEIRIEAEIE! BT 080MEIIEE, AR ERRHENEE
/proc/sys/net/ipv4/ XNMBEFLYEF. Z2TFZEBFTEMARAIEMERR, AIISE
FDBDIRAAS . (FRISESLRE kernel-doc FRfF) :

/usr/share/doc/kerne|l—doc—2. 6. 32/Documentation/networking/ip—sysctl. t
xt

BEXBEH—n&%:

http:/linux. vbird. org/linux_server/0250simple firewall/ip—sysctl. txt

BHBHIENZEZBITEE—EERFNE ! MK THRE/LA B RS RRER
FARE!

/proc/sys/net/ipv4/tcp_syncookies

BAERT—EZ X BTSRRI AR S (DoS) M EHHhi—MAxX, MEFIAH
TCP #HEH) SYN = [E3{BIRIBFTIARET, XFAFFRA SYNFlooding . B4R
AR XM A RABEYR? FHATATLAB A0 SYN Cookie HRERMI! XA
SYN Cookie 1RIRFJATER G RBENIFENELHIEBED (1024:65535) BIIFH5E
FREBEE.

WS SYN Cookie A, EAHIELRIE SYN/ACK HHIATIEHET, 2EK Client i
ERNEHEE—1MNFS, INFSERIFZELR SN HEHAMNER, 815 IP.
port F.#& Client IHAI B EERNFS, MAEHHMAEIZTEATER,
FHit& %% SYN/ACK #HE, BNMAEBSILE—HE.

B —HUHI AT AR KBIFEARTTRET SYN HH80, g% SYN Flooding HY
DoS Hiiifi! FBLAIASENXMELRIE? REH, XFMEIT
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http://linux.vbird.org/linux_server/0250simple_firewall.php#ps2
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[root@www ~]# echo "1" > /proc/sys/net/ipv4/tcp_syncookies

BEEXMEEERTER TCP M=ZMEIE (EAENELIE SYN/ACK ZHIE
BEHRFF client WFSME), MUATRSERFLERSHERNS, fian
SMTP (mail server) . AIERHIKRYE, XMEEELERFAERAN! R2TESE
REAHELRENRSZHENE! EAGSKSHENENSILZOIRFIES
SYN Flooding BYITEHR .

WMREAT RS TOP HEEMMK, MATLLSZE tep_max_syn_backlog,
tcp_synack retries, tcp_abort_on overflow XJLMMZEBENEZN .

/proc/sys/net/ipv4/icmp_echo ignore_ broadcasts

FEERNARSSE LAY E SYN Flooding , Aid, FHMFERGHS A IIIEZER

ping BIMMRL, T ping MEBHIEERTIUARAMN! B —MRR, @R
BENEHIARIAER 1000 &FHIEE ping L(IREN, MEEA ping HS
EHE Kbytes B, REMNEFTRSEN? ERMET RKIZY, EHATER
FoLH! XFAERSAWIRA ping flooding (FET&L ping) X ping of

death (%iXZKH) ping ¥F8).

ARanfaTEE e e ? BIGE ICMP 2% 8 1Y ICMP HEREINME T . HRATATLUEIR
NIEFRIER, XUEEEZNANAR. HARBALLIXOBEFEGE ping BYE
Bio AERAMET R, FLBWMERNEILHIARS Glanzpzs 1P 4EC DHCP
i) SR ping MARNKRMMZREEEERN IP , FILMRREFAZRENA
B ping MuMzELEREF

¥%UDBUH ping BIRKBIREBEEMA, 7HIZ: /proc/sys/net/ipvd AH]
icmp_echo_ignore broadcasts (X ping broadcast ltBFTAELGHE ping BY
[ER) KX icmp_echo_ignore_all (£EBHY ping #BAEIN) . BEEBURE
icmp_echo_ignore broadcasts FA&F T . {RATLUX A :

[root@www ~]# echo "1" > \

> /proc/sys/net/ipv4/icmp_echo_ignore broadcasts

/proc/sys/net/ipv4/conf/M4&IE ] /*

MBI AT LASE X R BRI 4848 O T — NS B0 € | M&IE ORI
KIEEMETE /proc/sys/net/ipvd/conf/ HH, BNEOFLUIEORSHAR

net.giang@hotmail.com
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3K, a0 eth0 FOMEFIEEIMIBE /proc/sys/net/ipv4/conf/eth0/ KA.
B MEZEOMZERIEEWMELLREETENR? RBARTX/LA:

o rp_filter: FRALEEEKIZILFE (Reverse Path Filtering), THILL
FERSTMEZEOMNKBESE SR RIERLE, ROTZEERE A
BIF. 245k, RAEMIKME, eth0 A 192.168.1.10/24 , ethl A
public IP . BBAEHB—IHEBEMEKE ethl , BRH IP XKiFEA
192.168.1.200 , PXNMHEMAEE, NTFUEF. XMREEEN
ATLABEIAY.

o log_martians: X/MEEHBERILARBINEEKAEER IP KR,
2555k, BIERIER 0.0.0.0, 127.x.x.x. & Class E B IP XKiE,
E X LEESKIER P ANRIZNMAT Internet M. iEFEREIBIIAKNE
B DM ERIE R /var/log/messages.

o accept_source_route: SIFRLRARSBINXMEEE, LB
BIEE R RAER R MRIERR, RABGEXMEEE.

o accept_redirects: HRER—PEAEMIZARE—EPEBRE, B
XANSEAMIE AR P M, a0 192.168.0.0/24, 192.168.1.0/24,
HEEFHRAD 192.168.0. 100 #8ZE[E) 192. 168. 1. 100 1&£% A ERT, IREEEA]
BESTRIE— ICMP redirect FEEHN 192.168.0. 100 HiFFEHIE
“5 192.168.1.100 BIR], MAZETAERS. FH 192.168.0.100 5
192.168. 1. 100 #SE B ERI— o zkik £ (MEBRLIERER), Frld
HHBRSEMRIE IP FRRBERELZIBHIE. BB ENEARH
IP Eg, ZIRFTZESFMEIENELR! XMEEMAIGESFE — LM R
X, FrRUEN KA.

o send_redirects: 5 E—Hl, REZLLERLZIE— ICWP
redirect €., [E[HFEINXH. (ESXLLE, BEFMEZEATIXT ICMP
redirect HYOIRRIGRXAER! EHSEXH redirect BUXFENMIBENAINT! )

SRATILUER [ echo "1" > /proc/sys/net/ipv4/conf/???/rp filter | Z
KWFERBHZXANME, T3, LBIFEBEENRERSZIRERE, B2
/etc/sysctl. conf XMERE! FRIZKNNE eth0 XAMLAKEO, MALIAR
eeERBEEN, ABCRATLUX A

[root@www ~]# vim /etc/sysctl. conf
# Adding by VBird 2011/01/28
net. ipv4. tcp_syncookies = 1
net. ipv4. icmp_echo _ignore broadcasts = 1
net. ipv4.conf.all.rp filter = 1

net. ipv4. conf. default. rp_filter = 1
net. ipv4. conf. eth0. rp_filter = 1
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net. ipv4. conf. lo. rp_filter = 1

. (ATHEEG . ...

[root@www ~]# sysctl —p

69. 4 BRI AR — > SL

NART XL MEEESHXITEENG, ATERFRBAIET . BT
bR EREARKIESRAIE, ABETHRAM /etc/init. d/iptables save 3k
BEREFZ /etc/sysconfig/iptables k! MHEIt—4FG&ER LA EFIE ALY
scripts , AILULEBFAIERMINMBBERARENER AR F7T, PBoRiKRaaligE
MBI T84 B A K A U N !

‘39. 4.1 FUEHL

BERTNERX AN ASE, ESSrTARRIEABRE ERIBTASE, R U SkIE
AXNBIBI NG, RIREHHIWETEFRR, Linux ENEASEIAE LAN B9
Mg TEIE—EE/ 1P SE[AThEEM ! KIEE=FME 3. 2-1 RIZESFML
EOARTIXLE:

. SNEBMILEIER eth0 (AARE#EE, BFIEER ppp0, IHEH XIRIVIMERIZE) ;
. REBMLEER eth1 , BAIBER 192.168.100.0/24 X4~ Class ;
. i*ﬂ%ﬁi)&%ﬁﬂzﬁ’aﬂﬁﬂﬁ WWW, SSH, https %,

ethl ethi)
192 168 100.0/24 F_.x"‘ H {or ppp())

-
IDCFGD

Private
domain
/@J I { .M B

domain L
Linux

Firewall/Router

%%‘”’

,f_\

o

r

/4

%

(AR bl (LAN)

IR

B 9.4-1. — BB EREEERAREE
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m$ﬁ£ﬁfﬁﬂﬁaﬁoﬁTE&HW(mmma) BANDHANTE—2, BT
BRATLATE Linux EEREAER EFSSAENT, SR RIZER R M,
iZ’FiﬂHJ&?E‘AE%I'ﬂEEO ETREENRHAEBRZ: [ XAMEHIEN, IR
EHBRSE JERX. MABREHERAECEZTIRIFIIZ, FLLE filter table B
= ZHENTIRBR R :

. INPUT g DROP
. OUTPUT &% FORWARD g ACCEPT

SER TR E ARG AR RIER X

ENTEN A2

S FLHERE T LdT\ ¥

f:" LiﬂflﬁIJﬂL” I||1-\_ =
iprocfsysmethpyds®

Lﬁ_l.gln; i
BEBAR lo A miE A
K ’J"‘&LHWH%JHJJ {4 'HHF A
i = N
E] e ¥ I
yii} ' ( Fia7] iptables.deny L4 )— i
it , 5
'.IE .‘—h .- .- -_,_’. 1 |_|_
A T
—( H T iptables allow iE i =4
' A=
J,L|I|' ik {ﬁ’f"‘*ﬂl
Ex> ARl ‘h iptehles.htip
| | L
—( ALY [OMP £ )
—( AT BT BT ET S 85

( T~ iteh A b i M o |

TU

E 9.4-2. AN AERNREREER

FEN E, RER LAN ENSEENKEHHAMERS, EA Output 5 Forward Z5E
AR ! T/ NRENEVNERTUIEZH, BARINABITENRERZ, M
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BAREEREN, FUAEEHFIMUEE! BR2: [HERSUAAE, XM
X2RAEEE, BEARTERIENERETHRAERET LR B IRAIHE SR ER
Network ! | HFtRi% [ RMMERS ) IF! Eit, ABHEHIIFEZE Output 5 Forward #B
EEERIIMAEIEA1T!

‘39. 4.2 SEPREE

ExE, BNERERIBEHEE, FRARES—T—MESHAA, BEEFA
shell scripts RAFFAVAAXHFRITHEEN! I T2 F A £ BYFRE B Al x) Sk BB
KIBRAR, RAINSZEEE, ERFRFERMEENRESIRECHAEATE! It
5N, AT RKIEUYEIFRIGE, STFED script HTH=ZHD, 7TH=Z:

5 iptables. rule: RERERMMN, BIEFRIAERN ., NEARR, &
EREAIIETE;

. iptables. deny: & ERIHF L ESENAIFHN;

. iptables. al low: &ERFRLBEENXEIIRIEEH!

BIFNMAIBRIEXNBIAREER] /usr/local/virus/iptables HET, {R{LA]
UBITHEZBS IR EE. ETHREEIZHEAZEASHE!

[root@www ~1# mkdir —p /usr/local/virus/iptables
[root@www ~1# cd /usr/local/virus/iptables
[root@www iptables]# vim iptables.rule
#!/bin/bash

# IRRMINGEHEXSH, TERMAERT!
EXTIF="eth0" # XNEALUEL Public IP BIMILZIEEO
INIF="eth1" # PIER LAN BOEIEEO; BXNER INIF=""
INNET="192. 168. 100. 0/24" # ZEFTHEBMIHIEO, FESH INNET=""
export EXTIF INIF INNET

# E—ER, FHIARVBIPAIEZE !
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
# 1. FLIREFIZOHIMLEINGE
echo "1" > /proc/sys/net/ipv4/tcp_syncookies
echo "1" > /proc/sys/net/ipv4/icmp_echo_ignore broadcasts
for i in /proc/sys/net/ipv4/conf/*/{rp_filter, log martians}; do
echo "1" > §i

done
for i in
/proc/sys/net/ipv4/conf/*/{accept_source_route, accept_redirects, \
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send_redirects}; do
echo "0" > §i
done

# 2. BRRAN, WEBABREIFM o SHEXMREE

PATH=/sbin:/usr/sbin:/bin:/usr/bin:/usr/local/sbin:/usr/local/bin;
export PATH

iptables

iptables

iptables

iptables INPUT  DROP

iptables OUTPUT AGCCEPT

iptables FORWARD ACCEPT

iptables INPUT —i lo —j AGCEPT

iptables INPUT -m state ——state RELATED, ESTABLISHED —j ACCEPT

3. BENERIMEIBE NS script fRIR

if [ =f /usr/local/virus/iptables/iptables.deny ]: then
sh /usr/local/virus/iptables/iptables. deny

fi

if [ =f /usr/local/virus/iptables/iptables.allow ]; then
sh /usr/local/virus/iptables/iptables. al low

fi

if [ =f /usr/local/virus/httpd—err/iptables. http ]; then
sh /usr/local/virus/httpd—err/iptables. http

fi

4. RIFFRLLRIR ICMP FEFHN
AICMP="0 3 3/4 4 11 12 14 16 18"
for tyicmp in $AICMP
do
iptables —A INPUT —i $EXTIF —p icmp —icmp—type $tyicmp —j ACCEPT
done

# 5. AFFRLRFSFEN, BRBIEESHIMNEFE
# iptables —A INPUT —p TCP —i $EXTIF —dport 21 ——sport 1024:65534 —j

ACCEPT # FTP
# iptables —A INPUT —p TCP —i $EXTIF ——dport 22 ——sport 1024:65534 —j

ACCEPT # SSH
# iptables —A INPUT —p TCP —i $EXTIF ——dport 25 ——sport 1024:65534 —j

ACCEPT # SMTP
# iptables —A INPUT —p UDP —i $EXTIF —dport 53 ——sport 1024:65534 —j
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ACCEPT # DNS

# iptables —A INPUT —p TCP —i $EXTIF ——dport 53 ——sport 1024:65534 —]j
ACCEPT # DNS

# iptables —A INPUT —p TCP —i $EXTIF ——dport 80 ——sport 1024:65534 —j
ACCEPT # Www

# iptables —A INPUT —p TCP —i $EXTIF —dport 110 ——sport 1024:65534 —j
ACCEPT # POP3

# iptables —A INPUT —p TCP —i $EXTIF —dport 443 ——sport 1024:65534 —j
ACCEPT # HTTPS

# SERBR, SR R Im EABIBT K IRIL TE
# 1. SemE— LB RIER
modules="ip_tables iptable nat ip_nat ftp ip_nat_irc ip_conntrack
ip_conntrack_ftp ip_conntrack_irc"
for mod in $modules
do
testmod="Ismod | grep "“${mod} " | awk '{print $1}'°
if [ "$testmod” == "" ]; then
modprobe $mod
fi
done

2. 5[ NAT table AYFLIIIAE!

iptables -t nat

iptables -t nat

iptables -t nat

iptables nat —P PREROUTING ACCEPT
iptables nat —P POSTROUTING ACCEPT
iptables nat —P OUTPUT ACCEPT

# 3. BAAPZEOMGEE WMWK FRKRAKESE, BA IP Z&!
if [ "$INIF" !'="" ]; then
iptables —A INPUT -i $INIF —j ACCEPT
echo "1" > /proc/sys/net/ipv4/ip_forward
if [ "$INNET" != "" ]: then
for innet in $INNET
do

iptables —t nat —A POSTROUTING -s $innet —o $EXTIF —j
MASQUERADE

done
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# ANSRIREY MSN —E AR, SERFRLMu 0K RLEmMuGA oK,

# AlgEE MTU AYEIRL, ARRAT LU IR T X — TR M BUEHLEREEN MTU R
HlSE

# iptables —A FORWARD —p tcp —m tcp ——tcp—flags SYN, RST SYN —m tcpmss

\
# —mss 1400:1536 —j TCPMSS ——clamp—mss—to—pmtu

4. NAT BRE52E/EIRAY LAN ISHIhZ RS ERE
iptables —t nat —A PREROUTING —p tcp —i $EXTIF ——dport 80 \
—j DNAT ——to—destination 192.168.1.210:80 # WWW

5. FEkAYINEE, BIE Windows mIESEEATZEMIFN, BEEEENA
.4
iptables —t nat —A PREROUTING —p tcp -s 1.2.3.4 ——dport 6000 \
—j DNAT ——to—destination 192.168.100. 10
iptables —t nat —A PREROUTING —p tcp -s 1.2.3.4 ——sport 3389 \
—j DNAT ——to—destination 192.168. 100. 20

6. REIFXLETHEEETFE T SRAL!
/etc/init.d/iptables save

R BE LEEFRBENERFARBS, EAL, RREGKR—TRLEFHEAORS,
ROZFRREBEIEXMNEANIET . PEEABNANMMERAHERE, BEHRERETTR
&, RIBFEMA—TAITIE! 74, HTEBAEREM! ... BRE—TXT
iptables. al low BINE 2 ? BRANFKEiL— 140.116. 44. 0/24 XAMIHAIFFE
FHRIERTLUHEAN KB ENAIE, BAXMERMAS LS BOXHE:

[root@www iptables]# vim iptables.allow
#!/bin/bash

# R TUES IR S VRN AL B H £t 3 sl AL !
iptables —A INPUT —i $EXTIF -s 140.116.44.0/24 —j ACCEPT

# R XTHRIEMERREE!

[root@www iptables]# vim iptables. deny
#!/bin/bash

# KRTAEME [REREHBNILIE! ]
iptables A INPUT —i $EXTIF —s 140.116.44.254 —j DROP

[root@www iptables]# chmod 700 iptables. *

BX = MMERIPPRIEEN 700 BRET root HINPRE, FLEEBEIZFMIT
iptables. rule 5! AHEIFIEHNZ, ELENRGIEDP, BSFFTERERRSE
BEEE XA FRLAMRAMER ARG NIEHIE 5 TEAFE—LEHUERS @ B
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http://linux.vbird.org/linux_server/0250simple_firewall.php#script_daemon

FA1T. R, MREBEMEZH port BEFBE, —HEFEEMEIMOFN A
1TE !

g, SEWNERIERNIFTIRE, X4 firewal | (REEIREEANL LRI, Hib
IR R BB FEEZF/ MM ! i, MRRFE—FHF B IITX A script BY
15, BEXPMEENTEREZBN /ete/re.d/rc. local Hp, BSBEKTXHE:

[root@www ~]# vim /etc/rc.d/rc. local

o (HtEER). .

# 1. Firewall
/usr/local/virus/iptables/iptables. rule

EXE, ITHANRRTEZMABAR AEERRIARN ST HRITIEE, PR RERIT
—R, RPERERIMUT ! EXREY rc. local XEFMBHA—ME. ~_°! ER=
MERIFIRAEAE Windows R EARBREAFEER| Linux £EZ{E, EA Windows
RGRERITF AR, HARESBUZERTERT. BIURERERRTETH, FEF
Linux ERJARFIA dos2unix $5SKIEHRITITFFT! A SHIBE !

. http://linux. vbird. org/download/index. php?action=detai |&fileid=43

XEpE—TREE. HENRAE. [, XMBAELTTUESREEN P 2
ZARRIThEENR! HELRFAE iptables. rule XMIARYPME RS T. XEHIA]
AT —TaBHSEN R,

69. 5 NAT BRS=HIEE

FERE ! R FREX MG T ! HINVEREZRL— EEHABMEMBRSSE, SR A
NAT ARS525. NAT 2 4fe? EEAR, (RATLAFRMEAMER LAN =M 1P 9=
M !

NAT BYE &2 Network Address Translation, FH _EHE B2 MLl py4EHR |,
AFELNEREANKRE—ME, TCP/IP MMNEHEAZHE IP HutlE? A 1P HikA
EBXRIFESEHMIE? A1 iptables ELSFEBIE 1P HEMRLHE, HE!
ZEBARSCRIRER P HUtERRT SR ! EEE TCP FHERKLM port number tEE(E
H! EEE®#!

NAT RRZERRITHEERTLUARIKINE 9. 1-2 RN BHIZEMEL 1P SZEMINGEZIS, &
AT LUAEIRME 9. 1-4 BRI AR DMZ GEFEERX) mITheE! XEEHURTIHAIAY NAT
=g (KR IP 22 B IP ! KTERNSKH—HE! "
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|‘9!39.5.1 22 NAT? SNAT? DNAT?

ERE] NAT BIERRIE(EC AT, IERNBRE—THRERENTIEIET iptables
MEEZEIHRENNFRSHERIZGBERSERE 9.3-4) . HMEHZWE 9.1-2 89
ZeH), HAE LAN BEM—BENEEXEFTEEER, BAaXNHEEWMEL
Linux EFMEEHE? t2XHEHR:

1. #4235 NAT table BY PREROUTING %%;

2. ZHAEAFIFREXINTEREHANLKINSS, EFAFEANKI, WT—F;
3. BT Filter table BY FORWARD %%;

4. iBiT NAT table B9 POSTROUTING %, HigfEitd=x.

NAT REB[BHELMET EERENSE 1,4 $B, W2 NAT table FIRKEE

AY%%: PREROUTING 5 POSTROUTING. FPXMKEBMTLEEMNINGER? ESETIEK
IP WiK! BERXMFEEER IP 24 —4ERY! POSTROUTING 7EEIRIE IP ,
PREROUTING MZEMEEZB#r IP o HFIEXHEY IP ~—4E, ERLAGLFRARIRE NAT
(Source NAT, SNAT) K BH#r NAT (Destination NAT, DNAT). F{15ERiX—i% IP &

— oo

Z2RINEERY SNAT AE!

SRR NAT, SNAT: 2 EEzRkm KR B

REOZBITIRE 1P HZRXNEIL, tha] UL R E R RF LR E N EETIE
jT—2% ADSL MI4ZEEHNE) Internet LT, HIENE 9. 1-2 BRHLAY A RNFKIE, 7B
A Linux EHFE IP 9= BARNMALEE IP SZIEE? 2B
iT NAT 3RAEHY POSTROUTING SRALIEH). BIRIREIMEMRZ&NE 9. 1-2 Fi7w,
AB2 NAT BRSS232UATALIRIX N ELAIHE ?
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192, 165.1.100

AT Postrouting
T 1

NAT Prerouting
50 192,168, 1. 100

Sz 192.168.1.100 ) 4: Public IP
¥ tw.yuhoo.com D: tw-yahoo.com D tw.yahoo.com
(1) (2) (3)

9.5-1, SNAT FHAFEHENTRERE

N EEFrR, EEPim 192.168.1. 100 XEREHZELHLZ)
http://tw. yahoo. com B}, R ERLSWMATL?

1. ERPimpfr & HHEERLP, KESE 192.168.1.100 , AREEE
Bl NAT XEREM;
2. NAT XEBEHBIANERIEO (192.168.1.2) EHEWEXAFHEE, 2%

o thRLHE, EARIBEERBHIE Linux AKHl, FRLAFIRE
TEEH, FIHEFBIRLUEEE] Internet B Public IP &b;

3. BT private IP 5 public IP NgEE®E, BT Linux EHLIET
iptables HY NAT table MY Postrouting $EIEEERLAIKIBEAERK
A Linux B Public IP , HEFAENAERIR (192.168.1.100 &
public IP) MHBMNNEANEFERNEFHEY, REHLEIEEFEHET;

LR Internet EEEZXANFHEE, BRSMEXMEEREIA Public IP
MAMERSZRBAH. F7T, BLAIWR Internet EEFER? XE&E
21E?
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Fublic IP o,

(&

NAT Preroutimge

192, 168.1.100 S: tw.yahoo.com S: v yathoo.com
D: 192.168.1.100 epublie-li
I 192,168, 1, 100
© 5)

5: tervahoo.com

D: public IP H
@ - |

9.5-2, SNAT FHEIZEWHRERE

4. £ Internet FEIBIENIZZIXNFEAT, 350N BB HFIXLID
Public IP HYZEAL;

5. L Linux NAT FRS2[UEIRE Internet MEINIEE, £9Hi%
HEMFS, HEXNREEREIAEFESFHEE, BTARNZIERE
wmENZBMEEL AR, EEEE NAT Prerouting $&Eh, 4% BFr IP &
M ARImENL, JRENABER 192.168.1. 100, AEAMEIREE LS EA
(public IP), ERLAFFIRIED EE R ATET BRI ;

6. HESEEE 192.168.1.2 XNWEZED, AEHREXEEIRZLBR
192.168.1.100 #18& E£X!

ZFXNRIE, REALLIE], FFEMNER LAN BENERTLUE T IXER NAT AR
SRk E, MARAE Internet FEBZMWEZE— IP (F=2 NAT 3P
BBEHLEY public IP Mi!), BErLA, ZARAER LAN EHLZHE EABAMULAYIE,

MLABENHIREE—EREENREMAMI! EA Internet ERIHfbE
MR B IEEEHERE LAN A PC WR! BREAFR(1ASUE, NAT SE2MIN
BERLERML IP Z=25mi! BBt SNAT BY—7F,

Tips:
NAT BR5ES5RH=SAIEAE? EA L, NAT fRFBF—EZHKHES,
i, NAT IRBBETSENR 1P RLBEE, HitS5R4HEEH - ::\\

BHEHRFEAE. RELHN 1P 2ERHE—NBASE, BT /a"'

IP HEE—FELH— Public IP 5—4 Private IP,it LAN & Y (Y 3 A
=ze ; 3 1AL
B Private IP ATLUET IP 57Z&FHY Public IP fRIXHERE! & — LA

TRz @ EFILERZE Public IP Z¢[EIAT/S Private IP,

A

k]

r
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B#r NAT, DNAT: & F &3k [ Bir] InE

SNAT EEZERN{THER LAN E31EZ| Internet BYFER N, ZT DNAT MFEH
ERZBPENBEZGATLILL Internet FENRYBRSSESML! MASLME 9.1-4
BY DMZ AIRIBRSSESM! JR SRk —iKX DNAT HIE{EME!

192.168.1.2

516l o ay

192, 168.1.210 port: &0

Soh

WOWW (port 803 D: 1521681210 Dport: 80
Dpublie
{3) D: 192.16E.1.210
(2)

50 Glaxxxx
Dipsart; B E_B
D: public [P \
T 8

9.5-3. DNAT HIFEEETREE

wn EERRR, BIZFERAIAERENL 192.168.1.210 BT WW ARSS, XA BREHY
port FF/B7E port 80 , FHBA Internet EMEHIEM (61. xx. xx. xx) ZIA[E
HE|FHRHIAERARS 25 ? HAMI, TRSEET Linux NAT BRSS! ErLAX
# Internet FEAIAZFLMEZERZIFAIA NAT B9 public IP F1T.

4. SNERENEEF IR B AT W BRSS, M mEEIZRIFRAIA NAT BRSSES
3k

5. HAH NAT BRSZB[ELRETESHE port 80 BIEE, FTLLE NAT BRS
BRFXNFHEE, SEHEF IP B public IP AL 192.168.1.210 , Bz E
HXERIER TR, FHEREBARSIZHINGR ;

6. AN BEELIRERE, KE private #FOL, AFEZTAFBAY LAN 71X
B 192.168.1.210 k=L

7. 192.186.1.210 MR 61. xx. xx. xx , XEIN HASEET
192.168.1.2 L3k,
8. ZiI A FIRT S, KZ| NAT Postrouting BYSE, REEIMINIZE —LEERIIE

F, KR IP B 192.168.1.210 B¢ public IP |5, FAIUEIEHET!

HSEENLRILFHFT SNAT RO EMEEME! IXFLZ DNAT 15! fRiEHE!
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‘39.5.2 FAZE NAT BR$5E5: |IP 9EIhgE

7E Linux B9 NAT BRBHB[ARZEF, ENHMELME 9.1-280 IP =R
BET . MHNNIENBREIZEE, X4 IP EHROTIEEESIFZE SNAT Hi! /EF
TR RTE iptables AAY NAT T, A EEEH/EHY POSTROUTING $%i#1T IP BY(A
HERET. B, REARETHE, (REY NAT BREBANES—A public IP O,
UK —NAER LAN EIZR private IP EOA1T. RTESERF, SFHRIEEXH
:0F

. HNERIECMER eth0 , XAMEOEAE public IP IE;
. AEIEOMFEA ethl , FRIZXAD IP A 192.168.100. 254 ;

IBE! SERFAIE/LEXRINBEEREERINESHE, FSULEHITHRENE
M, FEARE NAT RFBERELE, R HENMAEMERET ! LHREKE™
4 ppp0 XANFIMEOKIIFET, XMoEKRME. RIEMREIRS: [WRIRE public
IP EXBRY S N2k IEEL cable modem B, {REVBCE X /etc/sysconfig/network
ifcfg—eth0, ifcfg—ethl FHEHZE, TANERE GATEWAY HMi! | BUHMSHIAEAN
default gateway , RMSI&ERKICIRR.

WMRRNNIELTE T iptables. rule , APAZERACESE NAT BUBIAK T !
RATUBEIZERNE M ETF NAT BREB|IES, MIZBEIETX/LIT:

iptables A INPUT —i $INIF -j ACCEPT
# X—1TAHELERN, TZHNBEMNIILAM LAN BEBSTEREM NAT ARS5ES

# Heh $INIF ZEARBIF N etht 3EO

echo "1" > /proc/sys/net/ipv4/ip_forward
# ESLX—ITUREILRA Linux BB router BIRES

iptables —t nat —A POSTROUTING —s $innet —o $EXTIF —j MASQUERADE

# X—ITEREE! MEMA nat table FE{HEE! AFIF Sinnet 2
192. 168. 100. 0/24

# m SEXTIF MIZXSINAME, AFIFA etho

EELEAA T MASQUERADE | ! X MEEEFE [ IP (ARRAFHEHZE (-o) BIABLR
KELR IP ]! U LEEHIGITFREE, B2 SEXTIF , HFELZE eth0 Mi! FTFEXR
BRERE $innet (BFLEMER LAN BEMEHN) , REZHEAIET eth0 fFiXH
%, S BEFIREER IP BISKIRRKRA eth0 B public IP Mi! FAIXAEE! R
HEJZ iptables. rule T#E, HIXEFREIA. JpNEIEO, T iptables. rule
&, REY Linux BB ENBTAIELIR NAT ARSSESAIINEE T !
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1511 -
WE L EEMRBIES, ABALREY LAN RASEM PC ROIZEIAE EHE XN
wEH?
e

\

R HSRGEN, 95 NAT FRSSZMEN PC 4O GATEWAY EDFJ! REAERKT
B

NETWORK 33 192.168.100. 0

NETMASK 33 255.255. 255. 0

BROADCAST 33 192.168.100. 255

IP ATLLIRE 192.168.100.1 ~ 192.168.100.254 [8], A"AIEE!

BE (Gateway) TEEIFER 192. 168.100. 254 (NAT BREZEEHY
Private IP)

DNS (/etc/resolv. conf) ﬁﬁﬁzﬁiﬂj 168.95.1.1 (Hinet) B
139.175.10.20 (Seed Net), XMFMKIREY ISP ME;

E;L,%Tlpﬁ‘(mw%mm)z% FNTEAAEEE L IP #HE%
SKRUSEIR 1P BB ZHIkiZ, MTEXANMITF

1515 -
BRIEXTINEY 1P BEIER 192.168.1.100 , EHAAEERAHLE, iZINAIR?
.,
iptables —t nat —A POSTROUTING -o ethO —j SNAT \
—to—-source 192.168.1.100

15123 -
BRIZIREY NAT BRSZESXTSN 1P BEFJLAS, BREBERRERAARRER IP
B, SMOZAfIi%zE ? 261k, fREY 1P SEEA
192.168.1.2107192. 168. 1. 220
3
iptables —t nat —A POSTROUTING —o ethO —j SNAT \
~—to-source 192.168.1.210-192. 168. 1. 220

XA PUSNEEHGRRIER P SRE! A, RIERERNZEE 1P, B
BEN 1P ATLASHINERAL, B —ARER 1P (AZBIR], NEZFEMARXA SNAT B!
SR, (REFTRER B SRR ER ! "7
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09.5.3 iptables HIEISMELIELTEE

WNRIRNIRIZE iptables. rule AME I BFHEERNIE, BEZXAREBRERETE,
AMENFEME —LEROER? 26IKiR, ip_nat_ftp K ip_nat_irc ? Xz
E AR ZERUE R B AEMLLREkR, THZ FTP XHEHFERAZIAA port
SRALIBEIE! XDEMARNSE FIP EHERIFR, AXBRELTE, 1MW
iptables IEERZIFAMIRL, XLEARRATLHMFEASIEAIE, iEHRTUATHE
R% iptables RUMNIIUE, fFiEpIAp! =7

B 5 4 B NIBEST MERSE DNAT 1832

BESRAT LU SNAT B9 IP 9 EIhag, FATHARTTLUEER iptables i DMZ Hi!
BERBXER, FEIMNRSHITEEMNARNTRESES, BEiit, BUFHFIAERX
ANLIZ! BMNREZGESHELIRSEZ TEINFIZT Internet 1EEAYIEIRE,

FERRK—IK, WRFKIBZLNIE DNAT HITHEERT, iptables BEUA NiLiES? H
G, PRATIESNIERIZ, DNAT FAZIEE nat table BY Prerouting $ME! FEiGiE
T

151
BIRAMAEZBEN IP 5 192.168.100.10 , iZEHETXS Internet FF
WA WWW BRSZEE. (RiZn{aiEIE NAT Hl&l, 18 wew HeE2izE L2
o,
fRi% public IP FREREOA eth0 , ABAMRBIFLNIFEZ :
iptables —t nat —A PREROUTING —i ethO —p tcp ——dport 80 \
—j DNAT ——to—-destination 192.168.100.10:80

BB T —j DNAT —to—destination IP[:port] | FEE2f53EMI! {£FRM eth0 XH
BEOMANE, BBEEH port 80 BEREHE, FixHBEFHESE
192.168.100.10:80 R IP K port LEME! ATLARIRHMEEL IP 5 port lR!'EHE. H
A — LMY iptables FAAR, WTRAR:

—j REDIRECT ——to—ports <port number>
# XMUEERR, EAXL, MEHITAVLE port HFRERFHET !
# A, HABENZE, XEMENEEBA nat table A PREROUTING LA

# OUTPUT $#E EESEITMENE!

Sefil: FEKSE 80 EXHIAVE E142iEE] 8080 X4~ port
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[root@www ~]# iptables -t nat —A PREROUTING —p tcp ——dport 80 \
> —j REDIRECT —to—ports 8080
# XMERBSSFENRERTIEEEMBY port RHAITEL well known B,

# fGILnfe M 8080 XA port TN WWW , {EZAIAEZRLL port 80 FEXHL,
# BT, REUATLAGE A E @A 7 SR X 75 3R EH RYEXHLfR R 8080 15!

ETEZHHE, BREFHFRECSHLES! "7

09. 6 Em[Em

. ERE—MRENEN, SNEARFHENNRIZE; BERVEHREN;
EHNEEHERD; TENRTHFIIE. NEHAERTEBH;
. B X Em AR TIRERL R A BN R [ PRAEIRL ARSI FEGRIR ] , AT LAE SRR

58#%s8Y IP ;
. By A ERIRIEET EHKIEAMZ, RIEAS 9 Proxy AR IPFilter (GHELIEIE)
FEFHSER

. EFFNIEA, (BARFE LAN REIRRSESATEMIE, BEWMIRA M2 FEESE
X), WE 9.1-4 FiR;

. e ENSIREASE, BEZEDAUSH IP, port, flag (W1 TCP HE
B SYN), MAC %,

. PP I o= OE A B S

. B A3 3Tk B R EREI 2512 F 3t A 9K 35 M T BE AN A2

. HARREBEANIEZE, REM—EREE! EREZEEFHEHRBURE
H{E & ARG EF;

. iy 2.4 LUSHY Linux {EF iptables 1EHRBG AIERIERE;

. FASERITTES THMIGF ] BRAMXER; BMNIRFER, AJESSH
B KB RO S35

. iptables HYFNI% table EB=1, oHI2 filter, nat X mangle , &
&R filter (K¥) 5 nat (FBimEWL) -

- filter table EEREFHMIANBIAIERE, KFEFTFERENX 74 INPUT,
OUTPUT, FORWARD =5%4i%;

5 nat table EEHXIFHFAIBIIEIHEN, KBTI ERENX 534 PREROUTING,
OUTPUT, POSTROUTING =%%%%, Hrh PREROUTING 5 DNAT A3, POSTROUTING
N5 SNAT B,

. iptables BUBHAIEAMNIELT, EEFEMNEAFTFEET, MATREER
(policy) 1EREHBHIITRKIE;

. iptables BYIES %A, AJATEMNSHEHENE, HTE -j LG B8
e, MZFHBRRESWELRE /var/log/messages =HH;

. FEAIERLAZ EIRE, BHIANRARCLEIRET iptables , {BENIATILAFFLE
WIE TCPWrappers , EAENRERISGHARHE iptables SHREA~HEZEN
MK R !
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69.7 ARESR

AT LI T AE, RRNENTEARETE?

BB RARS, MERWRKFEENERADEFANRR! I,
MR ENASRERIRM T S MMLAR S, M =M% AR 5 RV BiRIER,
B MBI Fo iR e BRiZ AR S5 BV IRIRRY | E AR BRI TENRN BN S F
i A TAE

LR AT ERIE TR S, TR EHIEZATEERNIR ? NERIIKIBRTRER T
LFE?

E Ak KRN 2R EERZIGOE R, MRBEFH W B9k SET,
MZESRIREH port 80 MIFEIGAIEIZFHNFRIEN, F— W EHERER,
BATATREMNE T ! FRAREHNEFFREE!

FAVFERZ DA 2.6 B Linux EHARIBGAIEHLEIA iptables , i8], A
{ATELBEIRAY Linux #IORRA?

FIF uname -r AJLLIELS!

BH5)H iptables FURHIFANEER table , LIKRE table BEEHY
chains 5&4 chains FIXFTRHENX;

filter AFIEH Table, BLFIFHIGES:

o INPUT: ARBIMNER, MEHNENWEHE;

o OUTPUT: ARBZEH, BESHENHFE;

o FORWARD: AEHNAERMIY S/ RMIGAIFE (R iti#egkE L), Bi%
HEASHNEN.

BB nat X table:

o PREROUTING: #1TESH < RIRYET B IXITFE
o OUTPUT: EBHEN T EIEETIE;
o POSTROUTING: EXZIEEH T, AEA TR IEMM,

42 iptables BIFNIZIEIGR (Policy) ? BIREETXT filter BY INPUT
%% DROP FUERIAELR, 58S UM TIA?

LEANRAR M EA LR JFH RN L T, B2 EHERETIRF 8

WREAIE, ML Policy {EARXMHIERMRARNET !
iptables —P INPUT DROP
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BRIESKIKA Linux (X21EHR Client <A, HZXEXT Internet HITE
MTARSS, FRAVREIRE ASEALR R iZ an{A] & € b 847 ?

BESRZBXT Internet FERMEATARSS, ABA (1) B ERIXTIME O S KHF
B! () B ASEMN s, REERE INPUT 89 Policy —EE DROP , REI%
[ iptables —A INPUT -m state ——state RELATED, ESTABLISHED -j ACCEPT ]
BlAf!

HEHKRE 192.168.1.50 X4~ IP KFWEHE, REZEEH 21723 18
OZEKAFE, HFMIEE, MIZWNATIE iptables $#HS?

iptables —A INPUT —p tcp —s 192.168.1.50 ——dport 21:23 —j DROP

HREHKBCEN ping MWMNEINEERGH, MiZUMATIE iptables AYHE

&9

EA ping RERMNFKZE icmp B type 8 ((FEEMKZEMMAR ICMP
MHEXAZR), FTLAFALUXHEM:
iptables =1 INPUT —p icmp —icmp—type 8 —j DROP

BIRAAMXNMES EEIZI? [iptables —A INPUT —p udp —syn -s
192.168.0.20 —j DROP ] ?

EARHRE TCP HEASESE SYN BfRE, UDP FHXHE SYN BUERENT! AR
Ll EHERES 258 I=H

DNS BYEEK BuAAY, FBAFIZANAEEFRIEHN AT LAFEZZE SR DNS Ay
Rz ?

5 DNS HYKiIER port 53 , ELEEZ KB port 53 HIFEHMHAT :
iptables —A INPUT —p udp —sport 53 —j ACCEPT
iptables —A INPUT —p tcp ——sport 53 —j ACCEPT

W] BGH iptables FEFHBVZRZ EH?
SEBRMNG, AEEBIE iptables FEFR! Aid, FHATEEIFHNERRED
!

iptables —F; iptables —X; iptables —Z
iptables -t nat —F; iptables —t nat —X; iptables —t nat —Z

anfar i 77 B BRI B KAEALH], AR ARfRTs R fiE 77 T SR p94LHI 1 € 2 B RiTaY
BR4gh?

1EFIF iptables—save LIK iptables-restore X NES, ELE&HSE
SmEAlAl! WALUER /etc/init.d/iptables save F{EFE!
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NRFHAXMEFE N PC EAZEEZZEL Internet &G, RIEZEF A

IP $i{E, Eft S BB IEIEAEM 1P RZEN, FIRZEAN? iLMbT AL
LN

AT FI AN RRS MAC SRALIE!

09. 8 SE YIRS HIFIE

F1: squid BEM: http://www. squid—cache. org/

BERIERRSCE: http://linux. vbird. org/linux_server/0420squid. php

E2: 5 iptables HHXHIMuASH5E:

e 32 ) «

o

o

(@)

2002/08/20:

http://www. study—area. org/ | inux/servers/| inux_nat. htm

TR :

http://www. netfilter.org/

http://www. netfilter. org/documentation/HOWTO//packet—filtering—
HOWTO. html
http://www. interhack. net/pubs/fwfaq/

http://www. sysresccd. org/Sysresccd—Networking—EN-Destination—po
rt-routing

Hit RS HIE:

Robert L. Ziegler &, R=18%F1%,[ LA Linux B AlE—iptables
MA£#ER], E&FHM4E, 2004,

AHEVRZ D
/usr/src/ | inux—{version}/networking/ip—sysctl. txt

iptables FIAZE tables 5& chain BItEE4:
http://ebtables. sourceforge. net/br_fw _ia/bridge3b. png

LS HRIFE X ULRR -
http://www. study—area. org/tips/adv-route/Adv—Rout ing—HOWTO0-12. h
tml

£F PPPoE FEHY MTU (o] :
http://www. akadia. com/services/pppoe_iptables. html

E—R5ER HE!
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http://www.study-area.org/tips/adv-route/Adv-Routing-HOWTO-12.html
http://www.study-area.org/tips/adv-route/Adv-Routing-HOWTO-12.html
http://www.akadia.com/services/pppoe_iptables.html

2003/08/25: EFNXITAR, NE—LIESNA, S5i—8 HARMERE] 75JtE
2006/09/06: 1FIBHISCEFETHE] LA

2006/09/11: ERTELRKEEMBEBNBITH AIRARSEZZ TCP Wrappers,
2006/09/13: SO NAT BUIRBER T, ¥¥IHAY NAT EHBENE] teit.

2006/09/15: 1% iptables.rule BUELEM EET ! ZAIRICIEEOZERT ~
2006/11/08: [EJg PPPoE #:3%5 Ethernet B MTU AN[E, ATReE R L IFR TELEHE
& TR, EHT iptables.rule T,

2010/10/27: JEIHEVET Cent0S 4. x BYRRAFEEHE] it &b

2011/02/08: &€& TIRZE/R, HERKXAIMENEIE, KARHZBIFHRIERK!
2011/07/22: JSETF Cent0S 5. x HIMRAFZTHE| AL
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http://linux.vbird.org/linux_basic/0560daemons.php#tcp_wrappers
http://linux.vbird.org/linux_server/0250simple_firewall/0320nat.php
http://linux.vbird.org/linux_server/0250simple_firewall/0250simple_firewall-centos4.php
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BHE. HIFEENENA

RIFEFHHHA: 2011/07/23

EIRTE T MEEMH B T I AB S AEZE, DEREFETHRREMEN Server HIZHZT !
RBFB[/ERNLRER, REEN—RZE [ROENBLMEL Internet EEAUEEIR] F4F! X
EEAANLNT IP IBIZATE, AT SUENRRBR 1P A, REOENBZEEBREIRDF
BRAM! IR, =N TE&Z] MENBRREZT ! BESZENEN, BMSELL NS REHEBIRAY
BIREVENN ! A, WRBMNPENRERBZRSENAEE 1P We? XiZWMAHIEF DNS EH=Z? A
MSEERARES NS ARG ! AXNETF, RIEZANE Client WANRE, MAZAIRE DNS
BRssEslE! "7

10. 1 AMEZEENHZ
10. 1.1 EHABIHAREK
10.1.2 ERAEAEFEN
10. 1. 3 HIFERSIEZENTS DNS EH1A
10. 2 EM—NEERENZ
10.2.1 7S DNS EH#LZFEM: LL Hinet Al
10.2.2 Bh7ZS DNS EHLZFEM: LL no—ip Al
10. 3 E L [Em
10. 4 KE>JE
10. 5 SERFESIERF)IE
10. 6 ETXFASCHIEEWL: http://phorum. vbird. org/viewtopic. php?t=26634

610. 1 AMEZEENZ

INRIRE 2N E - EOME ERBERIIE, RiZS MERSH0 T0P/IP FER
B4 1P SEMWBERBARNT . BAGREENLBFR? BH DRAEE ! AR
KA T | B, (RATE R BATH L EERIRA www. google. com fY 1P 152
Wi | BEREL R~

EA 1P BRLEERA, MA, MRFE 1P XERMRENTEER IP B,
MEE G EERNF S JIRUABR AT RERMAENR, REIL X
NENRS IP B, BEFCIZENRBHMITT, RIE IP HEERIZAITEN
EHRMENAT! ERXHFRIEET, BNARRFTEGEN AM!

net.giang@hotmail.com



http://linux.vbird.org/linux_server/0270dynamic_dns.php
http://linux.vbird.org/linux_server/0270dynamic_dns.php#hostname
http://linux.vbird.org/linux_server/0270dynamic_dns.php#hostname_why
http://linux.vbird.org/linux_server/0270dynamic_dns.php#hostname_avalible
http://linux.vbird.org/linux_server/0270dynamic_dns.php#hostname_what
http://linux.vbird.org/linux_server/0270dynamic_dns.php#need
http://linux.vbird.org/linux_server/0270dynamic_dns.php#need_static
http://linux.vbird.org/linux_server/0270dynamic_dns.php#need_dynamic_noip
http://linux.vbird.org/linux_server/0270dynamic_dns.php#hint
http://linux.vbird.org/linux_server/0270dynamic_dns.php#ex
http://linux.vbird.org/linux_server/0270dynamic_dns.php#reference
http://phorum.vbird.org/viewtopic.php?t=26634
http://linux.vbird.org/linux_server/0110network_basic.php

Tips:

EXNETLHF, RN BINATRIE—NEENENE. B
Internet EEFEANENZEZIETFATIERY DNS RS, MIREE -~ _\':\\

X s - ‘ e
EUS—N DNS RIENE, SUFE (M), FHgn MEmI e/

TR MR AR B RENL R AAR SN ! FEX ANy 4 “ﬁ_‘%,
B SR A/ BTG —2F DNS PR, TR/ BtnfTRIfE = A5

ek e SR IR R G ARA R EN A HVES .

-\‘R- -1“]
s

0m«1zmzmm%

EH 1P BXAMICIZHERA, EHAMNMER [2F] RYEBIENH 1P, X
MeENBEEK. FEFHELNENTENRERNS, FRUEME EHANRE
H—MERMIERAITENRS 1P XK, HE [FESBHENA /etc/hosts
BEHREFENRS IP BXRR] « AN AT AEEFEH EH B RIEZ ERLEN
& ERYENIS !

AMEARHIAIL, ZELE Internet BIAfIHR#MZ, £ /etc/hosts BIFTIE
BAEAET (RE—IFTEN LLZ%, 238 Internet FEMMAITENEBEEHNK
5 /etc/hosts A1T! ) , XNBEHMESUIHZZES ( Domain Name System, DNS ) ZFii&E
BRI T !

DNS FF R ORPA B RAVEZS, KENBNERDEATFERE DNS ARFEHES
1, ZHNPEEE, FUAE—BRSZFLCICNERRAISRE, MAR EEHBELSH
RHE! XA NS BITHREIREINE TS ? XfMi ! g2l it B ENA B IREZERL 1P ]
AT | HRT, thERINNEEIL RS, X T DNS RIS ORI EREM &
+/1E DNS fRFHREETHERFENMEAS, 22, ERNHERDERZE [LEBEX
B, ARBRZILIHENS EXXFE) , HFERATENMAER 1P thitk! ]

T EEOE S, (MIEME, MRFEE— NG, PEREDED ONS
R, MARBMIOBRIRG /etc/hosts M. IHEMAMAN—EHEE NS &
Gticng? [N REA! BHARBIE?

O10.1.2 BEEAZEN

REBEEINA: [EARRBERY, FUENFEEENENR, FRHEREGER
W DNS ARS53%? | BIXME? HRAZEW! DNS 2 NMREXRAIZEN, MARHEEAS
KB LE L, BRIEIREA [EM JBFERIL DNS RGEANRENBHFEENE AN,
BNIRIIZH DNS REERE— MM TEIANRLE ] mEm! HRBRERMN.

AIRELAI AN DNS FREgle? RE R ! BAMRONBRE—TEMEBENM, HA
SEHFBEIMNENBESHEE? TNRARFEXH, ATZRA LREEEMAIIE!
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2RI, EEEELNNAMNUEEMENRZF: * idv.tw , MABITSMNE]EEEM
¥ comtw T! INSEHFIEBE. ETAZSHXAFMAMR S, RATLLEFEFII0
Hinet 2 Seednet Z 3Ry ISP FK;EM. HAR, RBATLUEFERZER no-ip.org KT
e .

MRBETRIEE [ SERN] BiE, BSEN NS EHBHERHIRKXE, B
T ONS EfH A REMZH EER ISP RMBTRBA TR EME, Eitt, ThFavE
MERBREZSE, SHFNENHRSHERRXENKET .. FENEERIER
BAEIDNS fRFEI|/ETERIK, RETNNENME—ITEHENERREE.

[ES1) DNS R

S P

AL
wiw, dic ks edn. tw

g11P

KSU dns &)k 25

www.dic.ksu.edu.tw

10.1-1. DNS ZEifj;~=[E

ZRIEEEBREN W BRZSH[NENZIMAREGF T, RNRLEELR
EUntd GHYTFIXAIAY 1SP) EMENS www. dic. ksu. edu. tw XNEHNES IP B9
SR, XAMMMEEESERWLITTR DNS REHFLE, 5EEEREMN W RESSELE
! ABIRELFEAER www. dic. ksu. edu. tw FEFFE? REKEIRAY DNS EREif),
iZ DNS £X[E£tRA DNS REEM, ZRAZSEHNEIAZE KSUdns BRFEE, A
BIREY PC SASENE www. dic. ksu. edu. tw BY IP 7EMF, SERIMIFFIBEHIE,

M TRIES S, (RATALINEATEY waw BRFZETE KUS dns BRSFIFIRBEXT XA,
MERILIR, FHAMRZEIELF ONS 89 [EM ) THE (At EiEEM BIW, HAFE
BRI DNS BUfER. FALA, XEBEMRAEZME: () ENRBZTREEXH, T
ALBEERE. Q) ENBEEY, SEESEMRISEERZN. XERFT, MR
TBZELRG DNS 5E THE DNS RGH0iE, FEELEH DNS BRS[ETHRK.

Tips:
ERAES YR, WS EAHELE D, ERRSKIESRS NS 7

2377

= /1 NN
RSBE AES, EXNSHURSTEBEANGIE 1P 20 a
- oy
- LAss

—MERENBRELFRM! "

Hy

il

a1

M
;

r
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O10.1.3 misgmAESHA NS THE

B EEIEASS, FRMNATURBENEE NS REHE AR 2EENZXT
R 1P B35 L. Z9AMi, FUZAY DNS iFRRAE BEE 1P MRENZ ] B954E
FEH! & EEE 10.1-1 FrIR—8KR. EXMEREKE T, {R7E DNS ZETHIESE
FHAE, WMREFEH IP A8, BkEARAEMNENZHEXEImE, X
2 EriBaYER7SS DNS /B INEE.

BR . XHFE! BN RZ)IWNGEEHZLEHEEE 1P KL, EFEE, K&
ADSL #ZIEENEELEREHIML, Lo, A—RNEGE, RINBSFTEEHNR
#ER, MEBREERINERGH 1P AITISHEREN, —k 1P RE—EHAZG?
MBLBETHRFE—HIRFK LR DNS EHMEESRRE [TE IP | B? SR KEM
TR?

IR ! FRABAE A T R AN B, R% ISP 12t TETBRIEIZS DNS ARSS
HUThRE, f=XAFMAY:

1. Client i (BLZRMD XTI HEZEMKE, HIE—1HH IP Z/F,
2 EDf)E DNS Server IniRHZEK, HE Server mTBEEHBS IP BN
BRNMTBRESINEER ISP BERBELIEFRIZEMRE client EH);

2. Server ImiES Client WHHIEKRZE, S5&EEH Client IRIEMNKSE
MELIEH, BEEWMESIIEMENK Server KGN THREIIEN BAIREME.

PR, SRIAMNBS TH IP ZfE, BAITMEN BRI 1P hIRETE DNS
R LEEH, Wt—k, REFAMERBENR, SRR 1P AW, tb—Ew
PUEERBVEN (BA 1P REMFIENMED XXNTHRMNIMERZS IP AR
REFZHH! (0! ERERBNXLEFTHTARNZTT! ) BN EFREREETH
El/R, W ARS5325 DNS ARS =R IBIA A RE M.

5T DNS Fi
=L =

WEEERE

O #rad & ‘

www.dic. ksu.eduo.ow

10.1-2, Eh7S DNS FRSS—F FPimcl AR 5528 im & 1X B HT =K
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T, ERFEIENZE, BATMENZRERLZE [ FEHRH ) | MRAEFEL
BRENENBXINN IP RS, BAESKKEMERLHH. TF, WRESLEM
Froul, ARALRATARIERZBAIENZS DNS ARS5HE!

61 0.2 AM—1EEMNENR

RIFEFTAEANRE, WRRABEFEEINENZMIE, BAKERN 1P 2HFEE
mA: (1)EZS DNS FHEZE5E (2)zh7s DNS FHlZHmMEMAR. ETESIEHES
BIMAWHMIGIRHEARSE .

. FR7S DNS AR EM:
S IP SR ENZREMMUESSAERZ T, K TTEETAIMERAIMLY:
o SEMBESED I http://www. twnic. net
EPRISuie & R % : http://www. netsol. com
ESPrYSE R B Ge: http://www. dotster. com
EIMRISUIE B B S : http://www. godaddy. com

O O O

. 7S DNS FEHLZ M
ETREMNENZES NS RFEFEFHZIXN NO-IP N EHREAIMUEIT ! a1 iELS:
o E5MaIR 2R DNS ZR%: http://www. no—ip. com

O10.2.1 875 DN EHLLZEM: BL Hinet

F#S DNS RYFIEAAHESHEANS, HEFE:
1. REBMEEIMOMEREFE;

2. BN ISP EHIFEEMIRAAIEEMENS;
3. HR, HEEENBEER.

HANVABEREILR Hinet XA ISP 2RI TN AMIE: . idv. tw] JEMARE
WAH
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. BEAXERE, AEAREMNEBREFE

FEABI K THIMTIZE: http://domain. hinet. net/ , H7E whois HIEHE S
(LA EFFRBEIMIVENS, &Tﬁ%jﬁﬁﬁﬁo

whois E35§ : vbird Cidure «| Go!
HLA R BEEA &) 4% HEF R AR S L 1dy, tw

& 10.2-1. FIA whois THFCTMMIBELEFE

ELHITIEM

MRARIENRRBBOEM R, AR AT EEM T ! FHE EER
MubZELE S, & [DAER ] AL FHeRIET ! 5l [EamRiE] e
KF—L—2ME! XEABRAT, REBRHX, FHHESH! "

FEnOiEhE (comtwdorg bw/net b

A (idy tw)

s S N
= BHTHEEE

= PR RO
» G FERFR

= ATMIEEE $EEE
» DNSEENETER

= HRIEEEED

» FIFEHEN/ Bl
» MEEEIETEE

» REHEETEE
choiiist | e D

& 10.2-2. PAMIEBZERLSEMRIZEREE

3. EEENANNA IP

BEENLXSFHFHETER, RN RHTEASENZNEET ! &£
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http://domain.hinet.net/

10.2-2 WE/RFIZT [DNS Rep5EiE) BWIE, FEANSIEMEITHE
NBR5EH, ARRSLIN THER T

T ETLARRRA |

SRR EA PO HAOSTIPIRERFE DN EE) » HERFE =8HostEiE
B HEHYERENES = Al S = EIP LIMATEER M A record » CNAME
record)FRETAERREDNS » DNS B HostRIAeiR iz o

whird.idv tw JBERIEE & 28 C DNS
DMSMHost Server Mame |IP Address

— frruail.whixd .t |140.116.44.180
= | vbind idv e |140.116.44.180
= [l b it |140.116.44.180

EEEEHEY | S |
10.2-3, &5 IP MEAEETES

RN AEMEE, AARITVEEESLNE DNS FHl, FrlSAE EAE®RFE £
W) BB, ARRALBEAZZENZE! HA, X=ZPEHATLUEEE
EE— 1P, WAILAARE! FERAER! FEIFEINZE, REENZRIZ
£ [ othername. yourhost. idv. tw] JFTHEHY yourhost. idv. tw 24ZHY, BIEM
othername MR BHIEEE Han S5 EERIEE, FEIIRZ vbird. idv. tw
T A T B9 & FRFE AT LA 3 B B i !

4. %15 DNS BH
ELEE 10.2-3 T EBRERXE] B, MFERRAE! ANdigEKI

BMLAER, HSEXFE—EMRER/R. UEFAG, F—XHEEZE, K4T
T 20 PMEHZIGEA EEFABshR! B OFER! FEXERF! ©

EEE, SN ZEIMRIEMESSZ, 1713, SHREREFD, HR, RS
Bt EAER ! BEH vbird. org SRIHANMELE http://www. godaddy. com SEAREINE!
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MBRAEERER . idv. tw KEMBENE, BBAEIEY ISP I24EAY DNS HAJUEEE
Eij!

10,22 275 DNS EHEZEM: M no-ip 39l

WMRIRIR S EF—HEEM ADSL #LHEM AR LM, XFRRH 1P HIZZ2FEER !
REWMIEAE, AEERXFRREIFERIRER LRSI — < | E A EEF A Hinet
AMHNARNBEZAEEE IP A, REZASBERREEZEHE P IE? it
BHX A no-ip. com FriRtAIRZEZNTS IP MR EHBRIRSMBREEM ! K15k A
HE—NENRKRTIE! "7

1. BAEMTT, HFEEM—IHKS

RAMEZELE http://www. no—ip. com XMk, AEEHMHNERHTNA
L RmERsy, ¥ [ Create Account | FEAPINHE. A3, MMRIRELSE no-ip M
SHEGEMK S, MLEERIETENLBEEENRT,

| | _T___E_n_r| | ,T___I;;F;_|

User Login
Username

Password

10.2-4, no—ip PIUHAYEM: FEKS Six

2. FFRESIRAKIE

AT EHKSEIE no-ip IRE—NMEMBENANESL, FEReHZESIEMH
B email RIFZEENL. ENEMAVR BN TEERR:

net.giang@hotmail.com


http://www.no-ip.com/

‘,, About You:

First Name:

Last Name:

How did you hear about us?:
Zip/Postal Code:

Intended Use?:

& ] "
ab Account Infoermation:

Email:

Password:

Confirm Passwaord:

T Account Access:

Security Guestion:
Your Answer:

Birthday:

Faendfclleague =

Hore web serrex ;I

lala @ el o
209029000099

Who was your childhood hews? ]
dady

Jamuzxy ;| ol 1920

10.2-5. no-ip MEGRYEM: FIKSEILMFTEEHE

REEMNE, AZMIHE THEEEIER R IRDRELERN [ agree

that... ] INH A {71!
FAE R TR

BfEaA 5% [l Accept, Create my Account ] TmEME,

net.giang@hotmail.com



[/ Terms of Service:

Please review our T of Sepvice (TOS) below. By creating an account you are agreeing to our TOS and

Privacy Polic 05 states you rmay only have one (1) free account, and that creation of multiple free accounts
the termination of all of your accounts.
I¥i1 agree that | will only create one free No IP account.

Terms of Service ﬂ

1. ACCEFTAMNCE OF TERMS

Mo-1P comis an Internet-hased Weh site that offers DME Hosting, dynamic DRE, URL Redirection, ermail
hosting, domain name registration, server monitaring, and software utilities (each a "Service" and
rollectivel "Services™ Witalwerks Internet Solutinns LG doinn husiness as Bo-1P corm LI

By clicking on 'l Accept’ below you are agreeing to the Terms of Service above and the Privacy Folicy.

-y | Accept, Create my Account |

& 10.2-6\ no—ip MuhAYEM: FKSES SV AIRINE

3. BEKS

ERBIETIM—IFHIKSE -ip 25— EHRIR, BEITESEEHAR,
H Rk IEfRH) B EhDIEL, ;351 E’J')-pﬁ FLEEE BTN, lﬂ.’.lﬁ%@iu 10.2-4 &,
EXHREY emai | (username) /Z5#L (password) EBXY, FLEETEEAN NO IP X
uh T o

4. BN no-ip HIREFHNEZE IP UK

BEIE 10.2-4 HEFEFRENGE, FEBFRHERGRTHER, RTRUESERL
BRENBES IP BXREET

VBird, welcome to your No-IP! Last Login: 2011-02-14 08:48:40

You have successfully logged into Mo-1P's member section. To start using Mo-IP's services select an icon below or choose
an item fram the navigation above.

@ e & -

Manage Domains Add Domain Refer Friend Add a Host Manage Hosts

&

net.giang@hotmail.com
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10.2-7. BN NO IP M EHIR=E

FERMESHET [Add a Host (FIE—NEHLR) ] X [Manage Hosts (EIEF

&) JME, BTRINBTREENBANLE, ELELMER AddaHost Xk
FE—EENAE! BTHNETR, 2FERSHIK THER:

Hostname Information

Hostname:—y,| vhind tsi no-ip.org 4| @
AO’HM{FD stidy O DMS Host (Round Robing © DNS Alias (CNAM

0 @
Il
' Port 80 Redirect edirect
3

IP Address: | 14011644180 i

4 2 ¢

Assignto Group: [ 375 Gronp - :|_ @ Caonfigure Groups @
Enable Wildcard:  ‘Wildcards are a Plus P Enhanced feature. Upograde Mow! 2]

+ Accept Mail for your Domain

Let Mo-IP dothe dirty wark, Setup POP or farwarding far your name.

Mail Options

MX Record 5 MX Priority

Enter the name of your nal mail exchangers {mx records) as hostnames not IP addresses.

whird tead no-ip org 5 LI 6 7]

Ifyou would like a more M recards, please upgrade to Mo-IF Plus or Enhanced. \

[ Revert W Create Host |

10.2-8, HHE—IMEHNRBE 1P WHRHFHTR

FEHEEHNARTA:
1. RIBEREHR;
2. No IP MuffZfp9SE®, S ENRIMRESHTEMNENS;
3. EFEE—EHR 1P XFRL;
4.

BREEEMIZKXR)

A5 mail server X, FAILEABEIERIE, i, BIUEES

HEZENBXEAIER IP A (BERLUEZREFERER, X
=
SRIENRBRIA

or

net.giang@hotmail.com



6. = IABIEEIERS, 1R Create Host BRI ANIN. WARIZEM
ZEWERENE, BEESEIESNE, WREREESIIMENZ
!

MR—YIERBEANE, Mz NI TR TRHETR. RRMRIREZEH
& MR EZIMEENZIE, MEL TERERIERLGIERR. BH
TEfREATLAFE, NO IP BiRH 5 MR EMNENBGRERE! ERXET !
INRARIEELEPIEXBE, ®REEMA [ Manage Hosts | 1ZEABIAIALIET .

| HostsRedirects_ | | | | |
2 oy

B HostsRedirects

Add Host
1
Manage Grnup\ Current Hosts: 1 of 5

Download Client

Upgrade to Enhanced Host IP/URL

for your mail server? no-ip.org

vhirdtsai.no-ip.org 140.116.44.180

10.2-9. EHZALEBTESHIFNRIEER

5 REBFMEHENRZS IP IR

MRARZEFHBD, IEREMRIZINE—NM IP G, HNEFEZN no-ip
Wk RIELHIE, FBIAZERMET ! Bl no-ip IBE—NTFHANE PIRIZRF
BARGEBRFEH, RALIE no-ip EMAG LS [Download ] ALIEEFEHEXAY
HE, ZMuyBEHEMHY4 Linux, Windows 5 MAC R SG(EAMIERF, IEEH
F. FKMNBRRIEE Linux IBANTEM! FBTTHHF BISZEFBE
Linux R LR BAREEFRHARERNXHEERN:

#1. wWES5RE:
[root@www ~1# wget \

> http://www. no—ip. com/client/ | inux/noip—duc—Iinux. tar. gz

net.giang@hotmail.com



[root@www ~]# cd /usr/local/src
[root@www srcl# tar —zxvf /root/noip—duc—Iinux. tar. gz

[root@www srcl]# cd noip—*

# BT, XNEREEBENXHES README. FIRST MIER, SHEE—
TAS!

[root@www noipl# make

[root@www noipl# make install

# XHSIEBFIEFRIEAE /usr/local/bin/noip2 MESWEME

# /usr/local/etc/no—ip2. conf ! RERAIMEFFIE[E]ZE—LE o) g .

Please select the Internet interface from this list.

By typing the number associated with it.

0 eth0

1 eth1

0 <=EASFHENITIMER etho O

Please enter the login/email string for no—ip.com kiki@gmail.com
Please enter the password for user 'kiki@gmail.com' *¥%*

# FEXAEDNZRNIRGEMEFFESH email S5EEIE!

Only one host [vbirdtsai.no—ip.org] is registered to this account.
It will be used.

Please enter an update interval:[30]

Do you wish to run something at successful update?[N] (y/N) n

mv /tmp/no—ip2. conf /usr/local/etc/no—ip2. conf
# ELEe! RIRRMEE.E CHHAE EEXMERP T !

XHEFIFIRE no-ip HI{ESTEE, MAHBATUFBERIITE! MITHAEBER
i B L !

# 2. noip2 WITER1EH:
[root@www ~1# /usr/local/bin/noip2
# NEMREE! XHEMAGE, RE no—ip LEEMBIENZ,
# AR BRI EEITR T ! SX AR !

[root@www ~1# noip2 [-CS]

IS5 5

-C : EFNRESH, TENEENINIFE] LEMANEEFTAIMEIL!
WMRIFEAENLLLER no-ip EHLEAMN, M—EFZEFEM noip2 —C
REFEESHIER!

net.giang@hotmail.com




=S : BB noip2 KA EREFR!

[root@www ~]# noip2 -S
1 noip2 process active.

Process 2496, started as /usr/local/src/noip=2.1.9-1/noip2, (version
.9)
Using configuration from /usr/local/etc/no—ip2. conf
Last IP Address set 140.116.44.180
Account kiki@gmail. com
configured for:
host vbirdtsai.no—ip.org
Updating every 30 minutes via /dev/ethO with NAT enabled.

IBIE! XA T ! MEE 30 7% noip2 AILIBZNAYE T Mus EE#HITE
#hie! EERAHE! BMRBE—FNIMEEN noip2 We? XiFMENT

# 3. WEFIBTN:

[root@www ~]# vim /etc/rc.d/rc. local

# MAKRTX—1T:
/usr/local/bin/noip2

‘610. 3 EL[Em

FHZRBEREFEIANTEIZ TCP/IP BY IP #fE;

FNEZE 1P B9XTE, HFEHARY /etc/hosts TE A DNS AL KICHE

BENENZBUNEETE ARG, TREBTE Internet FEFTEAERL

BRTESHENRS IP MR, BREAEE IP MEBIER, ATLUEE S
#5 DNS BRZS, SRIARIAEEE IP kimiEEIE—NENZHES.

610.4 AZE S
. 1BE® Z Uil /etc/hosts HIFHIR;

XMERERHAERITENRGS P BRATH, BRIt ERERNSILE
MR R AR AR £, TR AR MIER R EE !

. B [ &R MENRBFEEBMHA?
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FHEE R B BRI R AT A BRIZ AN L5 (R I !

Gritt

ITEE 1P MMENZBTIE!

T REN7S DNS ZR%Ge? (NEAR client i)

INRABELEITN, SAEE [ EE DNS M EM AT M BFZELE DNS

ERATEY Client #23%RT, SEIRY 1P A ZEER, FTATTIELL DNS &

WA EEEERAS DNS R4 T ! BL DNS &

HURMMENTSEIHENBXIN 1P BIHE], TRALERITNAE 1P N EIE—1
E[E=)

Afta?

EM

O

2002/08/05:
2003/08/26:
2006/09/15:
2011/02/09:
2011/02/15:

=
Fto

2011/07/23:

WMRIRER ads| #IER EMIRERSER, PBLZHEWP—LKBMENR?

EAFELL ADSL EMRIZ, FTL IP BREIER, EFZERIFRNZS DNS

RIENZ, B30 no—ip. org EHEZ!

5 SERIFESIEMIRIE

EEMEEEF0: http://www. twnic. net/
ESM RIS & R % : http://www. netsol. com/
ESMaYSTIE R B Ge: http://www. dotster. com/
E5MaI%R 2 DNS ZR%: http://www. no—ip. com

FE—RERHER!

BMEL. EM— no-ip MIBZEAR!
BIRRSCERBEE Ak,

BET Cent0S 4. x FIBHINEBFNE teik

EET Cent0S 5. x RURRAFEENE 4L

BT noip METITEHALE, /F 7T —LERMNEHLIE, HtbUEKXE)
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http://linux.vbird.org/linux_server/0270dynamic_dns/0270dynamic_dns.php
http://linux.vbird.org/linux_server/0270dynamic_dns/0270dynamic_dns-centos4.php
http://linux.vbird.org/linux_server/0270dynamic_dns/0270dynamic_dns-centos5.php

G%Eﬁ%\: BEE 4R AR IR AR S5 2R AR

AEFHIAERR Linux RIMSKEARSSR[ZRZ AT, VICHEMRINREHEZRRIRT,
FREBLBULEENNMERER, FHHRFLB! EXH, GEPIEILIEES,
W ASREEFTELZT LR, SEREIARTEFEIEHN L, MEERIBEE
Wk EfRiry. Eit, B AR AR S5 2850 & W RELL T AT 5 _E T AV AR 525
EEZWE! PR, FRANERTB—THREMSKSAE AR SEE,

EX—EEH, BMNEZESNBEERSSAWEYLARS R ssh, xdmep, VNC,
xrdp FHRSS, AEFITMESHEIREMDKNLE DHOP ARZEE, EFIIXHRSZFEDN
NFS, SAMBA ZFRRFE, BNBS NFS HXMRENKSEZLH NIS RSB, ARENEA
ANENRBRSSEE, GIEREIEZEH NTP 5K ISITEEIERIER Proxy FREE, =
KBFH—NMEEABRA iSCSI {FERSIE!
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F+—ZF. miEEKHBRSSES SSH / XDMCP / VNC / RDP

BIFEFH HHER: 2011/11/24

HIPMER SRR ERENARTRHEEALARESHFINEEN, MEBIETERIKNARS[EININEREN
W, AEERHTHMBEIZHNEFRET . Linux THJLFEHLIER sshd XAMFENRS, MHEX
MRFAEZEFFHITHEMZN! AESENE LEEARREZ T . BERENTEEET rsync XMESIL
sshd {SIERIARK FHBIERIZNINEERE HHE A H . MRBEFAEMZEOEN, ABABRKIAR Xdmep L
& UNC e fE A ERIZEOEMSEN S —mBENRINARSSE! WRRIBER Windows HIZIZRE,
AB2. XROP B ANEHIHRT !

1.1 EIRHEKAARS =5
11.1.1 FAREZEKIARS
11.1.2 BRfLrTEENRI2ER?
1.2 XFEOFKNARSES: SSH AR
1. 2.1 BEHLIMBRARE N : FEHNAH
11.2.2 B3h ssh BRSS
11. 2.3 ssh BFRIREKHFEF - Linux FAF: ssh, ~/.ssh/known_hosts, sftp,
scp
11.2.4 ssh ZPinBkHF3ERF - Windows FH: pietty, psftp, filezilla
11.2.5 sshd FRSSEFHERIXIE
11.2.6 HIMERAZERAIZEIENR ssh AAF:  ssh-keygen
11.2.7 BHRERE
1.3 RIFEHEEFZEO: Xdmep BRFZHIEH
11.3.1 X Window HY Server/Client ZE#5&4HHE
11.3.2 RE gdm B XDMCP BRSS
11.3.3 AARP&A%H Linux BFIBAAI: Xnest
11.3.4 BRP &% Windows BB ANAI: Xming
1.4 SEFRRERED: NG FRSEE
11. 4.1 Fmi&AY UNC AR5525: {£F twm window manager: vncserver, vncpasswd
11.4.2 VNC BB FPimBAHLEE: vncviewer, realvnc
11.4.3 VNC FZFECAHLAY Xdmep EE
11.4.4 FHERBEN NC server BIFFSE
11.4.5 EZH) WNC : AILUEE ERESHEF
1.5 HENZEREARS: XRDP RS
11.6 SSH AkS527A9EM R F
11.6.1 @5h ssh FEIEEMIEO (3E port 22)
11.6.2 LA rsync HITEIZIREEN
11.6.3 & ssh BEMERERARTMERRS
11.6.4 L ssh {51 8HCE X server fHiBEFEO
1.7 EEm
1.8 IRIFE ]
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http://linux.vbird.org/linux_server/0310telnetssh.php
http://linux.vbird.org/linux_server/0310telnetssh.php#remote_access
http://linux.vbird.org/linux_server/0310telnetssh.php#remote_access_what
http://linux.vbird.org/linux_server/0310telnetssh.php#remote_access_work
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_server
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_connect
http://linux.vbird.org/linux_server/0310telnetssh.php#new_serverkey
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_start
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_client
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh
http://linux.vbird.org/linux_server/0310telnetssh.php#known_hosts
http://linux.vbird.org/linux_server/0310telnetssh.php#sftp
http://linux.vbird.org/linux_server/0310telnetssh.php#scp
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_client_windows
http://linux.vbird.org/linux_server/0310telnetssh.php#pietty
http://linux.vbird.org/linux_server/0310telnetssh.php#psftp
http://linux.vbird.org/linux_server/0310telnetssh.php#filezilla
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_sshdconfig
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_nopasswd
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh-keygen
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_secure
http://linux.vbird.org/linux_server/0310telnetssh.php#xdmcp
http://linux.vbird.org/linux_server/0310telnetssh.php#xdmcp_theory
http://linux.vbird.org/linux_server/0310telnetssh.php#xdmcp_setup
http://linux.vbird.org/linux_server/0310telnetssh.php#xdmcp_client_linux
http://linux.vbird.org/linux_server/0310telnetssh.php#Xnest
http://linux.vbird.org/linux_server/0310telnetssh.php#xdmcp_client_win
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc_simple
http://linux.vbird.org/linux_server/0310telnetssh.php#vncserver
http://linux.vbird.org/linux_server/0310telnetssh.php#vncpasswd
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc_client
http://linux.vbird.org/linux_server/0310telnetssh.php#vncviewer
http://linux.vbird.org/linux_server/0310telnetssh.php#realvnc
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc_xdmcp
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc_init
http://linux.vbird.org/linux_server/0310telnetssh.php#vnc_xorg
http://linux.vbird.org/linux_server/0310telnetssh.php#xrdp
http://linux.vbird.org/linux_server/0310telnetssh.php#adv_ssh
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_port
http://linux.vbird.org/linux_server/0310telnetssh.php#rsync
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_enc
http://linux.vbird.org/linux_server/0310telnetssh.php#ssh_xserver
http://linux.vbird.org/linux_server/0310telnetssh.php#hint
http://linux.vbird.org/linux_server/0310telnetssh.php#ex

1.9 SERFEESERFIE
11.10 ET X ASCHIEEIL : http://phorum. vbird. org/viewtopic. php?p=114550

61 1.1 mIZEEVIAR 528

IR ARSSBE X T A1k, ATR—BURAAMIEN! r LULRIE R ENE
BEH. Ad, FEERE, EFREEFHRATUSKENNENHANEFEE,
EAMRSAEREMEIEM!  FFUAREFERAEE— T X IE) !

O1 11 HLBRERYRES

B, BIBRTHE-T, t4a2 [ZEHEINRSR] ? XNFRAENINEAR? &K
18, MNIZEZIE, —8AREIERSMN ERRSER, XL, ERNUTTEFERS. #
B BAAFFNELERE, REFEARNWER. CPU. RAM. BEBM E—HREF—S
Wk, HEELRFR, XIBENHREBRBIFEFTENNEIRS T . BIURR
FEEMREXABEMN, ZWAZANENEISEM bash BIEORBNSHITIENE?
AR S RE SRR S EFHIARSS T

2! RIEXHL, EERVRSSERERRTEES X FREMZEONGREKE
ARG, iHAESEHOTENBIEZEAN Linux EHUBRESAREENZEO (shell),
MEBENGHIRIERR EGLERGIIE—H! A, RERTETERZEMERS
BHEE. Rir. BREESE. RRELENATUEEBEYZIZZEN BRI,

UEFNAK5, BeiSSEE+H/LERH Unix-Like 4, XLEFHEBRHBER]
— M, SHEFEEEAL! BLAEEHNRGNRERE AT, IERETEHIT—
LHINIRERIRNMR, REESIFAAN—EEZIIAE? BARFEE, REBEIWEKEK
MBZEHN B, BT U TER TE T | B GE TV am TIE—ARAV AR !
" X R AR BN AR S5 A M !

Tips:
R A, A FTP LEMAKSEBEREAN? BEXNET ;@Q
REIWBNEMRE? BANREETEEH shel | gEtTT "/ ™~

f :
fEmi! A ssh/telnet/WNC FFHREVSHISCFHER shel | BEBIH (0) E'ﬁ_‘%_?'?:r __
TREZRGEENES, SR4H FTP BEHEITHITESRTE! = Wisires

BHLARSSBRHITHEEIER Z—: 4= Unix Like EHBIEERES
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http://linux.vbird.org/linux_server/0310telnetssh.php#reference
http://phorum.vbird.org/viewtopic.php?p=114550

LR ITEFTEFAE Linux BANIEFIES WIFEER, BAR—EE
Linux SHIE! MABERF2ESHEHR—SHEN, XNOERHREATLUSRFIRERIRE
B—EBEM ALK, WE—TZZEHENARSEE, ILIRMFEEM, ERHRERREZ
Wi, FLUETIXERHIFEENTHITHRTIIE, XANRHE, REOENFKATLOLS Al
THZE Linux EERITHEEM!

2H%iE, SFS5RLEFRRAFHEIN, BFFENAE T —HRSH[HFRHME
ZHAtEHL (PC cluster), BREIFEMAEZITEN LB MM5 | Models3 FAS5E
SRERN, EEXRNRMRETRYERNERER, FERRZEREEEN. B
EREZEAHENNEFSZ A, MEARBEFE—SBFSIELIE? SRTFEM !
X EHERL R ITAZEA AR 55 25 RO AR 55 SE NS |

BRES—BESR Internet EEMENI A IXEFHBIRIZFKHAITHRENE? AL
HARA, ERFBHIROENRAITARIA, AR T 7RSS 2[5 TAEuARIEAA |

BRSZERHEE (Server) : HIREHIFFHEAH

AR E YT AR S HUAR SS 25, BHTHAMRSURSBEAEZENER,
MRIEHNEFERAENZE, ATUETHIEX KRS T UL FGEENamIE—
R, AR S /MEREKIIZF BB NN OB RGEPEFHME ! BRIFLE,
BN Server XEPEHT BRI EINFFAEXAAIAR ST !

ST, RAOEHIRM T RATASTEER Nail 5 Internet EEH) WM B
%, MBTEHBETIRBNNIE, BLAFT—FTNOBAE, BTBGEE T | Eit,
SEHRIF [RNBS ML ILRGEIBRENR, HREG 1P —RIEE! T
1 FTAREBXHLEO T AR |

TEuE A (Workstation) : HXTHIM AL

FrB TIEsh s R MR EF AR SR EN, (NRMAEMZHRENAERE. &
AT RMEFMAIARSS, IREFHNARSZZTH? A=2M! ReTE SRR PC
cluster KBEEMBANEN, WALIRZATIES, BAERERHEE DAL
BRSS! T RMERMGEAZBENINIR, XEARA BBEEINEEN! R
R SR AR, &R E R L RIFEF R AE R RE TIFuAMS !

Q1112 BUPLTHREA KR
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B EEmIZBRAAR F RN EERBI ML ? MRLUBANNERNFER S X, ER
EBEXFEOSEMZEORM:

. XF#EOBRRE: telnet, rsh FAE, BEFEELH;
. NFEOZE: ssh AF, 2L LEAR telnet, rsh FARE A ;
. Ef,3%EO: Xdmep, VNC, RDP ZFHFIRAEN

EXFEOBARBKIRSE, TEGLL TR ] EEHEER telnet RS, K
UMESAREITHIRINEBAEIER SSH ARS5ET! B telnet MJLAHFHIR Fimikft
b %, PEHTEREAREREERE, FHNBEREZER A O ALRIME! P
PUESRFLANEIFIF AR ZER SSH X—HEXLA

ZTERZEONBKIRS S, LLEE$NA Xdnep (X Display Manager Control
Protocol), ZRi& Xdmcp fRIEE, AAEFmAIERHEELERL. FIM—FBRIRE LD
E R EXHBRS5ES, Fi=E VNC (Virtual Network Computing), i%EJd VNC server/client
A SRIF I TIEIE . R RAEEFE A Windows HIIRIZEEELHN, 1ZThEEFERRIZ RDP
(Remote Desktop Protocol), FAR{RAIZZEZE1% RDP BREZ AT,

Tips:

EFAE QR A AR T ER ] W T, Emid ks, ,;@\

(CROHERIBNNK, FURESELUMAGES. Bk, 2 1 [ \“‘ i

MHRE ARG B B OB A2 AR S S FF AR POREFLIE, (LAN) LS Y EE

BAFT ! = SV
Nt IS TR T

HL2 TR ] 5 ThE ] B ESEEAEERE? A4 telnet ERBARERIEL
BARE? FrARABEE: [HRNOBIEHSEMLS LEEE, ZEEHENA
BARENRBEERN] , BHMEBR, RER telnet EAZBZEENE, TEHFEMA
IS ? FIRAKS ZHLZ2URANBERNEE, FFLUIRRMENRL tepdump Z
KAV AR,  ABIRAIMKER 8 AT BE AR 53 B !

PR, A—RBEHEAERSAERAFEE. BB, SNHAFEERFSRM,
=EREKRM? Eit, BRTHRINNSEEERLER T LU LWL _Em iR BEEm =
FOREAR, LUSBMEIBAE Internet EMEIEIXAZR SN

Tips:

B ssh LR, HULIED ssh HEEWAEN, WREEN - D

g EERRS, ERNEEMELY, DERTR, xrwks 2 “:‘ 5=
RLMESIRAE R, BREBLRRS. BRFRE ssh XD < =y
BN RR 2R REBTE! = A
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http://linux.vbird.org/linux_server/0140networkcommand.php#tcpdump

T ERMS(E4IAY telnet, rsh FEHARZZIE LMW ssh BUK, HBEGE—LESCPRN
FAEEBERPLEE telnet 5 rsh 7, BEMAEENFZOLEETNA ssh BN
F, B1FLL rsync M ssh BERBITREMEFENESSES. ETERIEONSNE
Xdmcp, WNC 5 RDP BE! EARZ TEMAPEEE ~MNEIFLTIEENERZM,
EitxE ot REZRE!

611.2 MFEOKNARSRS: SSH ARSB32R

BT AT ZEEA AR ZRZ AL 2R, MBI EELERDR, FtERME
SSH X MR EK iR X L& &, B4 SSH Bft4lk? EEMARINGE? BEK
ki, SSH & Secure SHell protocol WIEE (REMFIEFIANN), ERILUETHE
HEMEZAR, ¥EEHFERNITEMESHREAMEIMNG L, FHit, HFENSHRTE
BREEWP! X4 SSH AJLUAKRERIRAZEH) finger, R Shell (rcp, rlogin, rsh
%), talk & telnet FEEHEN . KR THEATFEBN—T SSH BIBLHIRN, SKRikEA
A4 SSH BRI ESEEERZ 2R !

FRALER: XA SSH Wi, EFURHVRES, KEEHRBNIRSFINEE:

1, — ML telnet FIRFZEXMLIER shell HUARSSEE, TREIZAFREY
ssh ;

2. B—ANEREHKL FTP FREHY sftp-server ! IREERLH FTP R

1121 BmMERAGA

o2 THEME] 2 HRME, RERAMIBNESREETHRE, 23L&
ZE, EXEHIETHRRFEXWEE (ZEL3ALEKR), AREHILX IR
LEfR, MAAPEEERAINKEN, BEIREEE, HXLKIERERERER
HEFHiE. ATXERBESEWEMCIED, AL, BERREAERSTM LW cracker
BTG, eI ESSRERSERREENANEH.
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Tips:

SEEEWR, MEVNHESGERMACERAEEFEM! AR

RERIRAVBR R AR FERRINGITHEMFRIES, XMESRXT /;; =
RN EEX . BAHENBAER, EZSOHNAREHRZE a"'\“

— MR BN A, FAMAIFENT ! B AR E R % “ﬁ_‘%
TR, REMRMERISHAE, BERT UL TRRIHE = S

HAES,

., - -1“]
s

MEZECENNHEHISHEAIEES, BRINXEBAETTILEZFAIB RO, KT
BXM—LMBZEMEME. HalEXAMEHEMERARBEE2FEHRFBA [EXT
MEZARG ] ROEBH, FERETHREA—H#FMAHSFAEE (Public and Private
Key) Ri#tiTmEZESEZNEE. B TXARARIREMBZNINA, RUER—
HERENF, XAEARLIARETERIMN! ENASAET:

. AR (public key): RMBBTERENAITRIIBMENITA, ERER, X
REPERF RN AAREHENBNET;

. FhtH (private key) : WIRENER R LNAMEZEREIE, EARMIRTLAE
ERAFAAREITHRE . ATRARXANEE, BEMARTEBINRMN! R
BERIPEBCHEN L.

MTEMENBRZEECHER (RASHA), BELHMRMETH AR KR
%, HHPFBEARAING. BEAREZHINENEH, AL, STANZBEEXNGH
[ %A ) A3F! AARLL ssh ZANBRBBRYL, £ Fin 5k SS =5 imA AT RS
EE, MiZBWTRIMENE:

11.2-1. RASHAEHRITHRECRANNA R TEE

LB, BITMRGEERFIRNAERE, A, BEMRLAZNSRSHIRK
HAHH, RERBECHARLELRS SRR, SEAEFFPELANERASE [BRSH
AR L FinIk B S RIFATH ] SREBMAY.

BIEMZENFRARENEHENS, WEEEM S, E8iES AR, /;‘Ir ; \"1:'

BRETHLE; ANBLS, BEMD/ RENEERE~ Bt {0y I e
SSH fEA £, =ERFIA RSA/DSA/Diffie-Hel Iman ZHHHIIZ! L i

Hy

il

oL

r
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Bal SSH MR AB M, 727l version 1 5 version 2, Hif V2 BT E
TEHMEHLE], AU S BV BRI R BT, FEttt V1 EEE M

ZE,

PR, EREMEM V2 AR, AZER VI 5. TiEIWMMmAK, #iE

EEELNAMERGH, BLAXLELASHAZMMA~ERNTE? RTERIBAFIK—IK

g !

N

AT ssh BRS528in 5B PimBVEAHL P&

SSH RYBXHLIT AT

BATE, Z2TLRRPANE:

Al

t‘:
o
%
A ERUATC L RNt S P
1. 35— EEEl sshd 8% - BEEVE 4. e L A e
S Er O LA R ~{.ssh/known_hosts
L Sl 1R (N N B S BV L ST AR T B ok W T de s .Il
letefashi/ssh host * |1 b 'd: -y T 2 il e A

11.2-2, ssh RFEBH/ImSEPIHINEKIN LR REE

ARSEEBNL NP : TH—IXB3N sshd REET, ZRFZEEHEK
/etc/ssh/ssh_host* HIHHR, HERGNINIRETHRAT, BT EAEXLELNAME,
Eit sshd SFEMETELEXLEFTENNARR, ANESHTELRSEFECE
EHIFLAEHY;

BERImEMKINEKR: HEFPIREERINE ssh RS, WEEERES
MR FIRIEFREAHL, BFE ssh, pietty FEFIRIZFF;

RER/EEQVAREEFin: BERBIFFPIHRNEKRE, RSFEFE—
SREGHAAEREXRGEFRER (LR EEMREEE, REQAARKRE
B{ARRER! ) ;

ZPimit R/ RS [N APABBEBLEENITEE S A : BEFIHE
—REZR|ARSERE, MESRERESF[O QN ARBICRIE A PR B RAR
/. ssh/known_hosts . HREBZICRITIZREFZHILHAEIE, WEFIHSELL
STRIFEW RIS 2 AIRNICREREEER. RIETILAHAHEE, WABITER
Fin B S ATAARUE;

Bl iR AARIERIRSSRn: APRBECHAREERRSE. 1t
FARSSRE: [EARSZFNMRASEAHIANA] , mEFPEUZ: [BAR
SR NAUEEZEFIRBCHFAAL, F2ED, AORENBRSS[SE iR
MERRG (QAA) HA—#, A HRAEXNHRAERRGE.
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6. FENEMER: (1) RFSHRBFim: RE[EEHIERN, EAFPHNAH
mEREL. BRiREEE, AECHTARRE; O FFin2RSHR: BRI
RERIER, ERS/NAAMEREL . RSF[EEWGE, BIRS[NFAARE.

HELERNE 4 SBH, BERHENZEARMIVEESE TARBK AT, FFLUR
BORBIBENLS TORMBAN M ZAR RS A —HM ! WIMNERPHARARKRERTH
/. ssh/known_hosts SIEFEEZEBAITAIENE public key , AUBIATRIIREE
IR ARERAR 5 RS

1512 :

A A= FTBIAR 5 25umAY ssh NEASRFEF[ECFERAIIBRITFASH? GE: £
2, KB ArEAECK I EEEENMNEIRSE LE, BATRESEREtME PR
EH! )

&,

HTRFZF[EEMNAASECHIFAAEMET /etc/ssh/ssh_host* , FEILIR
A LUOX A4 -
[root@www ~1# rm /etc/ssh/ssh_host* <==lIf&Z34A+Y

[root@www ~]# /etc/init.d/sshd restart

IE7E1=1E sshd: e ]

IE#E=4% SSH1 RSA E#H1Z4H: WE 1 <RTF=APRE
FEEEER !

IE#E =4 SSH2 RSA EH1Z4H: HWE 1

IE#E/ =4 SSH2 DSA EH1Z4H: HWE 1

EFE5E sshd: e ]

[root@www ~1# date; || /etc/ssh/ssh_host*

Mon Jul 25 11:36:12 CST 2011

—rw—————— . 1 root root 668 Jul 25 11:35 /etc/ssh/ssh_host_dsa_key

-rw—r—r—. 1 root root 590 Jul 25 11:35
/etc/ssh/ssh_host_dsa_key. pub

—rw—————— . 1 root root 963 Jul 25 11:35 /etc/ssh/ssh_host_key

-rw—r—r——. 1 root root 627 Jul 25 11:35 /etc/ssh/ssh _host_key. pub

—rw—————— . 1 root root 1675 Jul 25 11:35 /etc/ssh/ssh_host _rsa_key

—-rw-r—r—. 1 root root 382 Jul 25 11:35
/etc/ssh/ssh_host_rsa_key. pub

# E-TLEEWMEARASHERAEIRE, RIRGZEIZAFHAA. FhARS!

C311.2.2 BZ SSH BR%

H b, ERINEA/ Linux REHP, BMAFLEZLSE SSH AT BFZEMRH
T XEET AL ZBENNA) OpenSSL R4S OpenSSH 4 GE 1), FTLARE,
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http://www.openssl.org/
http://www.openssh.com/
http://linux.vbird.org/linux_server/0310telnetssh.php#ps1

EZE) SSH EMEAEERT ! mERAMRBIIEET ! ks, ZE£BRM Linux

Distributions eh, EEFIRZEN SSH B, FAA—m &AL, EATHEILE,
e LB T ! ! ARRR~FTLMfA, RMNTERER—RXNEIHIAE!
HIEZEBTFZLL SSH daemon , EFRA sshd KBEIH, ErLA, FENATLUXHERBE:

[root@www ~]# /etc/init.d/sshd restart
[root@www ~]# netstat —tlnp | grep ssh
Active Internet connections (only servers)

Proto Recv—Q Send-Q Local Address Foreign Address State
PID/Program name

tcp 0 0 :::22 Dok LISTEN
1539/sshd

FEIERRZ, SSH NMBIRMET shell LFHANIEEMA, JREIRE ssh protocol HFEH
89, FIRTTREEHR T — 1M RARER FTP server , JRBIZ ssh—ftp server HIHANIHMK
2 FTP RIEA! FrEL, XA sshd AJLAEIRTIRM shell 5 ftp 12! M E & E247AE
port 22 LHEIHINE! BTLL, KR FEAIBKIE—IER, MAEBLAHE Client imiEE L

Server il ? [ERY, anfaJLd FTP HWIBRSSRiESE L Server FHEBEM FTP HITHHEENE?

O11.2.3 ssh ZFEBBNIERE - Linux B

MRIFHZFFIRZE Linux B9IE, BLARERT, TRNEBERT, RHRREELSE
KTHEES, UG RETIIIREE! KTHRME-TXLESE!

ssh : HEEBEATZEENAES

SSH 7£ client infEAHIR ssh XNES, XNESHLUEEBKH A RRA
(versionl, version2), EAILUEEIEIEMAY ssh port (IEM ssh port A 22), &~
2, —RREBERUEARKRTHA:

[root@www “1# ssh [-f] [-o B#INE] [-p FFEMEO] [kSe]lIP [$54]
yrAESE 2
-f : FERESEEN ES] , FEAZREEVEEZELE—NMESEHEME;
-o B¥MB: TENSHIMBA:

ConnectTimeout=Fb# : BAHLFFHORE, BAFFHIATE
StrictHostKeyChecking=[yes|no|ask]: FIi& & ask, HZEil public key
FEZIIAN known_hosts , NMATLLZEA no EIF].
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—p : WMRIRHY sshd ARSFZEEIEEMMIED (22), FEALIE;
[$52] : NEARIEEN, BEELXERESEE. B -f EXAXEE.

# 1. BEEEINEANEFTENNGZE CLEEANEKHLAE)

[root@www ~1# ssh 127.0.0.1

The authenticity of host '127.0.0.1 (127.0.0.1) "' can't be establ ished.

RSA key fingerprint is
eb:12:07:84:b9:3b:3f:ed4:ad:ba:f1:85:41:fc:18:3b.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '127.0.0.1"' (RSA) to the |ist of known hosts.

root@127.0.0.1's password: <==fEXXEiiN root HIZZRIENTAJ!

Last login: Mon Jul 25 11:36:06 2011 from 192.168.1. 101

[root@www ~1# exit <==BFFXXH ssh Ex#l

# BT ssh EEREMLEKS, BEFiRERSaNKSKEANTIZERSE

—R&IER ssh BANZEEH, HRES [ ssh kS04 IP | gk, EBZER,
ERZENBNRKSEANNERE. ERREMEBAEREKS, TFEMER [ ssh =
AP ] KR, WELEEASEGIER. ZIEE, MRFIEKSHIE, BASUR
iRt BENMNK S KRZABAZIE. BRI, MRARSTEEAEHEENKS, A
AN EKRSHRBXREK, MERPIES. BR, ATLURIREE, TE2—HFHEH
TERZENL email BYAINRBEBNTIZEN, XEEHITA SRR !

FEEIAREF, Fk RSA A ITEEENEEIEAR S [N LEAIELEE, W
RBEZIEHE B0, BLARMEBEBMAN ves KIFIZIBLIEENPRFZ = AFAICE
X (7/. ssh/known_hosts) , LAFTERELLIIZARSFZWERMEZH. FTERES
ves B, BN Y 3 v RASHEEIH~LI, BT ZEVNHLHELEFICE,
FELEARKEEFER ssh BALLENR, MASHIXMELREIETR T -

# 2. A student IKSENAKH

[root@www ~]# ssh student@127.0.0. 1

student@127.0.0.1's password:

[student@www ~]$ exit

# BTFMAKS, EIBRSGHERA student 7! B, EX 127.0.0.1 &
BT,

# TR A S BHIRRREENENAHRES !

# 3. BAXMAENMNITHIESEIAZSFAAER:
[root@www ~]# ssh student@127.0.0.1 find / & ~/findl. log
student@l|ocalhost's password:

EEM,
# (BRMITHIES RS, B RaAEFHFLT. BaEERZECH?
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# 4. 5 EEAERE, ERIENAGENBCHIZES, RIZZIEIRITinEN HE
T1E:

[root@www ~]# ssh —f student@127.0.0.1 find / & ~/findl. log
# WEHMRESITZIES 127.0.0.1 , 1B find #5642 BECETIERSZHIE!

LiRposeflHad, 2 4 MNEfsER! MRARBEILIREENHITEYANES, MR
Ak -f 2%, BREFSFIHEVNXVNTEBFRBIEKN, XEEEBEAEIE,
FHit, ik -f MRBREEZE~FARSIBEEEZEENECH XN, MAETEETTEFF.
5an: [ssh —f root@some IP shutdown —h now | ZZRIIESIE,

#5. BRI known_hosts f5, EFEM root BXHLEIAMN, BEzIM EAHIER
[root@www ~1# rm ~/. ssh/known_hosts
[root@www ~]# ssh —o StrictHostKeyChecking=no root@localhost

Warning: Permanent |y added ' localhost' (RSA) to the |ist of known hosts.

root@localhost's password:
# W1 EFrR, ASEIR yes 3¢ no Mi! HIESBAN /. ssh/known_hosts
!

BEEREEFER ssh BRHZIRZHITENELBMEREHE, BFESE script
SRIFITEROUN. HEFENMRESETENSEETIMEABATHIEE, SHEEMA

[ ves ], SR%! BAMEXA StrictHostKeyChecking=no FRIRBHEENML! fbs
NABENMAENHAARERF, S TF—REAEHBHAK, NTEFBIAEK,
XmEJLAMBRAERT!

RS2 ANEAICEIEE: /. ssh/known_hosts

LIRBNEIEIRS AT, ANSEDRAIZEREIARSEEER public key FKEEXT
/. ssh/known_hosts BLXHEXAH, ARRIHITIRTHISNIE:

. HERENAERIEE, MaEARPRBIER. BE2I0R GEflFEZ yes
BIARNEE) MEBEN /. ssh/known_hosts BHEBENNERETIE; ETIEHE
(EZ no) MABNIZHEE, HEEFENLE;

. HERWEIMAACHIER, WEEEREEHEE, SFHEENGREZTNNIE;
HAHEE, MERESER, BEEFEANNME. XRE iRk B RERIPIEE,
i RUN ) B R DN B

BARVARFZERE ssh BEWRSNE, @2, MREVIAHNEN, BEE

AEMRE, BLARSZSBHNLXATELEARE, REMLENE, (RRITEHREENT !
ABE? ILBANRFED—TXMTAR! LRI BN SR !
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1512 :

HERRBENRER, BRZRFZFFEAERD 1P, EHMEE IP BIARSES
NARE, FERRRESERZERA?
K:
FIART— TR AEN, MBREENRZ N, EFBD ssh ILRAQHAE
e

rm /etc/ssh/ssh_host*

/etc/init. d/sshd restart

AREEFFERAK T A RIEITEM A EME:

[root@www ~]# ssh root@localhost

00000EE00EEEEEEEEEEEEEEECEEECEEEEEEECCEEEEEEACEEECEEEEEEEAE

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @ <==Fis
IRPRATBER [B] R

00000EE00EEEEEEEEEEEEEEECEEECEEECEEEEEEEECEEACEEECEEEEEEEAE

IT IS POSSIBLE THAT SOMEONE 1S DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man—in—the-middle
attack) !

It is also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host is

a7:2e:58:51:9f:1b:02:64:56:ea:cb:9¢c:92:5e:79: 9.

Please contact your system administrator.

Add correct host key in /root/. ssh/known_hosts to get rid of this
message.

Offending key in /root/.ssh/known hosts:1 <==BE S EHENHFZIES
)RR TS

RSA host key for localhost has changed and you have requested strict
checking.

Host key verification failed.

PR RBEINERAES, FRFENM G ESIFIR: /root/. ssh/known_hosts
B 1 17, EEMAHSXOIRWRINERARE, RUgHEKET ! BEM? %3
M ERER vim 8] /root/. ssh/known_hosts , HiEE 1 1T(BS | FHEE
REFRET) MR, <EBEH ssh I, BRAEXSEFOREAEM L AHF!

A A

MXAERE!

BRIl FTP BN  sftp

ssh REANTIEIRSZEHITIIE, BUNMRRAREENTIZIRSZ B TEH T LER~R
E? FEAZER ssh Mi, MARERFFH sftp 3¢ scp. XM NMESHEZFER ssh
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HUIRE (port 22), REEMA FTP SEFIMEME. HAFTKK sftp , XME
CHIRZES ssh REBEL, RZ ssh ZBRHEEAM sftp L&/ THXHME.

[root@www ~]# sftp student@localhost
Connecting to localhost..

student@localhost's password: <== X B iFi N\ ZZHL M !
sftp> exit <== XEMBAEFHFREAN ftp HXIESHIS T !

ENE| sftp 2f5, AMIRE—MR FTP WA THHRMERFZRBERET ! KTERMNK
W—iK, sftp XMEOTHIERESIE!

I AARSEEEEN (Server) ZITAH
THHFEZR| /etc/test BXH | cd /etc/test

ftt B 3% cd PATH

SILERFERR THXHS |

BN BEFE mkdir directory

k& B = rmdir directory

ERBRIFAEMNB R pwd

EFNHERG BREEA chgrp groupname PATH

ENHERGEFHEE chown username PATH
2 ot =L chmod 644 PATH

BEERARFTORR g ou SHREX! BEEEM!

BN ESHS In oldname newname

iR EES A= rm PATH

e EEA=E 2 i rename oldname newname

EHimiEEN exit (or) bye (or) quit

FXAM (Client) ZfTHEME |, L B9/NE )
e B R ANEY PATH 25 | Icd PATH

S ERANERRTOL ||
%z

EXRNEZBR Imkdir
ERERFREMNAYBE R | pwd
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XA LR/ TERTA

put [AHERIHER] [Eiz]

put [AHEHRFHEER]

WMRIBXMER, NERSHERBaxiEE
HMEERT!

get [EIEFHBRIHER] [FAH]
get [EFEEVEHRSER]
EXFEN, MEERSHEEBRIANRE
BHERATEEN TEHE K E’]E%éﬂlﬂ' AT LA RBECSF, fan:
get *
get * rpm

TR AT LA

BERAAR EERTIEEN

MEMARMS, sftp £ Linux KT, MIRAEEEREZED, BALEZ LUK FTP T
We! EARBINEHELHER! Fitt, AAZEIIERZEORN FTP AR, AL
E#EX$E FTP HIBRSS, MeXLL sfto-server RiEfH FTP BUARSZIE! ~_°

151 -

2% localhost AImiZARFZEE, BARFZE:/ LR student XNMEAE. (RIEE
(M B A /etc/hosts EfEE] student SKER, H (2 IF student BY . bashrc
SHBIANE /tmp KT, ZWALET sftp ERK?

(=)

[root@www ~]# sftp student@localhost
sftp> |ls /etc/hosts <=BEBEAINBEEXMMYEE
/etc/hosts
sftp> put /etc/hosts <=FHJ&E, AF_LIEIE!
Uploading /etc/hosts to /home/student/hosts
/etc/hosts 100% 243 0.2KB/s 00:00
sftp> Is =HEEBLERD? BREERTHXHE
hosts
sftp> Is -a <A BRREER?
. .. .bash_history .bash_ logout
.bash_profile .bashrc .mozilla hosts
sftt> led /tmp <==IHRARHLERE] /tmp
sftp> |pwd HEHITHRIAME !
Local working directory: /tmp
sftp> get .bashrc =% )RR TN E e !
Fetching /home/student/. bashrc to .bashrc
/home/student/. bashrc 100% 124 0.1KB/s 00:00
sftp> |ls -a ==F AR EEZ
.font—unix  keyring—rNd7gX .X11-unix
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. gdm_socket lost+found scim—panel—-socket:0-root

.bashrc . ICE-unix mapp i ng—root . X0—-lock
sTtp> exit <===FnE!

MBRANERERALFIZEORIT FTP B91EH, ABAEe] LUET B3O RiEZE
sftp—server I8! {RAJLAFIFZ—+—%F FTP BRZ=FIREIMY Filezilla RFHITEHLAY
Mi! antk—3k, SARFEF BRI EMF S ES TIE!

HRFMEEES: scp

BEFERH sftp REATEAFERSS LEEHABBNEREE, MRELHMN
BREHRLENEEERT, PBoamERENXHERNZIET scp XNMESE! REE
B scp AW :

[root@www “1# scp [-pr] [-| EZE] file [MSe]FEH HRER <=Ltk
[root@www “1# scp [-pr] [-1 &EZE] [kSelE#l:file BRERR T
RS2
—-p : REBERERHOBREIE;

-r : BFPRIEAEZEN, TIUEFNENMER EFER)
-1« ATABRBIEMMANERREE, BIA Koits/s , 30 [-1 800] fXFTIEMHIER
100Kbytes/s

# 1. JFARHBY /etc/hosts* £EFEHIZE] 127.0.0.1 EEH) student FKE
XA

[root@www ~]# scp /etc/hosts* student@127.0.0.1:"
student@127.0.0.1's password: <==#j \ student ZZfg

hosts 100% 207 0.2KB/s 00:00
hosts. al low 100% 161 0.2KB/s 00:00
hosts. deny 100% 347 0.3KB/s  00:00

t XHRER HE B2 (bytes) HHRE RIKHE
# RAJUFHEE, BUREEENFER, EXWERR.

# 2. 4% 127.0.0.1 XEPIEFEEHNR /etc/bashrc EFIBIARHAT /tmp KT
[root@www ~]# scp student@127.0.0.1:/etc/bashrc /tmp

HE FERTHHNERRRITES () B! ERAEESEENRRTEENESR.
Eltt, MRESER, KRWRZBNTIEEN TH TR, MRESHERE, NRREINEK
fEEfemi! MMMRBESFIEHRINE, BARTLUMLE -r AYED!
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1515 -

BIAHAEMEIREEZA /root/dd_10mb_file , XMERFA 10 MB X
2K, BIZRIBELEEE) 127.0.0.1 B /tmp KX, MERE 127.0.0. 1
EFEB root XPMKSHFEAN. ERTHFRERER, BRIAEELSRE
100Kbyes/s HUfEMIZELRIL—30{E, AZWMA TIXIES?

o,

BT AFEXMIR, BEHIENSEER dd KREL—PRIER:
dd if=/dev/zero of=/root/dd 10mb_file bs=1M count=10
BuyESHZE, ATREEHEE, WE -1 fEm$, BNEERNZR

bit , A ER bytes FEFR L 8 5, ELIESHEXHTIA:

scp —| 800 /root/dd 10mb file root@127.0.0.1:/tmp

‘311.2.4 ssh BFPIGEKHLIZF - Windows AP

5 Linux FEINE, &M Windows FHEH ssh HWEFinieR, B ENTE
FHEBETHEME=FREA1T. ENNREGEES pietty, psftp K& filezilla
. KR TEIERNRIREX LA EREIE .

EIZEHLEY pietty

7E Linux R T EEEE SSH BRSES, ATLAEIEFIA ssh XNMES, 7E Windows
BIERFRTHESEER pietty ¢ putty XEMEIL, XRENTHSIESE
GE2):

. putty BAMuL: http://www. chiark. greenend. org. uk/" sgtatham/putty/
. pietty BEAMIL: http://www. csie. ntu. edu. tw/ piaip/pietty/

£ putty IE M EBRZEVEERTLUEREY, B35 putty/pscp/psftp FF.
MR HIILT ssh/scp/sftp XR=NMELSHET . MEFZMAR pietty MEETHY
MSAESERYE putty FRCCMIMAEY. BT pietty BRTTEMRAET putty Zh,
TR TR ERATEN L TR, SERGFHAE, MUK TSI pietty RIE
ANEE, FERTEH pietty STHE, WHZEE, eHRNTHEEY
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http://linux.vbird.org/linux_server/0310telnetssh.php#ps2
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.csie.ntu.edu.tw/~piaip/pietty/

M PieTTY BT x|
1
- FEariniEE DEET ). T s T SR iR e Bl e]

. . TR P it (M) Port
- [192,168.1,100 RaEE
hiD " Talhet (BES) (s 55k\

e {EFAAE 2
v EBEF|IM [ PuTTYES, | English Ul
- PieTTY 3
o PieTTY «0.2.27 (formerly ‘poutty' by
iR Hung-Te Lin = piaip@csie.arg=
B (&) w90 | mao |

11.2-3, pietty HEIRETEE

A EERERA 1 (G EESEXNENRNER IP , &k 2 SRFLIEE
SSH #—In, ZTHik 3 W5, SFHLBEEREREIMMER, EARTUEEEZK
—& pietty RIMRIREE, FAUSTREFERM! FHRARE, & [BI]/E,
A HMATFHFEANSHAN/ BERIENEE

£ root@www -~ [63x12] O] =]

ERC) REE WRE AED ERO S

R T T
011 from localhost

11.2-4, pietty EANSFEREA =R

XA BEFFRIL R B A ENETE TAEE ! T H b Sf A ik 8 w] LARE R AR 2L 7
. Fih. FHRLDFFNEZNRESH. LHEFHFRENE™, BRHRRS LI
FREREN, EREESTLBILEMAREENTXETR, BHREHLHE). =
fRRIX AN E)EEET, fRAMEEIC THMN=NIRERREE XNBIEEREA1T:

. MAX G A S A FEAHERER;

. Linux 25 (40 bash }H) AFFAERRIER (FTA LANG TEiFE) ;
. pietty FIEAMIER.
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FHATEE Linux AR ATLLET LANG XANTER AR, Aixtnfaiaze
pietty BUFPISCHRIGNE ? (RATLUBIEE 11.2-4 ix8F|Lchpd (£ ) KB, InTEr

N

£ root@www:~ [63x12] =10] x|
MARC) REE WR0D REOD | EEO) SRAm
[ oo t@ymynyr -~ ]# I
FAETESHE FILAREE)
v [Tnicode . %@nﬂ = ?ﬁﬁﬁﬁ
Taiwan Bigh (CPO50 BT SRR O
Japan 8-JI8  CP932 CItHEE AR )

Korean CP949 :
BEREERL)
PRC GB2312 CPA3a TR (A

SFHEEE ...
11.2-5, % pietty MIERBWEHARN (5HXEMEX)

& BT 255 ) BEEmAIAHbE bigs (cp950) EZE unicode (utf8) MY
PR, ILERERE Linux SHERMEFENEEER, BPXFRE 0K AM! ~_"!
INRABEEEMIAYITERT, ATLUEEEE 11.2-5 J:;LETEETE’JﬂBAh#EumJIﬁ B,
He BN TER, ,\':F'Ejjigmm [EEANPFRBEER) B, TR
TEMIE KRBT INRE

M PieTTY SHEHE 2 X
= Seszzion - Enabling and g#abling advanced terminal features
Logging —
- T erminal [ Di application cursor keyws mode
K.eyboard [+ [Cizable application keypad mode
Bell [ Disable sterm-style mouse reporting
[ Disable remate-contolled terminal resizing
- Window [ Disable switching to alternate teminal screen
.-’-‘-.ppea.ra [ Dizsable remate-contralled window tite changing
?ehawn.ur Iv Dizable remote window title quening [SECURITY)
Sransl..atlnn [ Dizable destructive backspace on server sending ™7
election
Colaurs 1 [ Dizable remate-cantalled character 2et canfiguration
- Cannection [ Dizable Arabic text shaping
Data [ Dizable bidirectional test dizplay
Frow
Telnet
Rlogin
—-55H
F.ex
Auth
=11
Tunnels ﬂ
Apply | Cancel |

11.2-6, pietty MEMFIFMEE, SHEAMBFEEXE
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B EESEk 2 FEmAR N B Aikiek Bz T [Avply ] 2/5, REEANIHK
FRAEBESNERE, SMiANKFRE2EEM. Bk, RATLUEE pietty
RENFHNICIZITH, RFESBIEREE, (RKIBTTLUARRENFRERZATIHE. 7
ERFHEIT:

M PieTTY R x|
—]- Sezsian =] Options contralling PieT T"s window
L.Dgglng Set the zize of the window
—1- Termninal
Bows Columtz
K.epboard
Bel 12 |63
Features YWhen window iz resized:

{* Change the number of rows and columng
(" Change the size of the font

(" Change font size only when masinised
(" Forbid resizing completely

Selection Control the zcrollback in the window
Colours
= Connechion Lines aof scrollback. 20000
Data [v Display scrollbar
Frasy [ Dizplay scrallbar in full screen mode
TE'”'_Et [ Beset scrolback on keppress
Rilogin v Reset scrollback on dizplay achivity
=~ 55H ¥ Push erased text inta scrollback
K.ex
Auith
=11 o

Turnels ﬂ
Apply | Cancel |

11.2-7, FEEAALUSIZEITY, LAFEEERZZANER

PEEREXEEANBIES, BRXEREEMN: [REUP—MRAHE SSH Hix
EN? JErmEiRE, FIIFUERLL version2 KENM, BFALUXBHKATATLLEZEER 2 7R
MRB! XEFXBENESLL version 2 FIREBENEN T !
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S PieTTY SZiEH%E x|
=- S_essiu:un | Optionz controling SSH connections |
L.Dggmg — D ata to zend to the server
=~ Terminal Remot 4
- Keyboard Bemote command:
- Bell I
- Feat
g Winds;ures — Pratacal options I
- Appearance [T Don't allocate a pseudo-terminal
... Behaviour [ Don't start a shell or command at al
- Tranzlation ™ Enable compression
- Selection Preferred S5H protocol version:
- Colours 1 only 1 o2 & 2 orly
=~ Connection _ _
- Data — Enciyption optionz
- Prawy E ncruption cipher zelection policy:
- Telnet AES [_SSH-E anly]
- Rlogin Elowfizh Up
3DES
Em - warn below here - D
Ken DES LIcamn
Auth
A1 [~ Enable lzgacy use of zsingle-DES in S5H-2
----- Tunnels
Apply I Cancel |

11.2-8, WEBENRSZAHERAL ssh BIERRA

A pietty HIFERASHEX
HELL SSH By, BAZIZRY Linux EHIIE! #5{EME!

ML= 3

B E DL

TEF 2 XA Itk —3k, RERBTLAZE Windows
"0 WRBEA TR

HIE, BT pietty BLXFFPXXM! RATLUAATXIE! AEFRIEL—TFHE,
EIFEE 11.2-5 [@m] Ae [ F2 ] B InTER:
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FRGF:

WET_Germ
AT _Ttal

WaT_Span
WET Swed

i)

oh 35 R Bl

FEERY:
[CRINESE_BIGS =

11.2-9, EFEP X FR S %D

B0 FRIGERMAE. 2 FERERN [Bigdl , tntt—k, RV pietty B
Ferp SCRYIAS !

A2 EEFANMERX LG EEEICRAEWENT? MMT! #HIZRAE Windows FIEFR
EHZHR! {RATLAE Windows BUERGHH, £ [FHR ] —> T#17] /B, HIMAIEE
AN lregedit] , ZRSEM—PMREO. BELBHEE S PIEE
[ HKEY_CURRENT USER ——> Software ——> SimonTatham —> PuTTY ——> Sessions] ,
HAUBRREEES! ~ 7! X#H, BRI LUEFEREEED ~

{#F sftp—server HYINEE: psftp

£ putty WEZ M EHIRMH psftp XXEF. X—XIEFNERMNEREH
sftp-server. ERMANAILERRIE psftp XMMER, ILMERER), WSHIT
T HI B4 -

psftp: no hostname specified; use "open host. name" to connect

psftp>

XANEHERAT LR RZE R ERRENR, FlanFkpXBAMEE 192.168. 100. 254 X
HREM -

psftp: no hostname specified; use "open host. name" to connect
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psftp> open 192.168.100. 254
login as: root
root@192. 168. 100. 254's password:

Remote working directory is /root

psftp> <== XBREFFIRMAN FTP #9155 7!

NIRRT DX Al B N AT AR B B2 A8 VR R ELA RO (e A 75 NIRRT R BIRY sftp —HFAE!
RS R A RE !

B iEOR sftp BFu